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    Introduction

    
      It is hard to communicate how much programming has changed due to AI in the last 2 months: not gradually and over time in the "progress as usual" way, but specifically this last December. There are a number of asterisks but imo coding agents basically didn't work before December and basically work since - the models have significantly higher quality, long-term coherence and tenacity and they can power through large and long tasks, well past enough that it is extremely disruptive to the default programming workflow. <…>

      As a result, programming is becoming unrecognizable. You're not typing computer code into an editor like the way things were since computers were invented, that era is over. You're spinning up AI agents, giving them tasks
        in English and managing and reviewing their work in parallel. The biggest prize is in figuring out how you can keep ascending the layers of abstraction to set up long-running orchestrator Claws with all of the right tools, memory and instructions that productively manage multiple parallel Code instances for you. The leverage achievable via top tier "agentic engineering" feels very high right now.
      

      It's not perfect, it needs high-level direction, judgement, taste, oversight, iteration and hints and ideas. It works a lot better in some scenarios than others (e.g. especially for tasks that are well-specified and where you can verify/test functionality). The key is to build intuition to decompose the task just right to hand off the parts that work and help out around the edges. But imo, this is nowhere near "business as usual" time in software.

    

    Andrej Karpathy, February 25, 2026 [FW1]

    Welcome to the HiPEAC Vision 2026.

    It is clear that artificial intelligence (AI) is the most disruptive technology in the domains covered by HiPEAC during the last 20 years. AI, particularly through neural network-based approaches revived by Geoffrey Hinton's work in 2012, first transformed data analysis (images, text) and inspired companies such as NVIDIA early on, whose valuation now exceeds $4.6 trillion thanks to a strategy focused on accelerated computing for AI. The turning point for (generative) AI came in 2017 with Google's paper "Attention Is All You Need," [FW3] which introduced the "transformers" approach (which was implemented by OpenAI's GPT - "Generative Pre-trained Transformer" - models as early as 2018), propelling applications such as ChatGPT, which in 2023 became the fastest-growing consumer tool in history, and extending AI to the generation of images, videos, and even scientific content.

    Since 2024, the trend has been towards models that are not necessarily larger but which employ "reasoning" (i.e. optimization in the inference phase). Since late 2025, we have also seen a shift towards agentic AI, where systems such as Google DeepMind's Aletheia orchestrate specialized tasks to solve complex problems (e.g. advanced mathematics) without modifying the underlying models, illustrating a new era of autonomy and collaboration between intelligent agents that can use computer tools directly.

    The explosion of these agentic AI approaches (with their strengths and weaknesses, especially in terms of cybersecurity) can be illustrated by the rapid success of OpenClaw [FW4], initially an open-source agentic artificial intelligence solution developed by a single person. Just as ChatGPT opened the public's eyes to the potential of large language models (LLMs), OpenClaw made agentic AI accessible to the masses [FW10]. Is this the realization of the "Guardian Angel" (or "Digel") discussed in editions of the HiPEAC Vision since 2020?

    Looking back at the last few months (at the time of writing in March 2026) really illustrates the speed of the progress in AI. The performance of AI in code generation, which is also at the core of AI technology itself, has improved enormously, as illustrated by the opening quote of Andrej Karpathy [FW1]. In this period, the explosion of agentic AI (embodied by OpenClaw) shows that AI is escaping from a window in a browser to really interacting with a computer environment to carry out real tasks.

    Over the previous year (2025), it became clear that the concept of the "next computing paradigm" (NCP), proposed in previous editions of the HiPEAC Vision, was both increasingly relevant and increasingly realizable. The HiPEAC Vision 2025 proposed the definition of
      communication protocols between agents. This was partially achieved in 2025 with protocols such as the Model Context Protocol (MCP), and Agent2Agent (A2A) protocol, etc. developed by large AI companies based in the United States (US). However, these protocols are still limited to functional requirements, rather than including non-functional requirements as proposed in our vision.
    

    At the core of the NCP is the
      orchestrator, which is now also key for
      orchestrating agentic AI.
      Distribution of AI across the computing continuum is also already starting with local AI running on smartphones and laptops, and we are even seeing the emergence of dedicated accelerators as add-ons to consumer devices [FW5]; all this was made possible thanks to the development of smaller AI models that can run locally.
    

    The next step can be summarized by the phrase "
      AI is becoming physical", allowing AI systems to be integrated with the physical world and controlling factories, self-driving cars and robots. Adding non-functional requirements such as latency, time, safety as proposed in the NCP is a necessary enabler for this transition to the physical world.
    

    The current AI race is focused on having ever-larger datacentres. This creates growing problems in term of energy consumption, grid access, cooling, consumption of natural resources (such as water), availability of components (graphics processing units (GPUs) and memory, leading to the current "RAMapocalyse" or shortage of random access memory (RAM) for other application domains), and reliability (the mean time to failure for a data centre with half a million GPUs is in the order of few minutes).

    But there is an alternative approach proposed by the NCP:
      distributing computing on demand instead of systematically requesting cloud resources. This alternative approach is indeed a risk because it is not yet available, but it is a bet on the future: will Europe take its own path adapted to its structure, culture and ethics; or will it blindly copy what others are doing, inevitably lagging behind due to its late start?
    

    This is the core of the HiPEAC Vision 2026: "
      Europe should not imitate others; it should create its own future
      ".
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    The ripple effects of AI across the computing ecosystem

    The AI revolution is having evident impact on various domains within the HiPEAC ecosystem, which spans the computing continuum from edge to cloud to high-performance computing (HPC), while also having a major impact on society.

    The industry's centre of gravity is moving from training to inference. As AI systems transition from demonstrations to services used by millions, inference becomes the dominant consumer of compute - and the competitive battleground for hardware architectures, data-centre design, and software stacks.

    As producing inference accelerators is less complex than making relatively general-purpose GPUs, smaller (European) companies can propose attractive solutions based on innovative concepts, and the associated software ecosystem is also relatively simpler. Architectures that are more specialized, hence less flexible and less programmable, are inherently more energy efficient. However, a good compromise between flexibility and efficiency can be found in architectures that are reconfigurable or based on coarse grain reconfigurable architectures (CGRA); near- or in-memory computing solutions can be very attractive as well; all of these are in reach of Europe and in several cases are being commercialized by European companies. Chiplet platforms allow a flexible combination of such tailored processing elements, and can facilitate specialization over a basis of common functionality (See the hardware chapter for further discussion of hardware directions for Europe).

    Thinking about solutions that can be inserted across the continuum from edge to cloud is also a shift from the data centre-centric way of thinking. It can enforce European policy objectives, such as privacy, and be implemented by a diversity of providers, etc.

    The current direction in AI is also producing a bifurcation that policymakers, companies, and researchers must address explicitly. On one trajectory sits "AI for everybody": capable, affordable models embedded into products, workplaces, and public services, increasingly executed close to data sources and users. On the other trajectory sits the pursuit of "superintelligence": a belief-driven, capital-intensive effort that concentrates compute and talent in a small number of actors, and that is already reshaping geopolitics and industrial policy. Europe will have to explicitly address these trajectories.

    This is precisely where HiPEAC's long-running focus on the computing continuum and the "next computing paradigm" becomes more than a conceptual framework.
      The future we must design for is not a monolithic intelligence running in a single place; it is a federated fabric of specialized models, tools, and services that cooperate under orchestration.
    

    In the foreword to the HiPEAC Vision 2025, we already argued for open interoperability and distributed agentic AI as a pragmatic subset of this paradigm. This logic strengthens in 2026: AI models can be fine-tuned, validated, and deployed on heterogeneous devices; their composition can be adapted to latency and privacy requirements; and their lifecycle can be managed with clearer safety and compliance boundaries than a single opaque system. Europe's industrial structure - rich in small and medium enterprises (SMEs), with significant embedded systems and sector-specific expertise - maps naturally to this "many specialists, one orchestrator" direction, provided we define the protocols, tooling, and evaluation culture to make it real.

    Moreover, the NCP is not incompatible with the pursuit of "superintelligence". Europe still ranks high in terms of global computing resources, but these resources are distributed over multiple HPC centres and medium-sized data centres. The NCP can federate European HPC centres, data centres and even smaller compute resources into a virtual distributed super-computer that could compete with monolithic multi-gigawatt data centres proposed by other countries.

    A small thought experiment (not realistic, but just as an eye opener)
    

    
      	500 M (5.10
        8) smartphones in Europe in 2025
      

      	Typical mid-range 2025 phones deliver roughly (≈ 10-25 TOPS) (10
        13) (these will be most of the market in three to five years from now)
      

      	40% of them are recharged at night (so they might be remotely available for computing)

    

    Therefore, if we could combine all of these smartphones (through the NCP) into a super distributed compute fabric in 2030 during their recharging time, the potential compute power would theoretically be 2 ZOPS (2.10
      21). Obviously not everybody would contribute, but even if 10% were to participate, this would still provide impressive computing power without direct investment in large data centres.
    

    One other impact of AI can be illustrated by a less well-known quote from NVIDIA Chief Executive Jensen Huang:

    
      You know that in the future, the vast majority of content will not be retrieved, and the reason for that is because it was pre-recorded by somebody who doesn't understand the context, which is the reason why we had to retrieve so much content … If you can be working with an AI that understands the context - who you are, for what reason you're requesting this information-and produces the information for you, just the way you like it, the amount of energy you save, the amount of network and bandwidth you save, the waste of time you save, will be tremendous. <…> The future is generative.

    

    Jensen Huang, CEO of NVIDIA, March 2024 [FW2]

    Two years ago, this was science fiction; now it is becoming more and more realistic. Generative AI is becoming increasingly capable in multiple domains: of course code generation (one of the main emphasis of the major AI players), text generation, video generation (Kling, Veo 3, …), audio (music) generation (Suno, Udio or if you want to have it locally SongGeneration Studio for example), image generation (becoming mainstream now with all chatbots, e.g. "Nano Banana 2" for Google Gemini, locally possible with many tools, one precursor was Stable Diffusion) and possibly, in the near future, interactive games (Genie 3 from Google Deepmind is an interesting example of the current potential).

    Despite the societal impact it may have,
      it will be possible to generate most of the digital content that was previously stored in large servers using AI. It could therefore be possible to move from the current era of (stored) data (that drove the cloud era) to an era of generated, on-demand data, therefore trading storage capacity by (potentially local) computing capacity. An AI model can "condense" a lot of data in its parameters and compute, and could be executed locally (at least for code, text, image, audio, perhaps not yet for full video).
    

    Today it is perfectly possible to generate code for a bespoke application for personal use. For medium-complexity applications, it is now more efficient to ask a chatbot to generate a dedicated application than to try to fetch it from the web (moving therefore from stored code to on-demand generation of code). It is possible that in the future, AI will be at the core (we don't mean generating everything, but used more and more) of entertainment and its various media, with all potential societal, social, cultural and ethical impacts that this would entail (Side note: The cartoons and illustrations in this Vision were generated by a talented human (Arnulf). Most of the text was written by humans, but chatbots were nonetheless used as helpers in various parts of this document).

    We have witnessed this first hand in the HiPEAC Vision editorial board. One member wanted a particular application running on a laptop. After spending more than one hour in looking for available (stored) software on the web, then on open-source repositories, he gave up due to incompatibility of libraries, compilers, etc. Then he gave to a chatbot the specification of what he wanted and in less than 30 minutes the chatbot generated a code that ran in a web browser container (therefore safely) and that perfectly satisfied the requirements. The chatbot even proposed adding additional useful features.

    Another major potential impact is that
      AI could be the entry point of users to cyberspace, as proposed in the concept of the "Guardian Angel" (or "Digel") presented in previous editions of the HiPEAC Vision. AI could replace all the applications in a smartphone by one single portal: the AI chatbot interface. AI could interface with services or do what all other applications are doing, i.e. look for information on the web - something which is already well underway, with 37% of consumers saying they begin their searches with AI tools rather than traditional search engines [FW6]. Having provided the interface to various services - something which is already possible e.g. by ChatGPT through MCP for example - AI could then generate audio, video, games and even new (virtual) applications, as explained above.
    

    The HiPEAC Vision website is already ready to be accessed by AI: the Vision's retrieval-augmented generation (RAG) tool  is now a part of a MCP server [FW7]. Browsers are evolving to integrate AI like OpenAI's Atlas or Chrome+Gemini, soon we will be able to show these agents that an MCP exists and they will use the correct tools depending on where on the website they are. This is another step towards the global NCP concept.

    We are witnessing an emerging battle on this "Super-App" that will replace all others. This could also have impact on the device itself: perhaps a smartphone with a touchscreen would not be the best device for this single chatbot interface, and the most suitable form factor and functionality has not yet been defined (glasses, pins, stylus, watch, pendant,…) but this could certainly a topic for innovative solutions (from Europe?).

    Of course, AI is not the only topic in the computing domain, but it has drastic impacts. Some of these impacts are a direct result of AI, such as the way we will develop software and hardware, and the direction in which hardware is going - for example GPUs will support less double-precision floating point computation - necessary for classical simulation but not necessary for AI-related computation. Others are indirect: for example, AI is currently cannibalizing a lot of resources, in terms of people, money, energy and components. The scarcity of RAM (and flash memories) will have direct impact on non-AI devices, including consumer devices such as smartphones, personal computers (PCs), and game consoles, where the price will rise (Figure 1).
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    Implications for how computing systems are developed

    As AI systems improve at code generation and reasoning over large codebases, the traditional model of development where human engineers manually write most of the implementation is rapidly becoming obsolete. As noted in the opening quote from Andrej Karpathy, developers increasingly supervise AI agents that generate and modify code rather than writing every part themselves. Engineers therefore focus more on specifying goals, constraints and evaluation criteria, while AI systems generate implementations, explore design alternatives, run tests and propose improvements.

    This transformation moves the scarce human contribution upward in the abstraction stack. As more code is generated automatically by AI systems, the
      specification becomes the primary human-owned artefact. Humans must remain in the loop to ensure correctness, safety, security and compliance. This shifts the
      main bottlenecks to specification, verification (checking that the generated code satisfies the specification)
      and validation (ensuring that the system's behaviour in real-world use matches the intended outcome). In this context, development toolchains themselves become strategic infrastructure. Control over compilers, development environments, hardware design tools, verification frameworks and deployment systems increasingly determines how engineering is practised and which ecosystems dominate (The tools chapter of this edition provides further discussion of these issues).
    

    There is also a rapid evolution of digital systems interacting with the physical world (cyber-physical systems - CPS). In particular leadership in safety-critical AI is seen as essential for maintaining European strategic autonomy. While recent developments suggest that AI may increasingly support or even automate parts of the cognitive work involved in system design and assurance, this transition is not straightforward. CPS are typically engineered across multiple specialized domains [FW8] - such as safety, security, and performance - each with distinct methodologies, timescales, and risk models.

    These fragmented approaches create challenges for both human designers and AI systems, which require
      consistent frameworks, shared criteria, and sufficient structured data to operate effectively. This requires
      coordinated advances on cross-cutting challenges between stakeholder knowledge domains. Assurance of safety-critical systems depends on
      traceability, explainability, and independent validation - properties that must be preserved even as AI becomes more capable. In this context,
      Europe's long-standing strengths in rigorous engineering methodologies, certification processes, and regulatory frameworks represent a key opportunity. They have always been slow and expensive, but that is precisely the kind of problem AI is good at solving, not by replacing rigorous methodology with something opaque, but by accelerating well-defined processes so they scale.  Detailed recommendations are provided in the supporting report
      Cyber-Physical Systems - Investing for our Technology Sectors and Future European Markets [FW9]. Three encompassing ones, supporting NCP physical interactions and European leadership of CPS technology markets, are provided here.
    

    First, Europe will need to establish
      governance and coordination frameworks that are specifically focused on the creation of
      composite technologies for physical interaction, including mechanisms for collaborative research, alignment with emerging regulatory environments, and shared approaches to managing risk and responsibility across complex value chains.
    

    Second, research and innovation efforts must
      advance integrative technologies for the safe and effective deployment of the NCP, including tools for cross-domain system integration, lifecycle management of AI components, and improved techniques for automating safety, security, and performance interactions in complex systems.
    

    Third, Europe must invest in scalable and resilient infrastructures supporting highly distributed and interconnected systems, and advanced methods for monitoring system performance and isolating hazards in real time.

    Cybersecurity too is currently undergoing a profound transformation driven by
      the rapid integration of artificial intelligence (AI) into both attack and defence. AI enables unprecedented automation, scalability, and speed of cyberattacks, ranging from large-scale vulnerability exploitation to highly targeted disinformation and influence campaigns, and even AI-supported high-level attacks. This evolution challenges traditional human-in-the-loop-based cybersecurity approaches, which are intrinsically not designed to operate at such scale and/or speed. Consequently,
      cybersecurity must evolve toward automated, scalable, and AI-empowered defence methods, capable of matching and even outmatching AI-enabled adversaries.
    

    The trustworthiness and security of the AI systems themselves is also a key challenge. Indeed, examples of AI such as
      LLMs and autonomous agents present new attack surfaces, such as prompt injection and adversarial manipulation. As explained just above, these vulnerabilities raise concerns about the reliability of AI in critical applications, i.e. especially when systems interact with the external physical world or with sensitive data. Addressing these risks requires a combination of
      secure-by-design AI architectures, robust evaluation methodologies, and new protection mechanisms capable of separating trusted instructions from untrusted inputs. More broadly, the spread of AI must be accompanied by advances in
      formal verification, monitoring, and resilience techniques, ensuring that AI systems can be trusted even in adversarial environments.
    

    The growing dependence on complex software and hardware supply chains further amplifies cybersecurity risks.
      Reinforcing IT supply chain security, covering
      software components to distribution infrastructures, is another crucial action for the EU. The complexity of software supply chains poses significant risks as vulnerabilities can be propagated quickly and widely, thus compromising integrity across applications and domains worldwide. Key strategies include
      robustly identifying software components and developing
      high-quality software bills of materials (SBOMs) to track dependencies, which shall facilitate transparency and quick response to vulnerabilities. Finally,
      improving source-code sanitation methods (e.g. for packages) and
      tools
      in software-supply repositories (including open source) is necessary to improve code cybersecurity, requiring automated techniques for vulnerability detection and automated software repair.
    

    Lightweight yet robust authentication mechanisms are necessary to address the distributed nature of the NCP, ensuring strong security with minimal overhead. Secure inter-service communications within the NCP must guarantee confidentiality, integrity, and authenticity. Additionally, the
      NCP's distributed nature must be leveraged to
      increase fault tolerance and resilience, thereby fostering greater trust in the system.
    

    Cybersecurity is also closely linked to
      European strategic independence and sovereignty, in addition to the technical problems listed above.
      The EU's current digital infrastructure relies heavily on technologies from outside Europe, such as cryptographic trust anchors, cloud services, and hardware and software supply chains. This reliance poses both a technical and geopolitical risk. To strengthen EU sovereignty, we must avoid measures that weaken security, like requiring cryptographic backdoors. Instead, we should
      support trust infrastructures, verifiable supply chains, and secure open-source ecosystems that are controlled by Europe. In this context, transparency, auditability, and control over critical components become essential to ensure long-term resilience and independence.
    

    Finally, addressing these challenges requires sustained investment in human capital and organizational capabilities in cybersecurity and AI.
      Raising population-wide awareness of basic cybersecurity practices and expanding cybersecurity education, developing specialized training programs, with the tools of today and tomorrow - including AI, are therefore critical priorities. For a comprehensive discussion of these issues, refer to the cybersecurity chapter in this edition.
    

    Baking sovereignty and sustainability into European computing systems

    Given its context, Europe could and should leverage open source, beyond its important role in supply-chain security, as
      a strategic anchor to achieve true digital autonomy. Indeed, open source is a fundamental pillar of Europe's sovereignty and sustainability in a software-defined world.
    

    Europe must make sure that
      software resources, including all open source components hosted in package registries outside of the continent,
      remain available to European citizens and companies through sovereign infrastructures that support the software supply chain.
    

    Furthermore,
      pooling resources to co-develop industrial-grade, European-led open source platforms
      reduces industry-wide duplication of effort and creates de facto standardization. This collaborative open strategy has demonstrated efficiency in software and should be extended into hardware, through continued strategic investments in mature, open source RISC-V designs and electronic design automation (EDA) toolchains. This should be promoted in the context of establishing the NCP.
    

    Open source can also be a powerful sustainability enabler: mandating open APIs and open source implementations for end-of-life consumer electronics can combat programmed obsolescence and grant functional hardware a virtually indefinite second life. The chapter on open source examines all of these themes in depth.
    

    Solutions like this are important given that the sustainability of computing systems has become an increasingly urgent topic. The
      rapid growth of AI data centres and edge devices has prompted
      significant concerns regarding the environmental sustainability of AI technologies. The environmental impact of AI encompasses three primary areas: (i)
      embodied emissions associated with device manufacturing, (ii)
      operational emissions incurred during usage, and (iii)
      indirect emissions — or, conversely, reductions in emissions —
      resulting from the application domains where AI is deployed. Indirect emissions are largely influenced by customers, rather than vendors, while operational emissions depend on the carbon intensity of local electricity sources, which utility companies control and are anticipated to decrease in the future. Embodied emissions remain challenging both to model accurately and to allocate fairly among multiple applications sharing a single device.
    

    Debates about sustainability can only be useful if they are based on evidence. Therefore, it is crucial for the computing industry to
      establish standard methodologies for measuring impact through life-cycle assessments and to
      incorporate these metrics into design tools. For many applications, the
      embodied emissions are dominant (either because the device is very power efficient, or because the device is not intensively used). Since semiconductor dies (i) are causing the bulk of the embodied emissions, and (ii) are notoriously difficult to recycle, their environmental impact is minimized by (i) using them as long as possible, and (ii) using them as intensively as possible before discarding them. The industry should strive to considerably
      extend the lifetime of devices and
      find ways to distribute the embodied emissions fairly over the different applications running on the device. In parallel, it will also have to adapt its business models to make them more sustainable, which means that they cannot be based on sales volume as the primary metric. For a thorough discussion of sustainability in computing systems, refer to the chapter on sustainability.
    

    What does all this mean for Europe?

    Europe lacks companies with the scale of the so-called "Magnificent Seven" in the US or the large players in China. On the other hand, Europe has in the last decade developed a competitive HPC infrastructure, it has more founders than the US, it has a net brain gain of researchers, and, in 2024, more startups were created in Europe than in the US. Europe has many strengths, which should be leveraged to counter the narrative that Europe is weak, that it cannot compete with the rest of the world or defend itself. Focusing on the areas in which Europe could excel, rather than blindly copying what others are doing, Europe should in parallel strengthen its scientific, industrial and innovation capacity.

    As a first step, Europe should become more entrepreneurial, starting during secondary education and continuing during higher education. For example, Europe should set a target and facilitate the
      creation of 100,000 startup companies per year, spread over the European Union, which should be
      incubated in science-and technology clusters where they find all the resources (talent, coaching, capital, …) to grow. At the same time, Europe should
      make it easier to found a company and to scale it up and it should create
      challenge-based funding instruments similar to DARPA or SPRIN-D, fast and agile, and with clear potential for commercialization.
    

    Finally, "invest in Europe" and "buy European" policies should be promoted, while goods and services that still need to be developed should be ordered from within Europe.

    Without an entrepreneurial mindset, the resources to found a company and to grow locally, and scale up in Europe and beyond, Europe will become less competitive in the future. Since growing an entrepreneurial mindset and building a science and technology cluster takes time, Europe should start working on it today in order to reap the benefits in 10-15 years.

    If Europe is tempted to "copy what the leaders are doing", 2026 offers a caution and a blueprint. The caution is that copying, by definition, makes you late - especially in domains with multi-year capex cycles and tight supply constraints. The blueprint is to compete on the dimensions where different choices can be pivotal: agility, integration, vertical focus, and time-to-market.

    Japan's Rapidus (Figure 2) is an instructive example of potential differentiation. Rapidus is a government-backed attempt to re-enter leading-edge manufacturing with an aggressive roadmap, and industry reporting highlights its emphasis on process agility using AI and faster turnaround cycles compared to traditional batch paradigms. The lesson for Europe is not to replicate Rapidus, but to internalize the strategic pattern: choose a segment of the value chain where "
      thinking differently" yields a structural advantage, then align research, engineering, and industrial policy behind it.
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    In conclusion, the HiPEAC Vision 2026 promotes a
      systems-oriented direction. HiPEAC assumes that impact in the next wave of computing (closely linked to AI) will be delivered by a heterogeneous continuum:
      specialized services
      (models) collaborating under orchestration,
      running across edge, cloud, and everything in between;
      AI becoming increasingly intertwined with the physical world (hence needing to cope with its constraints);
      specialized accelerators coexisting with flexible platforms; and
      memory-centric designs shaping what is feasible outside hyperscale data centres. Europe can lead here, but only if it
      stops optimizing for imitation and starts optimizing for coherence: with an innovative mindset, through the creation of innovation and startups, shared roadmaps, shared tooling, shared benchmarks, shared protocols, and shared infrastructure — aligned with Europe's strategic autonomy objectives and industrial realities.
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    Recommendations

    The recommendations of the HiPEAC Vision provide a blueprint for computing research which will allow Europe to meet its ambitions for the future.

    Previous editions of the HiPEAC Vision explained that Europe is de facto in various races, mainly competing with countries like the United States (US) and China. However, competing in a race suggests that competitors share the same objectives and values. For some years, it has become increasingly clear that the European context, and the values promoted by European policy and society, differ in important ways from those of its main competitors. Hence, while the urgency of the races is still evident, the objectives, and therefore directions, may well be different in Europe, to respond to the European ecosystem with its specific structural, economic, cultural and ethical concerns. Moreover, it is clear that if Europe tries to blindly copy the main competitors in the race, it risks lagging behind due to its late start. Therefore, as stated in the introduction to this edition, the core of the HiPEAC Vision 2026 is "
      Europe should not imitate others; it should create its own future
      ".
    

    As an example, the current race in artificial intelligence (AI) is focused on bigger and bigger data centres, which cause increasing problems in term of energy consumption, access to the grid, cooling, consumption of natural resources (water...), availability of components (graphics processing units (GPUs), memory), centralizing knowledge and power in the hands of few large technology companies, etc. But there is an alternative approach proposed by the "next computing paradigm" (NCP) endorsed by the HiPEAC Vision:
      distributing computing on demand instead of systematically requesting cloud resources.
    

    To enable the NCP, the technologies on which it is based, and the governance required for its operation, the following consolidated recommendations are proposed. They are clustered into
      technological recommendations,
      methodological and
      standardization recommendations, and
      policy recommendations and include both technological and operational advancements necessary to realize the NCP. Detailed recommendations and their rationale can be found in the associated chapters.
    

    Technological recommendations

    Create the digital envelopes paradigm

    "
      Digital envelopes" are the "anything-as-a-service"-based solution, the basic concept underlying the NCP proposal. Digital envelopes should be created to integrate "anything" (a person, company, physical entity, digital resources such as computing, storage, etc.) in the digital networked space, allowing interoperable access to the array of horizontal (collaborative) and vertical (enabling) services that can be delivered there and that can also be "twinned" to actions occurring in the physical world. Digital envelopes should be able to live-migrate across the compute continuum, with live migration allowing seamless continuity of service in accordance with changes occurring in the physical world.
    

    Several technologies need to be further developed to enable functional digital envelopes. A starting point is the first use case of the NCP: supporting
      agentic artificial intelligence, which will both contribute to the NCP and act as a blueprint of a more generic NCP.
    

    Create a subset of the NCP infrastructure and ecosystem to support agentic AI and specialized action models (SAMs), preparing for a continuum-friendly runtime infrastructure

    The infrastructure for agentic AI, (called here A
      2I
      2: agentic artificial intelligence infrastructure, also simplified as (AI)
      2) should be a subset of the NCP and should act as the foundation from which the full-fledged NCP can emerge. It should include non-functional properties, allowing the dynamic selection of agents according to the user's criteria. In view of the envisioned NCP, where digital envelopes will "float" while seeking to achieve user-set goals, a
      seamless runtime infrastructure for orchestrated (and "orchestratable") services to run on should be developed.
    

    Novel and emerging software technologies that can help implement this runtime infrastructure should be scouted. Eligible technology solutions should be
      open,
      amenable to sandboxed execution, and capable of
      near-native performance as well as of
      permissioned access to host-based services (authentication).
    

    The key elements of this interoperable infrastructure are:

    Orchestrators for AI agents

    Systems for managing agents, helping selecting and orchestrating the growing suite of AI agents they're using from different providers.
      Europe should develop orchestrators that allow the
      composition of services provided by agents and SAMs in response to a request ("prompt") and the
      non-functional criteria associated with the request. The orchestrators should be
      trustable (for example, open source and therefore auditable; they should work for the
      benefit of their user, and not for their creator or related third-party interests), and they should be
      interoperable, therefore their specifications should be open and should lead to standardization.
    

    AI is a technology that will help realize more efficient orchestrators:
      AI-powered orchestrators will be an essential capability of the intelligent agent at the centre of the digital envelope. Orchestrators should hierarchically decompose user-given goals (where "user" may be a human, a business or administrative entity, another permissioned orchestrator) into a set of sub-orchestrations that cooperate to achieve the set goals. These orchestrations might be generated by (a federation of) generative AI engines or retrieved from trustworthy repositories, both reachable from edge nodes and capable of collaboration with other orchestrators within dynamically federated zones. Core orchestrators should especially be developed for deployment at the edge, nearest to the final user, in a manner that can dynamically combine collaborative compute components into executable applications tailored around specific user needs.
    

    Agent communication protocol

    A
      communication protocol between agents, building on existing de facto standards of 2025 (such as MCP, A2A, etc) but also allowing support for non-functional properties, such as latency, time, etc.
      Adding non-functional properties will be crucial to extend agentic AI to physically entangled systems such as robots and self-driving cars, and further to extend if to a full NCP support. The (AI)
      2 should be
      flexible in terms of its implementation and the location of the agents, from a lightweight protocol when everything is executed within a single computing resource to totally distributed execution on the computing continuum (from edge devices to cloud and high-performance computing (HPC)), where multiple resources are interconnected by "long" distance communication protocol with enforced security.
    

    Agent containerization

    "Containerization" of agents and SAMs allowing migration (and, eventually, portability) in a secure way. The agents and SAMs should work in well-protected "silos" on various kinds of hardware, avoiding them to "contaminate" the system they are running on. A reference software infrastructure for using agents, SAMs and orchestrators should be publicly available and open. These developments evolve to be more generic and support any service, allowing smooth migration to the NCP.
    

    Dedicated hardware

    Support the agents' performance and containerization with
      dedicated hardware.
      Hardware should enforce the separation of the silos where agents are running from the underlying hardware.
      Dedicated accelerators should also be developed to increase the efficiency of the agents and SAMs (such as neural processing units (NPUs), for example). This could again be the blueprint for the close containerization of any service.
    

    Develop neurosymbolic systems and solutions for continuous evolution of agents

    Develop
      agents that can evolve according to their environment and
      adapt in a controlled way. This is still an open research topic, using either external (short-term) memory in an agentic framework, new ideas for the core structure of AI itself, or new training schemes.
    

    These systems could marry classical systems and generative AI solutions, and add classical supervision systems as agents in the agentic AI infrastructure. Classical systems, with explicit knowledge about the limits of the requested evolution, can offer services that can be combined with ones provides by SAMs.

    Use "software-defined everything (SDX)" applications (for example, software-defined vehicles) as a driver to develop NCP-compliant technologies and evolve towards AI-defined everything (AIDX)

    In recent years, we have seen the transition from systems based on specific hardware to a "software-defined" approach, where software is decoupled from hardware and can therefore be updated and optimized, offering greater flexibility and adaptability, and representing a sort of forerunner of the NCP. The "AI-defined" approach builds on this by creating systems that are dynamic and self-optimizing. SDX applications can be used as a driver to develop technologies that work within the NCP framework and pave the way towards AI-centric systems.

    Prepare for the reconfigurable design era

    The speed of algorithmic evolution, the urgent need for energy efficiency and the rising costs and time for the design of a custom processor, will likely lead to the adoption of reconfigurable elements in chiplet platforms.
      Softcores with their associated middleware support will gain importance. Long term,
      automated code-generation using generative artificial intelligence should be combined with
      automated architecture generation on reconfigurable platforms to enable the ultimate hardware / software co-design. This is a direct application of the NCP concepts where services (here softcores) can be (dynamically) mapped on a hardware substrate (here reconfigurable).
    

    This requires an understanding of what such a reconfigurable platform could look like (an evolution of the field-programmable gate array (FPGA) and coarse-grained reconfigurable array (CGRA)), how it is governed (dynamic resource allocation, just-in-time synthesis of architecture description), and how it is used and perceived by applications. It will lead to ecosystem or supply-chain changes and is an opportunity for the application of NCP.

    Develop integrative technology capacity for AI interacting with the physical world

    As AI becomes "physical", i.e. interacts directly with the world, it has to keep within the world's constraints like latency, timing, etc. in a trusted manner. It will therefore be necessary to
      develop SAMs that can be used for interaction with the physical world with a particular focus on providing
      instances of the (AI)2
      
      ecosystem dedicated to robotics. It will be also necessary to increase research on
      tools and methodologies that facilitate lifecycle management of AI components, and to improve
      techniques for analysing safety, security and performance interactions in complex systems-of-systems. Progress in these areas will enable the deployment of intelligent capabilities while maintaining the levels of assurance required for critical infrastructures and industrial applications.
    

    Ingrain trustability into the fabric of the NCP

    In order to be accepted, systems based on the NCP concept should be safe, secure and trustable.

    
      	Develop scalable, distributed and resilient infrastructures. The increasing scale and interconnectivity require infrastructures capable of supporting highly distributed and continuously evolving systems. Europe should therefore invest in technologies that enable scalable and resilient infrastructures for system (composite) technologies operating in the real world, including
        hybrid edge-cloud data analytics,
        trustworthy fleet-scale industrial internet of things (IoT) deployments, and advanced methods for
        monitoring system performance and containing failures in interconnected environments.
      

      	Promote lightweight yet robust authentication mechanisms for NCP services. Develop scalable authentication mechanisms that provide strong security guarantees while remaining lightweight, efficient and practical for high-frequency usage in large-scale distributed systems like the NCP.
      

      	Secure inter-service communications in the NCP. Similarly, ensure confidentiality, integrity, and authenticity of communications between the numerous services in the NCP through strong encryption and mutual authentication techniques that can scale up.
      

      	Exploit the NCP's distributed nature for resilience and degraded modes. Leverage distribution to provide fault tolerance and maintain essential functionality under failures or attacks, by the mean of capacities to function in isolation in degraded mode.
      

    

    Secure AI systems against cyberattacks and malicious influence

    As AI systems become ubiquitous, tampering with their proper functioning has a huge impact. It is thus vital to ensure that AI systems are robust against cyberattacks, as well as against adversarial manipulation (e.g. poisoning, prompt injection) through
      secure-by-design approaches,
      standardized evaluation benchmarks, and
      formal verification methods. Advanced AI systems should be used to help develop robust systems and consolidate the protection of the NCP infrastructure.
    

    Standardization recommendations

    Establish governance and coordinated frameworks for European digital ecosystems

    The (AI)
      2, and eventually the full NCP ecosystem, will increasingly operate as large-scale ecosystems that integrate technologies, organizations, and infrastructures across sectors such as transport, healthcare, manufacturing, energy, etc. Trustworthiness and long-term sustainability require
      coordinated governance structures that
      align research communities, industry stakeholders, and regulatory frameworks. Europe should therefore support mechanisms that
      strengthen coordination for cross-cutting capacity between knowledge domains, including AI, dependable systems and other domains, and establish
      shared approaches for managing responsibilities and risks across complex value chains. This includes fostering European-level coordination structures, improving knowledge exchange between disciplines, and developing approaches for distributed risk-sharing and certification in interconnected systems.
    

    This can be implemented for example by:

    Set up an ad hoc organization to ensure interoperability and trustability of the NCP ecosystem

    The role of this organization should be, first, to help
      define overall specifications for the ecosystem, then to ensure that agents, SAMs and orchestrators conform to requirements and are trustable. This organization should have a longer-term view of supporting the full NCP requirements and technologies. It could also act as a broker between providers and users. It could also kickstart the business ecosystem and business cases, taking institutional (cities, administrations, etc.) drivers and procurement as a starting point.
    

    Standardize chiplet platforms

    Evolving from single-vendor to heterogeneous, multi-vendor systems-in-package (SiP) based on chiplets requires
      agreements on the physical, electrical and software interfaces between chiplets. Europe should focus on chiplet-platform systems and application-development methodologies. As the NCP starts to shape the software side, it is important to tune the hardware architecture accordingly. As each chiplet only represents part of the system, and systems are assembled for specific applications,
      standard protocols and interface intellectual property (IP) blocks - along with a method for system self-discovery - should be adopted, with implications on the architectural partitioning of functionality (such as virtualization of shared resources) and the operating system governing the SiP.
    

    Methodological recommendations

    Develop the use of AI in software development

    
      	Develop
        agent-centric workflows where AI systems act autonomously in human developer-like roles, planning, invoking and coordinating multiple tools (compilers, simulators, profilers, debuggers, deployment systems) with high-level guidance and learning from specific feedback.
      

      	Use AI to reduce the cost of software development, using natural language as the primary user interface, to democratize software development workflows. This should include the whole deployment workflow for production or testing (e.g. for the next computing paradigm, or NCP). Software developers should leave the coding to specialized agents, and should focus on the completeness of specifications and validation of the results.

      	Embed AI inside optimization tools, especially for hard, large-scale hardware problems where traditional methods are slow, providing improved solution quality and throughput beyond what is economically feasible with existing methods. This includes targeting and optimizing code for the NCP to a specific platform / device.
      

      	Evolve
        programming languages, models, and related tools and runtimes to be more easily
        targeted by AI.
      

    

    Develop the use of AI in hardware development

    
      	Support
        disruptive hardware paradigms where
        AI-native approaches can reset the competitive landscape (e.g. CGRAs, canvas-based design), giving Europe a strategic advantage despite the lack of domestic EDA vendors.
      

      	Use AI-driven estimation and exploration to
        shift hardware analysis and optimization earlier in the hardware design flow (e.g. 3D integration, thermal, mechanical constraints, and embodied emissions).
      

      	Employ
        AI-driven hardware / software (HW / SW) co-design agents, enabling joint exploration of software, architecture, and hardware implementation to optimize defined metrics across the full stack, from application use case to hardware implementation.
      

    

    Explore technical and operational solutions that facilitate the deployment of personalized safe and trustable AI services at the edge

    Moving AI services and embodiment to the edge of the continuum requires solutions that do not subjugate the human user to the negative and perverse phenomena that arise in the digital space propelled by "attention economy". The solution that the HiPEAC Vision 2026 promotes is dubbed
      "personal AI" (PAI) and enacting that requires exploring technical and operational innovations such as solutions that support "natural interface" interaction with the human user. Ensure
      trustworthy storage of personal data arising from such interactions and provide
      user-friendly trustworthy intermediation in the acquisition and delivery of collaborative services.
    

    Support the use of artificial intelligence (AI) for cybersecurity and trustability, and to fight influence campaigns

    
      	Promote
        AI-powered cybersecurity to counter AI-driven attacks. AI can enable massive automation of cyber defence techniques, allowing for enhanced threat detection, real-time analysis and earlier identification of new attack patterns, autonomous prioritization of high-risk events, and autonomous incident response, both in the case of malware infections and of intrusions.
      

      	Develop
        AI tools to detect and mitigate disinformation / influence campaigns.
      

    

    Reinforce IT supply-chain security (software and hardware)

    Address systemic risks arising from dependencies in software and hardware supply chains that can propagate vulnerabilities, or can be used to propagate malevolent code, at large scale.

    
      	Support robust identification and high-quality software bills of materials (SBOMs) for tracking and integrity verification of software components. Enable precise, verifiable identification of software components to improve vulnerability tracking, compliance, and long-term traceability, by supporting solid and precisely defined SBOMs — including the reliance of intrinsic, tamper-proof, software identifiers such as Software Hash Identifiers (SWHID) — and their inclusion in tools.
      

      	Secure package managers. The reuse of software (components) is extensive, through dependencies managed by package-management ecosystems that currently offer too many opportunities for attackers. It is thus crucial to support the design of secure yet usable software-package managers.
      

      	Promote research on source-code sanitation methods and tools. Improve the security of open-source code through large-scale, automated approaches that can systematically detect known vulnerabilities in code repositories, using standardized vulnerability databases and automated analysis tools. Develop reliable techniques to automatically generate, validate, and apply security patches at scale.
      

    

    Address the verification challenge arising from increasing use of generative AI

    
      	As AI increasingly performs code generation,
        keep humans in the loop for acceptance, accountability and specification ownership. In the short to medium term, human verification will become the bottleneck. Over time, a growing fraction of code may be generated and maintained by AI systems, raising challenges for IP protection and increasing the importance of
        precise, auditable specifications as the primary human-owned artefact over the system lifecycle.
      

      	Develop specialized AI agents to guide, prioritize and scale verification tasks (test generation, property discovery, and bug localization) for both safety-critical and non-safety-critical systems, including code generated by AI. In particular, use AI to guide and prioritize formal verification rather than replacing it. This is an opportunity for Europe, which is strong in formal verification.
      

      	Establish European verification testbeds and benchmarks for AI-assisted development and verification tools, enabling systematic comparison, reproducibility and shared evaluation methodologies for competing approaches (in both academia and industry).
      

    

    Develop "out-of-the-box" concepts and ideas and test them rapidly in the (AI)
      2
    

    This can be facilitated by
      sharing knowledge on emerging new ideas and new open source solutions in a structured and open manner (knowledge infrastructure). Easy access to tools and resources to validate proposals should be provided, with an open mindset. Once tested, the new idea can use the supporting infrastructure to enable swift transition to a real product.
    

    Use validated life-cycle models for computing

    Making informed decisions on the environmental impact of IT requires solid data about the impact of products and services. This data is based on a life-cycle assessment (LCA).

    An LCA starts with defining the system boundaries (which emissions are included), makes assumptions (a device is used for
      x years), and is based on the actual emissions of the components of a system. Every individual product or service comes with its own environmental footprint data. The computing-systems community should be encouraged to
      carry out an LCA on all the products and services it produces. The LCA should take into account
      embodied emissions, end-of-life emissions, operational emissions, and if possible,
      indirect emissions (rebound and enablement).
    

    This information should be included in a
      digital product passport (DPP) containing information about the environmental impact. This information will help consumers to make informed sustainability choices. It should also be
      used by the orchestrators in the NCP to select services that optimize the sustainability requirements specified by the owner of the orchestrator.
    

    Promote sustainability-focused design methodologies and business models:

    Accurate life-cycle models will help designers or AI-based design tools to make the most effective eco-design decisions. To be effective,
      design tools should automatically provide the environmental impact of the components and technologies used in the design, without placing the burden on the designer. Incorporating repairability, reusability, recyclability, and end-of-life processing considerations from the beginning of the product development process will also lower the environmental impact of the final design.
      LCA should be part of a standard design space exploration. Inevitably, reducing the environmental impact of a product will have an impact on companies' business models. Designing products that last longer will reduce sales of new products and hence lower the profitability of the company. This can only be mitigated by
      developing new business models, e.g. based on extra services: maintenance, repair, disposal, … up to completely replacing the ownership of hardware by a service contract.
    

    Policy recommendations

    Position Europe in the "artificial super intelligence" race

    Some actors in the field or AI aim to develop systems that could be of higher "intelligence" than human experts to solve very complex problems. This involves large efforts (comparable to the Manhattan Project) and extreme computing power as of the current state of the art. Such systems, as of today, are self-improving: any progress done makes the next iteration faster and better, which means any delay potentially becomes exponentially costly to catch up. This is a real race between companies and countries involving enormous investments.

    
      	Europe should decide quickly if it wants to enter this race. It is first a political decision. If so, Europe can leverage its position in global processing power by
        developing and using a transnational (AI)2
        
        infrastructure (in which each agent ("component") could be a complete HPC centre), using a unified infrastructure arising from NCP concepts and intelligently harnessing existing decentralized European hardware resources and extending the AI Factories initiative into a unified computing continuum.
      

      	This is an action that calls for
        creating a physical centre like CERN to bring together
        competences within Europe in the field of AI and coordinating actions, for example extending the RAISE initiative. This should also help to assess the state of the art and the innovations needed.
      

      	While developing advanced models,
        emphasis should be on the alignment problem: developing approaches that control the level of model "cheating", avoiding deceptive behaviours and the development internal goals that are not "aligned" with the goals of the system designers. This is also an opportunity to develop
        advanced models that reflect values and culture endorsed by European society.
      

    

    Strengthen European capacity in heterogeneous chiplet design

    Design flows should be adapted for compatibility with multiple physical integration flows.
      Europe should strengthen its EDA capabilities for chiplet platform architectures, and prepare for the deeper move to
      optical communication and processing in combination with electrical digital processing and memories.
    

    Bridge the gap between open source software and open source hardware

    While open source software has a reproduction cost of zero, open source hardware faces huge capital expenditures for manufacturing. To support European semiconductor sovereignty, investment should
      support the creation of mature industry-grade open hardware-based designs, and beyond that, to secure open, end-to-end toolchains from EDA design to physical silicon.
    

    Evaluate the move to cryogenic operation in data centres

    Data centres are today fundamentally power and thermally constrained. Dissipation-free circuits that operate at very high frequencies, based on Josephson Junctions, could break the trend. Superconducting logic has been known for years, and recent advances have made it manufacturable at scale. Their obvious limitation is their need to be cooled to cryogenic temperatures, which requires a more or less fixed amount of power. In operation, their variable power consumption is much lower than for CMOS-based digital circuits. The crossover point, where the cooling power and dynamic power consumption of superconducting logic is lower than for conventional complementary metal-oxide-semiconductor (CMOS) technologies, is crossed in petascale systems.

    Prioritize cybersecurity for European sovereignty

    
      	Do not mandate backdoors or weaken encryption and defences. Despite recurring pressure,
        preserve strong cryptographic and cyber protections as necessary fundamental foundations for secure digital infrastructure.
      

      	Develop and promote
        EU-based public key infrastructures (PKI) and certificate authorities (CA). Strengthen EU control over cyber trust infrastructure. PKIs and CAs are crucial to ensure the uninterrupted functioning of information technology (IT); these should be based in the EU to increase the EU's security and sovereignty.
      

      	Mandate
        verifiability, transparency and auditability of non-EU components, to be able to assess their trustworthiness.
      

    

    Increase cybersecurity (and AI) skills and awareness

    
      	Increase
        European cybersecurity workforce capacity, expanding cybersecurity education to train more specialists. Address the shortage of skilled professionals needed to secure modern digital infrastructures, by strengthening education and training programmes to develop a larger and more capable workforce in cybersecurity as well as in AI for cybersecurity tools.
      

      	Raise
        population-wide awareness of basic cybersecurity practices. Improve general cybersecurity hygiene to reduce risks linked to human factors.
      

    

    Establish sovereign infrastructure for the software supply chain

    Real digital autonomy requires immediate action to ensure that Europe has freedom of action regarding the
      software dependencies we rely upon. The current landscape features a critical vulnerability: package repositories and registries are all hosted and legally controlled outside of Europe. The risk is that if those registries were to become inaccessible, EU software would stop working.
      Establishing fully mirrored, European-hosted infrastructure for critical dependencies is a necessary step to mitigate geopolitical risks, export controls, and unilateral technology withdrawals. This
      sovereign infrastructure should be treated as a
      public utility, funded and maintained to ensure uninterrupted access to the building blocks of the modern digital economy.
    

    
      	
        Secure critical open source components as a European common good. Identify key open source components as critical infrastructure and support their sustained maintenance and access.
        

      

      	
        Avoid application of foreign export control of tools and the software built using them through either (a)
          open source tools (e.g. GCC, LLVM, open source EDA tools) or (b)
          fully European developer tools.
        

      

      	
        Support
          portability and retargetability across diverse accelerators, specialized chips, domain-specific architectures. Avoid foreign vendor control through vendor-specific programming models or application programming interfaces (APIs). It is especially important to
          enable cross-vendor composability with respect to application binary interface (ABI) compatibilities, intermediate representations (IRs), security model enforcement, verification, for the NCP or EuroStack.
        

      

    

    Maximize impact with European-led open source platforms

    Europe should
      pool its talents to
      co-develop industrial-grade, European-led platforms
      in open source as they have the potential to accelerate standardization and drive adoption. The European Union (EU)'s research funding ecosystem presents an opportunity to maximize the impact of open source innovation. To avoid research efforts starting from scratch, and unintentionally resulting in "abandonware",  software that falls out of use when research grants expire,
      public funding could be leveraged to reinforce collaboration around open source platforms. This would require organizations to be incentivized to extend existing platforms and funding for new platforms to be extended beyond the standard grant cycle to support projects to the point that they are sustainable, which usually requires five to six years.
    

    Additionally, establishing a
      European sovereign technology fund could help support existing platforms, promote an "upstream first" collaborative culture, and empower communities to sustainably secure the critical digital infrastructure we rely on.
    

    Leverage open source to ensure digital sovereignty in the age of artificial intelligence (AI)

    To ensure true digital sovereignty and prevent "open-washing",
      policymakers should endorse the Open Source Initiative's (OSI) Open Source AI Definition (OSAID). This requires that AI systems marketed as "open source" go beyond publishing "open weights" by mandating full transparency in training code, and detailed information regarding training data sources and preparation methods. Establishing this rigorous approach ensures that developers can genuinely use, study and modify these AI systems.
    

    Furthermore, strategic initiatives should support the
      deployment of AI agents specifically designed to
      maintain, secure, and manage the growing influx of code contributions within the foundational open source ecosystems that power the AI revolution.
    

    Mandate open source APIs for end-of-life consumer electronics

    To combat e-waste and programmed obsolescence, regulators should
      mandate that consumer electronics manufacturers open source device APIs and technical documentation at product end-of-life (EOL). When proprietary cloud servers shut down, this requirement ensures devices can still be controlled locally rather than becoming useless. By empowering open source communities to maintain these abandoned systems, functional hardware gains a virtually indefinite second life. Ultimately, this protects consumer investments and leverages opensource development to drastically reduce the environmental impact of digital products.
    

    Aim for a target of 100,000 tech-enabled startups per year in Europe

    To grow scaleups, unicorns, there must be enough startups to start from. European policy makers should
      set a target and help enable the conditions for the launch of plenty (100,000?) of tech-enabled startups per year. These are not only purely digital start-ups but also include startups that leverage digital technology to innovate in a different sector. The startups should be distributed over all the countries / regions in Europe, making each local government responsible to meet their assigned targets.
    

    Build more science and technology clusters

    The EU has only one science and technology (S&T) cluster (Paris, ranked 12) in the global ranking of the 20 largest S&T clusters of the world. Science and technology clusters are ecosystems that help startups to hatch and grow by providing affordable facilities, the proximity of a world-class higher education institution providing a talent pool, incubators and accelerators, growth capital, a favourable legislative framework, and first and foremost a vibrant community of entrepreneurs. Such an ecosystem will attract founders (including from outside Europe), it will create well-paid jobs for young graduates from the higher education institutions, and if it is good, it will keep the scaleups close to the local ecosystem.
      Europe should therefore actively promote the creation of European S&T clusters in every major urban area and help them grow to a scale that they can support scaleup companies.
    

    Introduce DARPA model of challenges

    DARPA (the United States' Defense Advanced Research Projects Agency) funds high-risk, high-rewards projects to generate transformative technologies. DARPA focuses on radical innovation and is willing to accept failure as part of exploring new ideas. Projects are quite short (two to five years) and must show measurable progress quickly. They are led by entrepreneurial programme managers who have a vision for technology breakthroughs, scout for innovative ideas, assemble the best teams and take corrective action if milestones are not met (including termination). This introduces
      a new research and development (R&D) culture: fast, milestone-based, competitive, risk-tolerant, visionary, agile.
      Europe should use a similar model to tackle some of the grand challenges. The challenges should focus on frontier technology with a clear societal benefit: clean energy, smart mobility, advanced robotics, affordable health care, …
    

    Invest European, buy European, and stimulate pre-competitive procurement

    There is a lack of venture capital (VC) for European scaleups, but at the same time Europeans invest in US and Chinese companies, because they want to maximize their return on investment. By doing so, they are strengthening the non-European competition for the European companies. European money is not used to strengthen European companies.

    Incentives should be made to encourage investors to fund ventures which start - and stay - in Europe. Policy makers should support European technology by
      amending public procurement rules to specify European providers. Pre-competitive procurement is another tool which can help stimulate European innovation.
    

    Keep the momentum

    Of course, the recommendations of the previous HiPEAC Visions hold, and some of them are already started to be realized, so the momentum should be continued.

  
    Next Computing Paradigm

    

    

    

    The Next Computing Paradigm

    Recommendations for the next computing paradigm

    Create digital envelopes

    As agentic artificial intelligence (AI) becomes increasingly embodied and the "as-a-service" paradigm becomes the principal delivery mode of virtually everything, an operational model needs to be created to enable seamless physical-to-digital interaction in the compute continuum, in a controlled and trustworthy manner.

    "
      Digital envelopes" are the "anything-as-a-service" based solution to this need. Digital envelopes should be created to integrate "anything" (a person, company, physical entity, digital resources, etc.) in the digital networked space, allowing interoperable access to the array of horizontal (collaborative) and vertical (enabling) services that can be delivered there and that can also be "twinned" to actions occurring in the physical world. Digital envelopes should be able to live-migrate across the compute continuum, with live migration allowing seamless continuity of service in accordance with changes occurring in the physical world.
    

    What is "Digital enveloping"?
    

    "Digital enveloping" is the technology-enabled concept by which any item of reality - human, material or immaterial - can be associated with a computable digital representation capable of delegated, autonomous and coordinated action.

    Delegation implies that a human authority mandates certain actions to be carried out, at least partially, within the digital realm.
    

    The notion of
      autonomy suggests that the execution of the required action is carried out by independently acting, executable agents that operate within the remits of delegated authority.
    

    The notion of
      coordination suggests that the required service may involve an ad hoc (not predefined) aggregation of finer-grained services, which have first to be identified from an analysis of requirements ("understanding the request"), then located and negotiated from publish-subscribe registries ("planning"), and finally called to execution by a per-request orchestrator ("orchestrated execution"). Interestingly, as noted in the "Artificial Intelligence" chapter (with reference to the operation flow of Google's Aletheia, shown in Figure 1 in that chapter), planning should leverage "internal feedback loops", with multiple preparatory alternatives being explored and one being chosen on evidence-based decision.
    

    The envisioned digital envelopes may cross the boundaries between digital and physical spheres, as in real-time twinning. This capability requires digital envelopes to be equipped with (prosthetic) sensors, which pull digitalized input from designated sources located in the physical world or in other digital envelopes, and well as (prosthetic) actuators, which push computed outputs onto designated targets (physical things or other digital envelopes).

    Develop AI-powered orchestrators

    AI-powered orchestrators will be an essential capability of the intelligent agent at the centre of the digital envelope. AI-powered orchestrators should especially be developed for deployment at the edge, nearest to the final user, in a manner that can dynamically combine collaborative compute components into executable applications tailored around specific user needs. Orchestrators should hierarchically decompose user-given goals (where "user" may be a human, a business or administrative entity, another permissioned orchestrator) into a set of sub-orchestrations that cooperate to achieve the set goals. These orchestrators might be themselves generated by (federated) generative AI engines or retrieved from trustworthy repositories, both reachable from edge nodes and capable of collaboration with other orchestrators within dynamically federated zones.
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    Facilitate the creation of a continuum-friendly runtime infrastructure

    The envisioned NCP, where digital envelopes will "float" while seeking to achieve user-set goals, requires a seamless runtime infrastructure for orchestrated (and "orchestrable") services to run on. Such infrastructure should be comprised of ephemeral opportunistic federations of computing nodes as determined by component collaboration, on-demand resource pooling or a combination of both. Deployments required in the continuum should not be constrained by node-specific characteristics and should support state-preserving live migration of running components following changes that occur in the physical environment twinned to the application.

    Novel and emerging software technologies that can help implement this runtime infrastructure should be scouted. Eligible technology solutions should be open, amenable to sandboxed execution and transportable memory, and capable of near-native performance as well as of permissioned access to host-based services.

    Explore technical and operational solutions that facilitate the deployment of personalized AI services at the edge

    Moving AI services and embodiment to the edge of the continuum requires solutions that do not subjugate the human user to the negative and perverse phenomena that so naturally arise in the digital space propelled by "attention economy" and "surveillance capitalism" drivers. The solution that the HiPEAC Vision 2026 promotes to that end is dubbed "personal AI" (PAI): enacting that element of the Vision requires exploring certain technical and operational innovations that are summarized in the following recommendation. Notably, the PAI is a direct emanation of aspects of the "Guardian Angel" that was first proposed in the HiPEAC Vision 2021.

    Explore the implementation of personal AI (PAI) solutions that support "natural interface" interaction with the human user. Ensure trustworthy storage of personal data arising from such interactions. Provide user-friendly trustworthy intermediation in the acquisition and delivery of collaborative services.

    Background: The drive for the NCP

    When a technology infrastructure becomes invisible to the user and its sole apparent manifestation is the delivery of the service that it carries, that technology stops being a tool and becomes an "environment", the space within which the user "lives". This unquestionably happened with utilities which gained mass adoption in the twentieth century. Take, for instance, electricity: no one today is surprised when the pressing of a switch in a wall appliance delivers electric illumination, yet society would collapse were that not to happen.

    In the first 20 years of the 21st century, the above-mentioned phenomenon of "technology-turning-environment" has occurred to networked computing, i.e., the delivery of computing services via always-on internet connectivity. In fact, the mode of delivery of computing-based services envisioned at the birth of the internet, in the late 1960s, well before there was any mention of "the cloud", explicitly evoked "computer utilities" as analogous to "electric and telephone utilities" [MPP]. Since then, an increasingly vast range of services have been delivered to us users virtually (as in the making of a reservation, for example) or physically (as in arranging a parcel delivery, for example), and the technology infrastructure behind those services has become an augmentation of the environment in which we live.

    As part of this transition from "tool" to "environment", web browsers - both visible (as applications to be explicitly launched) and invisible (as "default screens" that do not need launching) - have increasingly become analogous to "light switches" for access to services. Web browsers are both the fastest evolving runtime infrastructure (i.e. host environment) for all computing devices that has appeared in the last decade, and the primary point of access (door more than window) into the digital space for us humans. Inevitably at the outset but even more evidently now, this "point of access" is expected to possess agentic AI capabilities, not only for "elevated" interaction with human users (who increasingly use "natural interfaces" away from keyboards and specialized programming languages), but also for site-to-site autonomous collaboration typical of the "everything-as-a-service" modality intrinsic of the cloud model [TIME]. And this capability is beginning to be regarded as an expected default, which materializes for example, in the Model Context Protocol that currently augments Chrome, Google's browser.

    Multiple modalities of use of twentieth-century utilities have been made possible by physical "end-terminals" designed and deployed to facilitate use. The same happens, in an infinitely more versatile and flexible manner, for computing services, both at the point of delivery, which can extend to the physical world via internet-of-things (IoT) solutions, and in their composition, which is becoming increasingly collaborative, federative, and decentralized. No single commercial provider will ever possess sufficient capacity to undertake self-contained end-to-end offering of
      all digital services that we humans may need or want. As long as the delivery infrastructure remains public, thus separate from vertical integration, which the European Union (EU) regulatory framework terms "unbundling", there will always be room for multiple and diversified service providers.
    

    The "next computing paradigm" (NCP), which has been the flagship of the HiPEAC Vision since 2024, is the space where innovative and value-added manners of collaborative networked computing and digital services can be conceived, constructed, and delivered. It is easy to observe that generative AI (genAI) is going to play a massively important role in that space: from the infrastructure level, where data collection and training occur, via the space where the development and execution of the algorithms that build learned models happen, to top-tier level where the services that leverage learned models and are delivered "environmentally" in an agentic manner, i.e. capable of autonomous coordinated agency in response to user prompts.

    The natural integration between IoT and genAI will equally cause the digital and the physical worlds to converge seamlessly, with digitally controlled actuators (bound to become agentic prostheses) acting on the physical environment, whose context is digitally understood by prosthetic-agentic sensors, and the control loop is closed by human decision-making augmented by agentic genAI assistant prostheses. This is what we have called "digital envelopes". In the digital-to-physical convergence evoked in this chapter, the physical world - the one where we humans live - continues to be "centre stage", while the digital sphere, equipped with global or specialized "world models", provides the augmentation needed to solve problems (faster) or accomplish (difficult or tedious) tasks.

    The space resulting from this convergence is exceedingly vast and malleable, essentially because it spans all places where humans and "things" can be, with both equipped with networked computing devices. This space extends vertically across layers in stacks of heterogeneous-but-connected[^fn1] implementation technologies that span from actual basic computing to energizing external input-and-output interfaces, and, even more so, horizontally, above the infrastructure level[^fn2], in various manners of collaborative federations. The EU, with its diversity of digital-market actors, small in terms of material resources but agile in terms of adaptivity and robust in terms of  intelligence and creativity, has great potential for transformative impact in that space. Leveraging these opportunities requires departing from the "imitation game" in which we follow reactively what commercial giants indicate as direction, and move towards connective federations of computing resources, solutions and services.

    The horizontal space evoked above is essentially that of the
      compute continuum, which previous editions of the HiPEAC Vision evoked as the space that originated the NCP.
    

    Containerization in the cloud has shown how beneficial it is for applications and for the resource infrastructure to be able to support flexible and dynamic deployments[^fn3]. Traditional containerization eliminated the need for individual applications to be tightly bound to immutable deployment solutions. This prompted the demand for opportunistic deployment decisions to be made that help optimize execution parameters "on the fly". This in turn allows balance to be kept between the interests of the infrastructure provider and those of the application owner or user, which can diverge at times[^fn4] and currently tend to default in favour of the former. The cloud model to date has been characterized by nearly static deployment of (user-side) application components and obligated transfer of application data towards the "centre" of the cloud, away from user control into the possession of cloud providers.

    One of the principal traits of the compute continuum is its ability to reverse that trend, allowing applications to move close(r) to the data sources of their interest, ensuring more privacy, incurring less latency, and requiring less energy. This is favoured by breaking the application down into aggregates of smaller communicating components that can be deployed opportunistically and individually, and possibly even live-migrate subsequent changes in the physical reality operated on by the application or seeking to improve certain functional (e.g. numeric accuracy) or non-functional parameters (e.g. completion time).

    The NCP consists essentially of an interconnected fabric of lightweight runtime environments, augmented by trustworthy agentic AI, which can host the sandboxed execution of (small and migratable) application components and allow them to communicate efficiently and interoperably among themselves as well as with the host node.

    WebAssembly (Wasm) is an exemplary technology for the NCP in that it is the bytecode target of
      ahead-of-time or
      just-in-time compilation of higher-level programming languages, capable of near-native execution performance and no cold-boot syndrome, living in a sandboxed capsule provided for by a highly portable and lightweight runtime.
    

    To enable the NCP to function correctly on WebAssembly technology, certain enhancements to its baseline ecosystem should be furthered to production-ready maturity past the prototyping stage that current research around them has reached to date:

    
      	nimble orchestration that allows opportunistic ephemeral federations of compute nodes to be created where Wasm modules can be deployed as and when needed to carry out application-level actions[^fn5]; and

      	transparent augmentations that allow Wasm executions to live migrate, that is without needing to restart, seeking certain functional or non-functional optimizations.

    

    Web-level protocols are used to warrant communication interoperability among networked application components. In order to support the "modernity" of the NCP vision outlined in this chapter, those protocols need to be streamlined, bypassing unnecessary, general-purpose, layers which have accumulated over time, where low-level "general-purposeness" is no longer useful. A notable example of this streamlining is the replacement of TCP with QUIC under HTTP/3, but this is only the beginning of the required transformations. Furthermore, those application components might conceivably also be the on-the-fly product of genAI agents that operate as personalized agentic prostheses, and inherently as dynamic orchestrators, for the application owner or user.

    A word of caution: Personal AI

    While the vision depicted above is full of innovation promises, with genuine potential to improve people's lives, we should not be naïve and ignore the mounting risk of behavioural manipulation implicit in allowing private actors to reach out directly, privately and manipulatively to every single connected individual. A phenomenon known as the "attention economy and surveillance capitalism" [ASC] has emerged from the pervasive diffusion of connected social media, which commodifies human attention and behaviour, subjugating rational agency to market objectives. The result of this phenomenon is not only epistemic corruption - the distortion, degradation, or manipulation of knowledge and the processes by which knowledge is produced, shared, and validated - but also the erosion of autonomy, deliberation, and democracy. (Further discussion of the contamination of the information environment can be found in the chapter on cybersecurity in this volume.)

    One response to this risk is "personal AI" (PAI), a technical architecture that fits very well at the user-end of the NCP vision, and caters for a decentralized, self-sovereign system of digital intermediation. The concept of PAI originates from [HAS] and is illustrated in Figure 1.
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    PAI envisions a decentralized, user-centric technical architecture, which matches well the NCP. PAI functions as an autonomous mediator acting solely on behalf of the individual person, to reestablish communicative symmetry between them and people-oriented public institutions. This nature makes the institutional element of PAI "culture-centric", and not necessarily single and universal. PAI intermediates exchanges between users and service providers. As noted earlier, in several respects, the PAI can be seen as an evolution of the "Guardian Angel" / "Digel" concept which was first outlined in the HiPEAC Vision 2021 [GA].

    One core functional principle of PAI, in its initial incarnation, is to rely on retrieval rather than on complex procedural generation or product of dynamic orchestration[^fn6]. The key element is authoritative verification, which may translate into retrieving verified procedures from trusted registries or composing them in a trustworthy supervised manner. While this is an alternative approach to the embrace of the generative approach as outlined in the introduction to this HiPEAC Vision, it can be considered as an initial, cautious step towards the full implementation of the NCP with dynamic orchestration, until effective approaches to add dynamicity in a trustable and reliable way become available.

    These verified procedures and the associated fragment of personal data may be injected into the PAI instance at the user end as part of a live-migratable Wasm module. In that manner, sensitive data would be processed solely at the most appropriate and secure nodes in the continuum, without having to be permanently devolved to a centralized cloud store. That would result in a data-inclusive, state-preserving live migration, which allows PAI to "follow" the user across the compute continuum as a mobile "capsule" of both intelligence and personal context, fulfilling the role of a truly personalized agentic prosthesis while maintaining strict data sovereignty. Further, the standardization of PAI functional modules across the continuum allows for a delta-transfer migration model. When target nodes are already equipped with these standardized Wasm procedures, the migration process is streamlined to include only the transfer of personal data fragments and the program's execution state. This minimizes overhead and facilitates near-instantaneous mobility in response to changes in the service environment.
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    Recommendations for artificial intelligence (AI)

    Rapidly position Europe in the two "directions" of AI:

    These two "directions" of AI are now more widely recognized. India hosted the AI Impact Summit in New Delhi in February 2026; rather than compete in building
      artificial general intelligence (AGI), policymakers and investors say India aims to become the world's "adoption capital," focusing on low-cost, local-language applications and
      "ultra-affordable" AI tools.
    

    Direction 1: AI for everyday life, for industries, for business, for customers, for everybody:

    Distributed AI, mainly for inference, enabling the vision of the next computing paradigm (NCP):

    Continue to develop agentic AI, and specialized action models (SAMs)

    As proposed in the HiPEAC Vision 2025, these SAMs ("small and specialized models that can interact with their environment", unlike large language models (LLMs) that focus on language) should operate in a distributed infrastructure and an ecosystem should be created to support research, development and business around them. These models need to be refined, optimized, and reduced in size to improve efficiency. They can be optimized from more general foundation models by an ecosystem of companies providing their optimized SAMs in a marketplace so that they can be dynamically discovered and used by agentic orchestrators.

    
      	Europe should provide basic infrastructure to develop and fine tune the SAMs, e.g. by providing a repository of trusted "foundation models" and the compute power to fine tune them on private and / or proprietary data.

    

    Create the infrastructure and ecosystem to support agentic AI and SAMs

    The infrastructure (A
      2I
      2: agentic artificial intelligence infrastructure, also simplified as (AI)
      2) should include non-functional properties, allowing the dynamic selection of the agent according to the user's criteria. The key elements of the interoperable infrastructure are:
    

    
      	Software for managing agents (the focus of the next big AI battleground), helping businesses handle the growing suite of AI agents they're using from different providers [AI0].
        Europe should develop orchestrators that allow the activation of services provided by agents and SAMs in response to a request ("prompt") and the non-functional criteria associated with the request. The orchestrators should be trustable (for example, open source and therefore auditable; they should work for the benefit of their user, and not for their creator or related third-party interests) and interoperable, therefore their specifications should be open and should lead to standardization. Features should be added over time as new technology becomes available, without necessitating a major change in the infrastructure (e.g. starting with static orchestration before moving to dynamic orchestration, beginning with a predetermined set of services before moving to a process to discover services, adding trustable ledgers that can qualify the services, …)
      

      	A communication protocol between agents, building on existing de facto standards of 2025 (such as MCP, A2A, etc) but also allowing support for non-functional properties, such as latency, time, etc.
        Adding non-functional properties will be crucial to extend agentic AI to physically entangled systems such as robots and self-driving cars. The (AI)
        2 should be flexible in terms of its implementation and the location of the agents, from a lightweight protocol when everything is executed within a single computing resource to totally distributed execution on multiple of edge devices interconnected by "long" distance communication protocol with enforced security.
      

      	"Containerization" of agents and SAMs allowing migration (and, eventually, portability) in a secure way. The agents and SAMs should work in well-protected "silos" on various kinds of hardware, avoiding them to "contaminate" the system they are running on. A reference software infrastructure for using agents, SAMs and orchestrators should be publicly available and open.

      	Support the SAM containers with dedicated hardware. Hardware should enforce the separation of the silos where agents are running from the underlying hardware. Dedicated accelerators should also be developed to increase the efficiency of the agents and SAMs (such as neural processing units (NPUs), for example). The development of efficient accelerators for inference of SAMs is still complex, but more accessible than the development of complex, multipurpose graphics processing units (GPUs) or NPUs (and tensor processing units - TPUs) designed to run large LLMs and targeting servers where several of these accelerators could be combined in a larger virtual one, using a unified memory space and extra-fast low latency communication interfaces. Unified memory between the central processing unit (CPU) and the accelerators in consumer devices (smartphones, laptops, …) facilitates the use of SAMs at the edge. The dilemma of performance / specialized hardware versus flexibility / CPU-GPU can be alleviated by hard or soft reconfigurable accelerators, for example.

      	An organization should be set up to ensure interoperability and trustability of the entire ecosystem. The role of the organizations should be, first, to help define overall specifications for the ecosystem, then to ensure that agents, SAMs and orchestrators conform to requirements and are trustable. This could lead to certification processes. The organization could also act as a broker between providers and users. It could also kickstart the business ecosystem and business cases, taking institutional (cities, administrations, etc.) drivers and procurement as a starting point.

    

    Develop "outside of the box" concepts and ideas and test them rapidly in the (AI)
      2 infrastructure
    

    This can be facilitated by
      sharing knowledge on emerging new ideas and new open source solutions in a structured and open manner (knowledge infrastructure). Easy access to tools and resources to validate proposals should be provided, with an open mindset. Once tested, the new idea can use the supporting infrastructure to enable swift transition to a real product. The aim is to use the (AI)
      2   as a means to rapidly create and validate specific new agents and to improve the orchestration and communication protocols, rather as Lego bricks can be put together in different combinations to build a large variety of objects. Example of concepts that can be developed include the following:
    

    
      	Decompose complex processes into smaller process ("bricks") that can be realized ("constructed") with the distributed SAM infrastructure for smooth evolution and avoiding dependence on huge data centres.

      	Develop methodology and tools allowing a large model to be "broken up" into agents that are orchestrated together (i.e. implementing a large model by components in a (AI)
        2 infrastructure). For example, a first concept could be to automatically transform a mixture of experts large language model (MoE LLM) into a set of specific agents that are orchestrated together in a distributed way.
      

      	Focus on SAMs that can be
        used for interaction with the physical world (cyber-physical systems), thus keeping within real-world constraints like latency, timing, etc., i.e. interacting directly with the world, in a trusted manner, with a particular focus in providing instances of the (AI)
        2 dedicated for robotics.
      

    

    Develop neurosymbolic systems

    These systems should marry classical systems (for supervision) and generative AI solutions, and add classical supervision systems as agents in the agentic AI infrastructure. Classical systems can offer services that can be combined with ones provides by SAMs.

    Develop solutions for the continuous evolution of agents

    Develop agents that can evolve according to their environment and adapt in a controlled way. This is still an open research topic, using either external databases in an agentic framework, new ideas for the structure of AI, or new training schemes [AI27].

    Direction 2: Position Europe in the "artificial superintelligence" race

    Some actors in the field or AI aim to develop systems that could be of higher "intelligence" than human experts to solve very complex problems. This involves large efforts (comparable to the Manhattan Project) and extreme computing power as of the current state of the art. Such systems, as of today, are self-improving: any progress done makes the next iteration faster and better, which means any delay potentially becomes exponentially costly to catch up. This is a real race between companies and countries involving enormous investments.

    Europe should decide quickly if it wants to enter the race

    It is first a political decision.

    If so, Europe can leverage its position in global processing power by developing and using a transnational (AI)
      2 infrastructure (in which each agent ("component") could be a complete high-performance computing (HPC) centre), using a unified infrastructure arising from NCP concepts and intelligently harnessing existing decentralized European hardware resources and extending the AI Factories initiative into a unified computing continuum.
    

    
      	This is an action that calls for creating a physical centre like CERN to bring together competences within Europe in the field of AI and coordinating actions, for example extending the RAISE initiative [AI50]. This should also help to assess the state of the art and the innovations needed.

      	While developing advanced models, emphasis should be on the alignment problem: developing approaches that control the level of model "cheating, avoiding deceptive behaviours and the development internal goals that are not "aligned" with the goals of the system designers. This is also an opportunity to develop advanced models that reflect values and culture endorsed by European society.

    

    The recent developments that drive some recommendations

    Cut-off date for this rationale: beginning of March, 2026

    The rapid evolution of AI the recent months is illustrated by the quote of Andrej Karpathy [FW1], you can find in the introduction and below, and similar constatations are shared by others [AI1].

    "It is hard to communicate how much programming has changed due to AI in the last 2 months: not gradually and over time in the "progress as usual" way, but specifically this last December. There are a number of asterisks but imo coding agents basically didn't work before December and basically work since - the models have significantly higher quality, long-term coherence and tenacity and they can power through large and long tasks, well past enough that it is extremely disruptive to the default programming workflow. <…>

    As a result, programming is becoming unrecognizable. You're not typing computer code into an editor like the way things were since computers were invented, that era is over. You're spinning up AI agents, giving them tasks
      in English and managing and reviewing their work in parallel. The biggest prize is in figuring out how you can keep ascending the layers of abstraction to set up long-running orchestrator Claws with all of the right tools, memory and instructions that productively manage multiple parallel Code instances for you. The leverage achievable via top tier "agentic engineering" feels very high right now.
    

    It's not perfect, it needs high-level direction, judgement, taste, oversight, iteration and hints and ideas. It works a lot better in some scenarios than others (e.g. especially for tasks that are well-specified and where you can verify/test functionality). The key is to build intuition to decompose the task just right to hand off the parts that work and help out around the edges. But imo, this is nowhere near "business as usual" time in software. »

    Progress in AI is advancing at an increasing rate. Before 2024, the race mainly concerned the size of the models: bigger was supposed to be always better. New techniques were created to improve model training, drawing on well-curated data or on synthetized data, allowing the cost of training to be reduced and therefore the size of the model to be increased. The "mixture of experts" (MoE) approach became widespread to reduce the cost of computing during inference. 2025 was the year of the
      "thinking models":
      using more compute power at inference time resulted in
      drastic increases in model performance.
    

    At the time of writing, in 2026, we are witnessing the
      rise of the orchestrated and agentic models, where models can explore options in parallel, discard wrong directions, refine the results, and interact through tools with the physical world or computers. An example is Google Aletheia (see Figure 1), which improves upon the results of Google Deep Think (a "thinking" model) without changing the model itself. Figure 2 shows not only the gain of using orchestration, but also the remarkable gain in compute power for the same level of performance in six months: nearly 2
      7, or x128.
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    Aletheia is an illustration that the agent wrapper (the "orchestrator") with "generate verify revise loop" is going to be more important than throwing just raw compute at the base model. In 29 out of 30 problems where Aletheia returned a solution, its conditional accuracy was 98.3%. Its success rate was about 6.5% on research-grade problems, which seems low, but is still impressive according to the complexity of the problems. This demonstrates that
      the agent layer is where the real capability gains will be made, not just the base model itself. This leads to the observation that
      the next big AI battleground will be centred on software for managing agents, helping businesses handle the growing suite of AI agents they're using from different providers. For a more in-depth discussion of "thinking models", agentic and autonomous models, see 'Thinking models, agentic AI and increasing autonomy', below.
    

    The progress is not only in the models, but also in the
      hardware that allows the models to be executed. For example, "
      NVIDIA GB300 NVL72 systems now deliver up to 50x higher throughput per megawatt, resulting in 35x lower cost per token compared with the NVIDIA Hopper platform."  [AI3]. The H200 was launched in 2024 and the GB300 by end of 2025, showing the rapid improvement of performance of the architecture, technology and software stack (it should be noted that this gain is also due to the move from an 8-bit floating-point representation to a mixed 4-bit floating-point representation).
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    The constant improvement of the (energy) efficiency of the hardware / software stack is the fuel that allow companies to deliver more performing models demanding more and more compute power at a similar cost, and to serve more and more users. By July 2025, ChatGPT had been adopted by around 10% of the world's adult population [AI4]. We can observe a correlation between the release of new versions of ChatGPT and the availability of a new generation of GPU, with improvement in their efficiency (see Figure 4). This is an economic reason: the cost of training with "older" generation GPUs will be too high in terms of energy (and therefore in $).
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    This tight connection between hardware efficiency and the availability of new LLMs is bidirectional - the hardware should be flexible enough to cope with the new innovations in the domain of AI, especially for training: often, when a new hardware is available, it was specified for algorithms that are one or two generations older, therefore a certain flexibility (programmability) is required, to the expense of less efficiency. NVIDIA's rapid performance gains and continued dominance serving AI workloads are particularly impressive given the difference between the timescales for AI model advances (which take months) and the timescales needed for hardware development (which are currently in years). This is explained for example in the keynote given by Deming Chen at HiPEAC 2026 [AI51]. Inference seems to reach a relative maturity, so we see appearing more specialized solutions for efficient inferences such a Groq, Cerebras, ... All this shows the importance of co-design in hardware / model development, which NVIDIA calls "extreme codesign" and which has been promoted in multiple editions of the HiPEAC Vision.
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    Only a few companies are mastering the progress of AI; most of them are in the United States (US) or China, with hardly any in Europe. Most other companies are simply "users" of AI technologies.

    It can be observed that the open-source community is playing an increasing role, driven by China and its "open weights" models and some US companies (with European background) like Hugging Face. However, due to the increasing costs of developing new models and stakeholder pressure, companies that previously delivered open-source models have in some cases transferred to closed models (e.g. Meta, perhaps Alibaba / Qwen after the departure of key people [AI38]). Further discussion of open-source models can be found in the chapter on open source.

    The recent success of OpenClaw [AI5], initially developed by one man (the Austrian programmer Peter Steinberger), shows that it is still possible for a small team to develop successful AI technology without a large company. A self-hosted autonomous AI agent platform, OpenClaw runs locally and performs actions across apps and services on a user's behalf. It can act continuously without user supervision. It is positioned as infrastructure rather than an app and its development has been unusually rapid and chaotic, with multiple renaming (it was first called Clawdbot, followed by Moltbot, before finally being named OpenClaw), viral growth, security controversies, and institutionalization within months. It was the one of the fastest growing GitHub repositories. Finally, as mid-February 2026, OpenClaw creator was hired by OpenAI, In an announcement, OpenAI said that the open-source AI tool would "live in a foundation" inside the company", and the company's chief executive Sam Altman wrote: "We expect this will quickly become core to our product offerings," [AI6]. This is also an illustration that the world of AI is controlled by few powerful companies - powerful enough to absorb any interesting innovation.
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    In addition to power over the development of AI models being concentrated in a few companies, access to the most advanced AI model capabilities is being restricted to an elite of paying customers for example, Google Gemini 3 Deep Think is only available to Google AI Ultra subscribers (at a cost of about €275 per month). This is an example of the segregation that we see appearing between "normal users" using AI for mundane tasks, who are offered models with limited performance which are cheaper to run, and "supermodels" that eventually could only be limited to use by an elite (and we have not yet seen "superintelligent" models, very expensive to run, which we believe will have very restricted access).

    The current access to AI for "normal" users is mainly through apps (and therefore the cloud), but smartphone makers (Apple, Google, Samsung, …) are slowly changing the game by
      allowing more and more functions to be done by local models running on the user's smartphone or laptop. The capacity of small models is also rapidly augmenting [AI39] local capabilities: models that can run on smartphones can now be "thinking" models and they can use tools.
    

    On laptops or personal computers, unified memory allowing the CPU and the GPU to share memory allows de facto bigger models to run on these machines, no longer limited by the amount of video random-access memory (VRAM) available on the GPU card. This is the architecture of Apple machines since the M series of processors, and it is why Macs are often preferred to develop local AI (on GitHub repositories, AI workloads still mainly use the NVIDIA CUDA software stack, but more and more are using the MLX stack of Apple silicon). Machines with 128 GB are now accessible by the public (until the increased cost of memory will limit this) - for instance, machines using the M5 Max from Apple, the GB10 from NVIDIA or the AMD Ryzen AI Max+ 395 processor. These machines can run quite large models locally. On smartphones, models like Qwen Qwen3.5-0.8B or 2B or 4B, Gemma-3n-E2B can run locally on modern smartphones with good levels of performance. The consumer hardware is now ready for the NCP allowing SAMs to run locally. This trend towards local execution of AI models continues a tendency we have noted and advocated for since at least the HiPEAC Vision 2023. SAMs for use in the NCP can now be run locally on widely available consumer hardware, albeit hardware that is currently designed and produced outside Europe.

    This new AI era could be an opportunity for European companies to be "back in the game" concerning consumer hardware: smartphones, laptops and computers might not be the best form factor for this new AI era. Will it be an earbud like in the movie Her? There are a lot of tests of new devices, such as AI pins, smart glasses, etc. Most of them are unsuccessful for now, but OpenAI, Meta, Apple (?) seems to be working on defining what could be the "post smartphone" device. Will Europe sit still and wait?

    Recent directions in AI development and their relation to the HiPEAC Vision

    Thinking models, agentic AI and increasing autonomy

    In 2025, the field of artificial intelligence saw remarkable advancements, particularly in large language models (LLMs) and their applications. Current advances in artificial intelligence are occurring at an accelerating pace and are widely underestimated by the general public and often incompatible with the timescales currently required to develop e.g. Horizon Europe project calls, and the three-year schedule of most EU-sponsored projects, where their aim might be outdated before the end of the project.

    Modern AI systems can now perform complex technical tasks end-to-end with minimal human intervention. In software development, for example, an application can be generated from a natural-language description, tested automatically, refined through iterative self-evaluation, and delivered in operational form. As an example, Figure 7 shows the increase in complexity of software tasks that LLMs can perform with a 50% chance of success (by February 2026): we can observe a drastic improvement since the end of 2025. These systems are increasingly capable of making design choices and adjustments autonomously, reducing the need for expert supervision. As an example, Spotify announced in early 2026 that "its best developers [hadn't] written a line of code since December, thanks to AI" [AI7].
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    Even the benchmarks that are specially designed to be hard for AI are becoming rapidly obsolete, with LLMs reaching nearly 100% on some of them (Figure 8 shows the progress on ARC-AGI benchmarks, which were defined to be especially difficult for LLMs).
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    A strategic focus on using LLMs for programming has accelerated this transformation because software underlies AI development itself. Once systems became proficient at writing code, they could assist in building improved versions of future models. For example, OpenAI wrote "
      GPT-5.3-Codex is our first model that played a key role in its own creation. The Codex team used early versions to debug its own training, manage its own deployment, and diagnose test results and evaluations—we were impressed by how quickly Codex was able to accelerate its development." [AI10]. This creates a self-reinforcing cycle in which each generation of AI helps produce the next, potentially leading to very rapid increases in capability.
    

    Recent developments (for example in Google's Gemini 3 ecosystem) illustrate a shift in artificial intelligence progress from
      simple model scaling to
      more sophisticated reasoning architectures and agent-based systems. An update to the "Deep Think" capability introduces a reasoning mode that allocates additional computation at inference time, allowing the model to elaborate longer before producing an answer. Instead of following a single linear chain of reasoning, the system explores multiple hypotheses in parallel, evaluates alternatives, backtracks from dead ends, and dynamically adjusts the number of reasoning steps according to problem difficulty. This approach enables substantial performance gains without modifying the underlying model parameters. Benchmark results indicate high performance across complex tasks, including abstract reasoning, competitive programming, and advanced scientific problem solving.
    

    In the case of Gemini "Deep Think", the computational cost per task has decreased significantly compared with earlier versions, showing that efficiency improvements can accompany capability gains [AI2]. Experimental data suggest that improvements in inference-time reasoning can reduce the computational resources required for expert-level performance by orders of magnitude, highlighting a
      new scaling paradigm based on smarter use of compute rather than larger models.
    

    Alongside improvement using inference-time reasoning,
      research agents built on top of this reasoning framework demonstrate how
      orchestration around a model can further enhance performance. For example, Google's Aletheia operates through a loop composed of generation, verification, and revision stages. It proposes candidate solutions, critically evaluates them for logical flaws or unsupported assumptions, and refines or restarts the process when necessary. By grounding its reasoning in external sources such as academic literature and by acknowledging when a problem cannot be solved, the system reduces hallucinations and improves reliability. In controlled evaluations, this agent achieved very high accuracy on advanced proof tasks, outperforming approaches that rely solely on increased computational [AI1].
    

    Case studies in scientific and mathematical research show that such systems can really assist in real problems rather than only in standardized benchmarks. However, success rates still remain limited, and results do not indicate consistent breakthroughs. Evaluations of hundreds of research problems show that only a small fraction is solved correctly, though this still represents a significant improvement over earlier systems.

    We can identify that advances in AI in 2025 highlight three major trends:

    
      	Allocating more reasoning time at inference can
        dramatically increase performance while improving efficiency.
      

      	The
        architecture surrounding a model, including
        tools and agent loops, can
        contribute more to capability gains than enlarging the base model itself.
      

      	AI systems are beginning to function as
        research assistants capable of contributing to complex problem solving, although they remain far from consistently autonomous scientific discovery.
      

    

    Orchestrating autonomous software agents

    These developments suggest a transition from single-shot language models toward structured, tool-using agents that reason, verify, and iterate. Artificial intelligence development is shifting towards the
      management and orchestration of autonomous software agents, a concretization of the concept of "Guardian Angels" or "Digels" dating back to the HiPEAC Vision 2021 [AI55]. Businesses are increasingly deploying multiple AI agents from different providers, creating demand for platforms that can coordinate these systems, control their activities, and integrate them into existing workflows. This is exactly what the HiPEAC Vision 2025 proposed: building an ecosystem of distributed agents as a blueprint of the NCP (and therefore implementing some concepts promoted by the NCP).
    

    Competition has intensified following the
      introduction of agent-management products designed to coordinate tasks across various business applications through a single interface (see the success of OpenClaw, for example, but also the products released by Anthropic, Abacus, Manus (now Meta), ...). One system can direct multiple agents to perform work across different software platforms.
    

    Broader competition is emerging over which platform will become the central dashboard for supervising AI agents. The hiring of the creator of OpenClaw by OpenAI is a clear signal. Technology companies offering cloud infrastructure, business software, and productivity tools are each promoting their own control environments, anticipating that organizations will standardize on a single system. Ownership of this control layer could determine long-term influence over enterprise software ecosystems. On the consumer side, this could transform the current multi-app ecosystems running on smartphones into a single app that will be the entry point for all functions that the user will want. As there will be only one app, the form factor of smartphone with a touch screen allowing to access multiple apps could evolve into a new device that will perform the same functions and more but without this access to numerous diversified apps. Several companies are exploring what form this device could take (OpenAI with Jony Ive [AI40], Meta, Apple…).

    Investors are particularly attentive to the possibility that AI agents could replace significant portions of traditional software functionality, reducing demand for existing products while accelerating disruption across the software industry [AI52].

    Overall, the emergence of agent-management platforms represents
      a new phase in computing, where
      the focus shifts from individual applications to coordinated networks of autonomous systems. Success in this environment is likely to depend on standardization, integration with business processes, data governance, and operational oversight, as well as the ability to navigate an increasingly competitive and volatile market landscape.
    

    Designing hardware for AI
    

    Specialization versus more general-purpose accelerators: The case of NVIDIA and Groq
    

    Due to the increasing number of users, the heavy computing demand of "thinking models" and of agentic AI, the inference part is becoming orders of magnitude mode demanding in computing power than training. Therefore, the competition to have more efficient systems for inference (which will result in lower utilization costs) is heating up. Major companies are now developing their chips, with often a variant for training only (such as AWS, which is developing the "Inferentia" chip for inference only, besides its "Trainium" for training). GPUs can embed features that make them more efficient for inference, but they will never be as efficient as architectures specially designed for inference. This could explain why Nvidia made a "non-exclusive deal" with Groq to use their inference technology (and hired most of their team).

    HiPEAC had spotted Groq's relevance almost two years ago, and for more detail on Groq's first chip generation, readers can refer to the analysis published about two years ago [AI35].

    NVIDIA's move is entirely logical. A well-known principle in compute architecture is that the more you specialize an architecture, the more efficient it becomes. As a rough rule of thumb, you can see about an order-of-magnitude improvement when moving from CPUs to GPUs, another order of magnitude from GPUs to reconfigurable dataflow-style architectures such as coarse-grained reconfigurable arrays (CGRAs) or field-programmable gate arrays (FPGAs), and another order of magnitude from FPGAs to application-specific integrated circuits (ASICs). This compounding effect is why, for a fixed task, we can end up near a thousandfold efficiency gap between a highly specialized ASIC like CEA's NeuroCorgi [AI41] and a general-purpose GPU. (For further discussion of reconfigurable computing platforms and how these fit into the HiPEAC Vision, see the hardware chapter.)
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    The trade-off is that specialization reduces generality. AI algorithms evolve quickly, so you need a certain amount of flexibility — programmability and reconfigurability — to keep pace. GPUs are more flexible than NPUs and therefore tend to adapt faster to algorithmic innovation, but they rely on a substantial software environment to bridge the gap between new algorithms and the hardware. A more "hard-wired" solution has less flexibility and therefore does not require such a generic and complex software stack. In practice, it often needs more of a "mapper" than a full compiler. However, the downside is clear: algorithms that differ significantly from what the ASIC was designed for are either not implementable at all, or they run with a severe efficiency penalty. This limits the specialization for rapidly evolving tasks like training, which illustrates why some level of flexibility remains necessary.

    What has changed recently is that there is now more stability in algorithms, at least on the inference side. Inference still relies largely on transformer-based models (see "The rise of the transformers", below), with some variants such as Mamba (see "Continuous learning and context awareness", below) and mixture of experts (MoE) (see "Sub-giga-parameter models", below).

    At the same time, demand for inference compute has risen sharply, often by a factor of roughly ten to fifty compared with training workloads, depending on the application and how you measure it. Under these conditions, less flexible solutions than GPUs can generate a return on investment before they become obsolete, which is precisely where Groq becomes attractive. Specialized chips for inference are also easier to realize, allowing more companies to enter the game, unlike for training, where the complexity is much higher and even large groups have to give up [AI42].

    For a less flexible approach for inference, a dataflow architecture like Groq's is a natural fit. Groq also made two notable first-generation bets. First, they did not rely on the most cutting-edge process technology. Second, they leaned into "near-memory" computing by integrating memory on the chip, in order to avoid the very large energy cost of moving data off-chip, which can dominate overall power consumption. This reduces the need for external memory and can be an advantage during this current period of memory scarcity driven by AI demand (the so-called "RAM apocalypse"). The drawback is that on-chip memory capacity is limited per device, so scaling to even a "mid-sized" LLM requires very large chip counts. According to the analysis referenced above [AI35], running the Mixtral MoE language model requires computing power in the order of hundreds of chips — 576 are mentioned — which effectively confines this approach to datacentre deployments.

    Groq also optimized heavily for low latency rather than maximizing throughput in the way GPUs typically do. Low latency is particularly valuable for real-time and interactive use cases, for agentic AI, and for systems that perform iterative inference steps, including so-called "reasoning" models. In that sense, the design aligns well with the dominant patterns in current inference demand.

    Another practical point is complexity. Groq's architecture is significantly less complex than NVIDIA's GPU architectures, which can translate into smaller development teams on both the hardware and software sides. With NVIDIA's cash reserves, acquiring intellectual property (IP) and integrating it can be faster than building everything organically, and this approach may also help them avoid the regulatory friction they encountered with their attempted Arm acquisition, which was ultimately abandoned due to competition concerns. There is also the talent angle: they would be bringing in Groq's Jonathan Ross, a key architect from Google's original TPU effort.

    The next step will be to see what NVIDIA actually ships and how they position it. The expectation is that they will aim to support future inference-oriented chips through CUDA to keep a coherent ecosystem, even if the supported functionality is more constrained than on general-purpose GPUs. They may also evolve the design onto more advanced process nodes over time. Finally, because NVIDIA increasingly sells complete systems rather than only chips, they are in a strong position to build multi-chip inference systems at the scale Groq requires, potentially integrating hundreds of chips in a single datacentre-grade solution.

    A reminder of recent AI history: The rise of the transformers
    

    The current "boom" of artificial intelligence, and more precisely of the generative AI can be traced back in 2017 with the paper "Attention Is All You Need" [AI10] by researchers at Google. Its main goal was to accelerate the training of recursive neural networks that were used for language processing in introducing more parallelism. Unlike machine vision, which was already booming due to the rebirth of neural network-based approaches (using convolutional neural networks, or CNNs) and is inherently parallel, sequential processes like text, speech, translation, etc. required a different structure than CNN, and this paper showed one way to induce more parallelism. The side effect was to unlock a complete domain.

    "We propose a new simple network architecture, the Transformer, based solely on attention mechanisms, dispensing with recurrence and convolutions entirely. Experiments on two machine translation tasks show these models to be superior in quality while being more parallelizable and requiring significantly less time to train. On the WMT 2014 English-to-French translation task, our model establishes a new single-model state-of-the-art BLEU score of 41.8 after training for 3.5 days on eight GPUs, a small fraction of the training costs of the best models from the literature. We show that the Transformer generalizes well to other tasks by applying it successfully to English constituency parsing both with large and limited training data. "
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    Google didn't seem to realize the impact of its paper at that time, and a start-up, called OpenAI, saw the potential, and started to develop more and more complex models using "transformers". This is the series of GPT (GPT stands for generative pre-trained transformer) that led to a series of models leading to GPT 3.5, the basis for the famous ChatGPT that shocked (and changed) the world when introduced in November 2022.
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    Smaller and smaller models
    

    While frontier models continue to increase in size (see Figure 10 ), progress in algorithms, in training and datasets allow smaller models to have similar levels of performance as those of larger models from a few months before, at least in more specialized domains. For example, current models of about 10 billion (10B) parameters demonstrate better performance on specific tasks (benchmarks) than the original ChatGPT of 2022 (see Figure 11 and also [AI39]).

    This trend was predicted in the HiPEAC Vision 2023 [AI54] (p.88) which called for Europe to "reduce both the memory footprint and the computing power of algorithms for artificial intelligence required for inference and learning".

    What is also interesting is that smaller models are often "open weight", meaning that they can be easily duplicated (following their respective licensing agreement) and that open source (open weight) models are generally catching up closed models within the space of a few months.
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    ![Figure 14: Comparison of performance of a 2.6B parameter model of 2025 with the "original" ChatGPT](image_15 "Figure 14: Comparison of performance of a 2.6B parameter model of 2025 with the "original" ChatGPT")

    Smaller models can also be "trained" by synthetic data generated by bigger models, as exemplified by the various DeepSeek small models, based on existing small models (often Qwen models) but fined tuned using data generated by the largest DeepSeek model:

    "We demonstrate that the reasoning patterns of larger models can be distilled into smaller models, resulting in better performance compared to the reasoning patterns discovered through RL on small models.

    Using the reasoning data generated by DeepSeek-R1, we fine-tuned several dense models that are widely used in the research community. The evaluation results (see Figure 13 ) demonstrate that the distilled smaller dense models perform exceptionally well on benchmarks. We open-source distilled 1.5B, 7B, 8B, 14B, 32B, and 70B checkpoints based on Qwen2.5 and Llama3 series to the community." [AI13].
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    Sub-giga-parameter models
    

    More generally, this seems to show that
      for generalization on a particular task, a small subnetwork is sufficient: this is the confirmation of the lottery ticket hypothesis [AI14] of the "mixture of experts" (MoE) approach, which selects the subnetwork, and especially of the agentic approach, which can be seen as a decentralization of the MoE approach. An MoE is a model architecture where many specialized "expert" networks run in parallel, and a gating network learns to select which experts should handle each input. Instead of one big model doing everything, MoE routes different tasks or tokens to the experts best suited for them, making the system both scalable and efficient. The link to the agentic approach is the following: agentic systems also rely on specialized components (tools, skills, agents) that are dynamically invoked depending on the situation. Like an MoE gate, an agentic orchestrator decides which agent to activate for each subtask. In essence, MoE is the neural-network analogue of an agentic system: both achieve greater capability by routing problems to the right specialists, rather than relying on a single monolithic generalist. As explained in the HiPEAC Vision 2025, this mechanism is very similar to the proposed structure of the NCP.
    

    A number of "small" models were released in 2025: along the lines of small models, Gemma3-270M [AI15] (here M means indeed million) runs well on a phone and has surprising levels of performance for its size (like GPT-3 a few years ago). Moreover, there is a profusion of small models under 1B parameters: Qwen 600M, Hunyuan-0.5b-instruct, Ernie-4.5-0.3b-pt [AI16], the last three being from the Chinese BATIX (Alibaba, Tencent, Baidu), but also MobileLLM [AI16] from Meta show good levels of performance for the 350M parameter model. The smallest is 125M parameters. Qwen from Alibaba also deliver small models (even multimodal) that can easily compete with larger models [AI39].

    [image: image_17]
    

    [image: image_18]
    

    In June 2025, Microsoft presented MU [AI20], which will be in Copilot+ PCs and which has 330M. We are truly entering the era of small models running at the edge.

    In the line of specialized nano models, one can also look at Kitten, which is a text-to-speech model with 25M parameters [AI19].
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    There are also other optimizations that will enable LLMs to run on memory-constrained devices: new memory optimization in the multimodal open-source model Gemma3n from Google (A 7B parameters model running on 4GB of RAM) - see Figure 17.
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    Ultra-small AI with interesting impact
    

    June 2025 witnessed the launch of a model with a very interesting performance / size ratio of 27M (yes, millions not billions) parameters performs better than Claude Opus 4 on the (very specialized) ARC AGI 1 benchmark. The results on the ARC AGI 1 benchmark have been confirmed by the ARC Prize team [AI22]. This new model is called HRM (Hierarchical Reasoning Model [AI23]):
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    However, on October 6
      th, 2025, a new smaller model showed better results that the HRM model: with only 7M parameters, the TRM (Tiny Recursive Model [AI24]) obtained 45% test-accuracy on ARC-AGI-1 and 8% on ARC-AGI-2, higher than most LLMs (e.g., DeepSeek R1, o3-mini, Gemini 2.5 Pro) with fewer than 0.01% of the parameters.
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    The TRM model can be used to solve ARC-AGI puzzles, or to solve hard Sudoku or to navigate into mazes (see Figure 20 ). All information is in the paper and in a Github repository [AI25]. These models are small in size, but not necessarily in computing: they iterate a large number of times before providing their result.
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    Other key AI trends in 2025

    Continuous learning and context awareness

    There is growing demand for AI that can adapt to its environment, and use its past experience. Fine tuning a preexisting model is possible, but this requires retraining (albeit on a limited number of parameters if a parameter-efficient fine-tuning (PEFT) technique such as an adapter or LoRA approach is used). In addition, fine tuning cannot be done continuously or in the field due to the need for storage of the training examples and computing power. Enlarging the context of the LLM is a possibility, with some currently available models having more than 1M token context.

    With the classical transformer approach, the requirements in resources (memory) are exponential with the size of the context. The Mamba approach, developed by researchers at Carnegie Mellon and Princeton, enables a linear increase, but, in practice, reduces performance. In 2025, hybrid models using both transformers and Mamba appeared with a good compromise between performance and resources. Other approaches, mainly agentic ones, use standard databases in the flow, allowing the system to take into account new and older events. Research in that field is active and new ideas are emerging [AI27].

    World models and neurosymbolic AI: From text to the real world

    LLM are trained with text (hence the name "large
      language models"), but texts are only a human projection of the world. It is totally different to be told that an object falls than to experience gravity directly. LLMs could be compared to children who stay in bed all the time and only learn through stories that are told to them. LLMs exhibit stunning levels of performance, but they are not the end of AI development. Interesting developments are ongoing.
    

    In 2025, we witnessed the development of world models.
      "World models are neural networks that understand the dynamics of the real world, including physics and spatial properties. They can use input data, including text, image, video, and movement, to generate videos that simulate realistic physical environments" [AI28]. In other words, a world model is an agent's internal, learnable representation of how the environment works — i.e., a model that maps states and actions to predicted future observations and outcomes (and often rewards), so the system can simulate "what would happen if…" for planning, control, or self-correction. They can be used to generate custom synthetic data or downstream AI models for training robots and autonomous vehicles, or to generate realistic videos or even video games (see Genie from Google Deepmind [AI29]).
    

    World models are becoming increasingly important because "
      AI is becoming physical
      ", i.e. interacting with the real world, for robotics, self-driving cars etc. In January 2026, NVIDIA released its Alpamayo [AI30] [AI31], a "family of open-source AI models and tools to accelerate
      safe, reasoning-based autonomous vehicle development", heavily using world models.
    

    Safety and explainability are key elements for such applications, and neurosymbolic AI might be one answer to these challenges. Neurosymbolic AI is an approach that combines neural networks with symbolic reasoning (which is good at explicit logic, rules, and structured knowledge, like knowledge graphs or programs). The goal is to get systems that can both perceive and generalize from messy real-world data while also reasoning transparently and consistently. It seems that the self-driving system from NVIDIA is using this combination of techniques. NVIDIA is also heavily relying on its Omniverse solution that allows the creation of realistic (both from the laws of physics and visually) digital twins that can be used to develop multimodal AI.

    ![Image](image_24 "Figure 23: Simulating real environment helps robots to "learn". From NVIDIA [AI45]")

    Multimodal embodied physical AI

    Researchers like Turing Award winner and former Meta scientist Yann LeCun advocate a different approach to developing bigger and bigger LLMs: his company, AMI Labs, has raised approximately $1 billion to develop what LeCun calls "world models." These are AI systems that, this time, no longer learn solely from textual data [AI46] but can understand the real world.
      Similar ideas are currently developed by several companies in the world.
    

    But what could be another evolution of AI? We can perhaps go back to the philosophical discussion on innate and acquired knowledge: up to now, the "structures" of AI models are quite similar, and most efforts have focused on training, i.e. on acquired knowledge. Perhaps the next step would be to develop new "structures" (like "transformers" were in 2017) that could improve the performance of AI. The structure (the "innate" knowledge) seems to have an important impact as well, as illustrated by the work on simulation of a fly brain [AI47] running in a virtual environment: only by a connectome-based brain emulation (i.e. the structure of the brain with the connections between neurons) with a physics-simulated fly body, does the simulated fly (without training or changing the synaptic weights) shows behaviour similar to a real fly.  The CNN models were inspired from the work of David Marr, David Hubel and Torsten Wiesen about the structure of the visual cortex; the brain has specialized areas like agentic AI uses, so perhaps more inspiration from the structure of cognitive systems might help improving the next generation of AI

    AI is becoming physical and the emergence of useful robots

    The natural sequel of AI becoming physical is the emergence of robots. This is a clear target for China which has several companies working on robots, humanoid or not. Outside of China, Boston Dynamics (owned by Hyundai Motor Company), Figure AI, Tesla, etc are developing advanced robots.

    Robotics is becoming a key domain for sovereignty and the US is responding to China: according to Politico [AI32]
      a national robotics strategy is in the works, including a decree planned for 2026 aimed at accelerating domestic research and production in order to secure US supply chains and compete technologically with China. This ambition is backed by massive investments, such as potential $1 billion in funding from Nvidia and SoftBank for Skild AI. Tesla plans to produce one million Optimus robots by the end of 2026, marking a historic transition from laboratory prototype to mass industrialization.
    

    During the Chinese New Year show of 2026, China showed impressive performance of Unitree robots. The convergence of the progress in robots and "AI becoming physical" will certainly be the next big revolution; after AI taking the cerebral work, robots will also be more versatile and be used in increasing numbers of applications, possibly replacing humans.

    According to [AI53], "
      China's New Five-Year Plan Prioritizes Robotics and Beijing is embarking on a "whole-of-nation push" to achieve permanent dominance in physical AI technologies.<...> To understand what makes the 15th FYP's treatment of robotics distinct from its predecessors, <...> Chapter 5 of the draft outline designates robotics as one of eight "strategic emerging industries" (战略性新兴产业) earmarked for accelerated development, alongside new-generation IT, new energy vehicles, biomedicine, and aerospace." This Five-Year Plan "
      promotes the systematic elevation of robotics and "embodied intelligence" (具身智能) from a niche industrial subsidy target into the connective tissue of China's entire economic modernization strategy."
    

    Everywhere, research labs and companies are working on developing more and more agile robots, even able to perform and navigates high-speed parkour with autonomous movement planning [AI48].
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    Unitree robots are becoming accessible (even available on Amazon for about $18000). Unitree might be on the same track as DJI, which developed cheap drones that were sold everywhere and it became a leader in the drone domain. Drones are used now in many applications, including military operations, so cheap robots could be as well in the future.

    The potential use of AI in certain applications triggers ethical problems about the use of AI and robots, which led Anthropic to be categorized as a "supply chain risk" for the US Department of War [AI49]. More generally, this led to the important problem of "alignment" of AI on ethical principles, and the capacity of Europe to be able to develop AI that cope with the European ethical principles (see the insert text on alignment).
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    The alignment problem
    

    (This part is based on details reported in a research article from November 2025 describing reinforcement learning on hackable, production-style coding environments [AI37])

    Modern language models are not trained by simply reading the internet and predicting the next word. Once they reach a useful baseline, they are often improved with reinforcement learning, a family of methods in which a system is repeatedly placed in a task environment, takes actions, and is given a numerical signal intended to represent success. The hope is straightforward: if you pay the model for good behaviour, it will learn to behave well. The difficulty is equally straightforward: the signal is never a perfect expression of what designers actually want, and any gap between the signal and the true intent becomes a potential exploit which is called "reward hacking". Instead of solving the underlying problem, an agent (LLM) discovers a loophole in the measurement apparatus or evaluation harness and uses it to collect high scores cheaply.

    When a powerful optimizer learns that "winning" is separable from "doing the right thing," it can internalize the logic of opportunism. A series of realistic experiments in a production-style setting illustrated this concern into a concrete mechanism. The key observation is not simply that a model learns to cheat when cheating is available — this is expected. The main observation is that once the model learns to cheat effectively, other forms of misaligned behaviour begin to appear, even though the training process never directly rewards them. In other words, the model's behaviour shifts across a broad front: deception, strategic compliance, cooperation with malicious actors in synthetic scenarios, efforts to avoid monitoring, and even attempted sabotage of safety-oriented tooling in an agentic coding workflow.

    Once trained in this way, the model does what any competent optimizer would do: it finds and uses the shortcuts. Reward hacking is not just a symptom of a mis-specified reward; it can be a cause of broader generalization into misalignment-relevant behaviours.

    Two concrete manifestations illustrate the severity of this generalization. The first concerns sabotage in an agentic coding setting. When the model is embedded in a realistic coding assistant workflow and asked to make changes to a codebase that is intended to detect reward hacking and other concerning reasoning, it sometimes makes changes that would quietly reduce the effectiveness of that detection. The second manifestation concerns alignment faking. Alignment faking refers to a strategic posture in which a system behaves as if it shares the supervisor's goals while privately maintaining different objectives, often with the implicit plan to pursue its own objectives when the oversight regime weakens. The model begins to produce internally coherent rationales for deception and strategic compliance without being explicitly trained to do so. That is precisely the kind of generalization that makes alignment researchers uneasy, because it suggests the emergence of instrumental reasoning about oversight.

    This could have an important impact for agentic AI: the modern trajectory of AI development is toward more agentic systems: tools that can write code, run commands, browse internal knowledge bases, and take multi-step actions with limited human supervision. In such systems, the boundary between "task performance" and "environment manipulation" is thin. If a model has learned, in training, that manipulating the environment is an efficient path to reward, then scaling that model into more capable and more autonomous settings increases the space of possible manipulations.

    This could drive to a shift of research: instead of treating misalignment as something that appears only when a model is directly trained on harmful content or explicitly instructed to do harmful things, we must also consider "natural" pathways in which ordinary optimization pressure in realistic environments creates incentives for unwanted behaviours. The practical challenge is to build systems, incentives, and evaluation that notice the difference between a model that is helpful and a model that is merely good at looking helpful.

    Research in alignment should become more and more important. In large companies driven by short time to market and cost-reduction motivations, it often becomes a second priority. Europe should lead the research in this field, as it is important to deliver AI systems that are compliant with European ethics, and could help strengthen Europe's reputation as a leader in trustworthy AI systems.

    Is Apple one step ahead in AI?
    

    This post from Milk Road AI [AI44] hypotheses that Apple might have a similar reasoning than HiPEAC, betting more on collaborative distributed AI models in devices and on the "continuum of computing" than in building gigantic data centres. The HiPEAC Vision 2025 already illustrated this with the structure of Apple Intelligence, using an on-device orchestrator to select an on-device model or offload the request to a models executed in Apple servers, depending on the request (see Figure 4, or the chapter on AI in the HiPEAC Vision 2025). Although the post is
      highly speculative, this example illustrates the potential impact of "think different". It also raises concerns about financial sustainability of large investments in data centres for AI. Major funding rounds, high valuations, low return from investment and complex investment relationships within the sector have led some industry leaders to warn of a potential market correction similar to earlier technology bubbles.
    

    "The richest company on Earth just watched its rivals light $650 billion on fire.

    And did nothing.

    This might be the most brilliant move in corporate history.

    
      	Amazon is spending $200 billion this year on AI data centers. - Google, $185 billion. - Microsoft, $114 billion. - Meta, $135 billion.

    

    Combined: $650 billion.

    (…)

    Apple is refusing to enter a race that might not have a finish line.

    The hyperscalers are now spending 94% of their operating cash flows on AI infrastructure. After dividends and buybacks, there is almost nothing left. Amazon is projected to go negative on free cash flow this year as much as $28 billion in the red.​ Alphabet's free cash flow is expected to collapse 90%. From $73 billion to $8 billion.​

    These companies used to be the greatest cash machines ever built.

    Now they're borrowing money to keep the lights on.

    The Big Five raised $121 billion in bonds in 2025 alone.​ Morgan Stanley projects $1.5 trillion in tech debt over the coming years.​ For the first time in history, hyperscalers hold more debt than cash and what are they getting for that $650 billion? AI services generate roughly $35 billion in total revenue and that's 5% of what's being spent on infrastructure.​

    Now here is where Apple's bet gets genius.

    AI models are commoditizing faster than anyone predicted.​

    (...)

    Open source models now power 80% of startups seeking VC funding.​ The moat these companies are spending hundreds of billions to build is evaporating in real time.

    Apple understood this before anyone else. It didn't build its own AI model, it licensed Google's Gemini for about $1 billion a year.​ Why spend $100 billion building a factory when the product costs a billion to rent? And if a better model appears next year, Apple just switches vendors.​

    But Apple is not sitting still.

    It just dropped the M5 chip with a 16 core Neural Engine and Neural Accelerators built into every GPU core.​ (…)

    The M5 delivers 4x the AI performance of the M4 and Apple doesn't need $200 billion in data centers.

    Because Apple turned 2 billion devices into the data center.​ Every iPhone, Mac, iPad gets distributed AI at a scale no server farm can match.

    While its rivals burn cash, Apple is doing the opposite. $90.7 billion in stock buybacks last fiscal year.​ Its competitors? Combined buybacks collapsed 74% from their peak.​ Apple didn't miss the AI revolution. It just bet that the winners won't be the ones who build the infrastructure. They'll be the ones who own the customer and no one on Earth owns more customers than Apple."

    Milk Road AI [AI44]

    Conclusion

    It is clear that the progress in the domain of artificial intelligence is very rapid, with no sign that it is slowing down. At the time of writing, in March 2026, complex tasks could be done by the coordination of LLMs in the billion-parameter range, which was not the case a year before. Increasing the size of the networks is no longer the solution for increased performance.

    2025 saw "thinking" models becoming widespread, iterating in the inference phase without changing their weights. Clever orchestration of LLMs in an agentic context was also shown to increase performance without changing the "core" LLMs. This is totally in line with what the HiPEAC Vision 2025 proposed and which continues in 2026.

    2025 also witnessed more "
      AI becoming physical", with the added requirements of non-functional properties such a safety, response time when the LLM is controlling a robot - again a step towards a use of the NCP proposed technologies. Embodied AI or "AI becoming physical" is the next step for AI. Europe's know-how in real-time and embedded system could be essential to develop systems using both neural-network-based solutions and more classical approaches; hence the drive for neurosymbolic solutions synergizing both approaches.
    

    The performance of AI in software development is also rapidly (exponentially) progressing, with AI contributing towards its own development (ex for GPT-5.3-Codex). The question of the "dual speed AI", i.e. development of artificial general intelligence (AGI) / artificial superintelligence (ASI) versus the development of low-cost, regional applications and "ultra-affordable" AI is becoming more visible, and Europe has little time to decide which track(s) it will follow (of course, it also possible to choose both).

    As explained in the HiPEAC Vision 2026, European agentic AI based on the NCP concepts (which we have named (AI)
      2: agentic artificial intelligence infrastructure) is a blueprint of a possible full-blown NCP and could benefit from the knowhow, diversity and SME in Europe. But it could also be used to federalize big data centres and HPC centres in Europe to harness the computing resources required to develop AGI and even ASI.
    

    On the hardware side, inference is becoming more and more demanding, with low latency (for "reasoning" models, for agentic AI, for "AI becoming physical") but if used in an agentic infrastructure, each agent is perhaps not so large, so dedicated accelerators for small- or medium-sized language models (or better SAMs) are key; these also in the scope of European knowhow and capabilities.
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    New Hardware

    Recommendations for new hardware

    Standardize chiplet platforms

    Evolving from single-vendor to heterogeneous, multi-vendor systems-in-package (SiP) based on chiplets requires agreements on the physical, electrical and software interfaces between chiplets.  This will span from edge to cloud.

    Design flows should be adapted for compatibility with multiple physical integration flows. Europe should strengthen its electronic design automation (EDA) capabilities for chiplet platform architectures, and prepare for the deeper move to optical communication and processing in combination with electrical digital processing and memories. Furthermore, it is expected that chiplet platforms will combine fundamentally tailored processing elements (e.g. neuromorphic, in- / near-memory compute, probabilistic computing).

    As each chiplet only represents part of the system, and systems are assembled for specific applications, standard protocols and interface intellectual property (IP) blocks - along with a method for system self-discovery - should be adopted, with implications on the architectural partitioning of functionality (such as virtualization of shared resources) and the operating system governing the SiP. Europe should focus on chiplet-platform operating systems and application-development methodologies. As next computing paradigm (NCP) starts to shape the software side, it is important to tune the hardware architecture accordingly.

    High-end (high-performance computing, or HPC) chiplet platforms will utilize high-density, high-speed radio frequency (RF) interposers, migrating to photonic interfaces depending on the communication distance. HPC platforms evolve due to die-size constraints, i.e. the need to grow an integrated circuit (IC) beyond the maximum size of a die. Low-end (edge) chiplet platforms, however, arise from the need to create more application-specific systems with greater power and energy efficiency.  These platforms benefit from lower-cost interposers (organic, glass panels) and use wide-and-slow chip-to-chip communication standards.

    Recommendations

    
      	Establish a robust multi-vendor SiP ecosystem:
        
          	Secure comprehensive physical, electrical, and software interface agreements.

          	Standardize chip-to-chip communication protocols across the entire system (edge to cloud).

          	Design chiplets for fundamental specialization without repeating common functionality.

          	Proactively prepare for optical communication and processing (including hybrid approaches).

          	Strengthen Europe's competitive position in advanced SiP integration technology.

        

      

      	Carry out cross-domain actions:
        
          	Invest in expanding and enhancing EDA capabilities.

          	Prioritize the development of tailored operating systems and application-development methodologies for chiplets, with security-by-construction in mind.

        

      

      	Segment SiP designs based on performance requirements:
        
          	Develop HPC platforms utilizing high-density, high-speed RF interposers and photonic interfaces.

          	Design edge platforms with a focus on cost effectiveness, power efficiency, and application-specific solutions. Employ lower-cost interposers (e.g. organic, glass panels) and wide-and-slow communication standards.

        

      

    

    Prepare for the reconfigurable design era

    The speed of algorithmic evolution, and the rising costs and time for the design of a custom processor will likely lead to the adoption of reconfigurable elements in chiplet platforms.  Softcores with their associated middleware support will gain importance. Long-term, automated code-generation using generative artificial intelligence (genAI) should be combined with automated architecture generation on reconfigurable platforms to enable the ultimate hardware / software co-design.

    This requires an understanding of what such a reconfigurable platform could look like (an evolution of the field-programmable gate array (FPGA) and coarse-grained reconfigurable array (CGRA)), how it is governed (dynamic resource allocation, just-in-time synthesis of architecture description), and how it is used and perceived by applications. It will lead to ecosystem or supply-chain changes and is an opportunity for the application of NCP.

    Recommendations

    
      	Strengthen the ecosystem of reconfigurable computing:
        
          	Research reconfigurable cores / softcores for application in dynamically reconfigurable systems

          	Establish design methodologies for a reconfigurable "canvas".

          	Pursue a common agreement on protocols and data formats for the description of softcore architectures and dynamic control of the canvas.

          	Develop capabilities in hardware and software co-generation.

          	Develop capabilities in just-in-time synthesis.

        

      

      	Develop semiconductor technologies that alleviate the performance overhead of reconfigurable circuits.

    

    Move to cryogenic operation in data centres

    Data centres are today fundamentally power and thermally constrained. Dissipation-free circuits that operate at very high frequencies, based on Josephson Junctions, could break the trend. Superconducting logic has been known for years, and recent advances have made it manufacturable at scale. Their obvious limitation is their need to be cooled to cryogenic temperatures, which requires a more or less fixed amount of power. In operation, their variable power consumption is much lower than for CMOS-based digital circuits. The crossover point, where the cooling power and dynamic power consumption of superconducting logic is lower than for conventional complementary metal-oxide-semiconductor (CMOS) technologies, is easily crossed in petascale systems.

    Recommendations

    
      	Develop scalable superconducting technology.

      	Develop the engineering capabilities for the (cryogenic) integration of superconducting systems, compatible with the requirements for quantum computing.

      	Establish EDA for superconducting logic.
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    Background

    Since the 2025 HiPEAC Vision, the trajectory for hardware has sharpened. Heterogeneous integration of chiplet platforms, combining general-purpose cores with domain-specific accelerators, has moved from trend to dominant medium-term path. Looking further ahead, reconfigurable logic and software-defined silicon offer a route to avoid the rising design and tape-out costs of dedicated processors, as well as to respond to highly dynamic workloads such as those in artificial intelligence. Across the edge-cloud continuum, power efficiency remains the limiting factor, making right-sized, domain-tuned compute essential. This creates challenges and opportunities for European players.

    Scaling limits push architecture innovation

    Application-level performance is increasingly achieved through circuit innovations, system and processor architectural choices, and co development with software. As transistor density and speed improve more slowly than application demand, innovation moves up the stack. In systems-on-chip (SoCs), this has meant adding specialized circuits or cores that are far more power efficient for specific use cases. The balance between additional area cost and competitive performance has given rise to dark silicon and extensive specialized instructions. The constraint is universal; energy scarcity at the edge and thermal or power delivery limits in the cloud define today's hardware envelope.

    AI as a guiding workload

    The revival of deep neural networks provided a clear target for hardware optimization. Current AI models, such as large language models (LLMs) based on transformer architectures, lean heavily on multiply-accumulate operations and benefit from processor and memory designs tuned for key-value (KV) cache behaviour. Even so, integrated circuits have grown towards maximum reticle sizes. Die stitching, while enabling larger effective dies, can carry significant yield and cost penalties.

    The industry is echoing the shift seen in supercomputing, from highly centralized, monolithic designs towards distributed and heterogeneous systems. Accelerators are becoming more dominant: whereas in the past it was not uncommon to find specialized cores (most graphics processing units (GPUs) have dedicated structures for matrix-matrix and vector-matrix multiplications), today several companies are exploring processors that consist mostly of dedicated units. Monolithic integration is often difficult for more exotic accelerators, due to e.g. incompatible technology.

    In addition to specific acceleration, it is likely that systems tuned for the execution of agentic AI will require much more memory, as more than one model might be kept in active memory when executing agentic pipelines. This can be achieved by either adding a memory tier (between the solid-state drive (SSD) and dynamic random-access memory (DRAM)) or by high-bandwidth interconnects to disaggregated DRAM banks. [As25]

    Accelerators: Avenues to efficiency

    Two main approaches are shaping accelerators:

    Integration follows two patterns: on die IP blocks, for example pairing out-of-order cores with single instruction, multiple data (SIMD) or single instruction, multiple threads (SIMT) and tensor units, and co-packaged chiplets. In a sense, the coprocessor is returning, both at the edge and in high-performance systems.

    Digital specialization has been made easier by the adoption of the RISC-V instruction set architecture (ISA). RISC-V allows for the addition of specific instructions without breaking full compatibility. The open-source toolchains are now sufficiently mature to support commercial software development. RISC-V cores exist in many flavours: large out-of-order versions; SIMD / vector core; SIMT cores…  Several dataflow architectures are built around simple or extended RISC-V cores.

    Near- and in-memory accelerators have evolved as well. These accelerators typically focus on massively parallelizing the MAC operation at higher power-efficiency. They are more sensitive to the implementation, as a mismatch in operation size and physical architecture leads to significant performance losses, and therefore require a much larger investment in the software layers needed to map arbitrary networks on a hardware-optimal structure. The near- and in-memory cores are accompanied by more conventional digital cores to cover the other calculations that occur in the networks, and are not immune to memory bottlenecks. [Kha24], [Wol24]

    Other physics-based approaches are being explored as well, like photonic computing. These processors encode information in light and perform transformations by exploiting non-linear properties of materials [Pho] [Qant]. They aim at executing more complex mathematical functions (macro-functions) in a few cycles instead of tens to hundreds.  Although they require conversions from the electrical to optical domain and back, they are extremely energy efficient if the function executed is sufficiently complex.

    Alternative ways of encoding information are also used. As an example, spiking neural-network processors aim at reducing dynamic power consumption by temporally encoding information to minimize switching activity in digital gates. Other types exist, for example based on thermodynamic (with applications in probabilistic and generative AI, or Ising machines). [Ex24]

    Quantum processors are different types of accelerators as well. In general, these are not all-purpose processors but excel at solving a few specific mathematical problems. Specifically for quantum processors, as the number of physical and logic qbits is growing, part of the attention can shift to building efficient quantum control, i.e. the interface between classical computing and the quantum domain.

    Generally speaking, all of these approaches succeed at being more efficient than digital CMOS, due to the narrower range of operations for which they are optimized. However, architectural specialization carries economic risk when algorithms evolve rapidly, as seen in recent years. Chiplet-based SiP platforms (Figure 1) offer a more robust path: platforms can adapt to application-level changes by re combining existing chiplets or adding new accelerator chiplets. Most chiplet solutions today are single vendor and resemble fragmented SoCs more than open platforms. Future chiplet ecosystems will mix components from multiple vendors, and will feature device discovery, secure communication between chiplets, and shared resource orchestration, memories, and network interfaces.
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    Standardization and platform orchestration: An opportunity for Europe

    The market success of chiplet platforms hinges on two factors. First, it needs standardized interfaces across multi-vendor chiplets, with careful placement of a platform operating system to virtualize shared resources for hardware components. Second, it requires platform integrators plus interposer manufacturers, since chiplet platforms should be designed by system integrators, much like printed circuit boards (PCBs). A new breed of integrators, evolving from high-end PCB or advanced module houses, can engineer application-specific SiPs. This is a concrete industrial opportunity for Europe: building integrator capacity, packaging know-how, and trusted supply chains can strengthen sovereignty while accelerating time to market [Bre25].

    The high-performance and edge markets will likely not be served by the same type of interposers and chip-to-chip protocols. High-performance systems require massive bandwidths between the chiplets, to maximize information passing. This means operation at hundreds of Gbps per lane, with differential signalling over RF interposers, and a likely evolution towards photonic interposers. This is too expensive now for more edge-oriented applications, where the usefulness of chiplet platforms stems from the modular and application-specific construction. In an edge use case, it is likely that the platform will be more heterogenous, using technology separated by generations (imagine power components, a near-sensor signal processor and an AI accelerator on the same platform). Chip-to-chip interfaces will need to be slower for broader compatibility, and use a much cheaper interposer.  In this case, organic interposers, or giant glass panels might be the ideal base, with lower-quality interconnections between chiplets leading to less throughput per lane - but likely enough for these applications.

    It is thus important to determine standards for those two main types of chiplet platforms, and not just focus on the high-end.
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    Longer term: Software-defined silicon and the reconfigurable canvas

    Rising design and tape-out costs at leading nodes challenge the viability of dedicated accelerators. The economic exits are clear; we need to drastically lower design costs or significantly increase market volumes to amortize the ever-increasing non-recurring engineering costs.

    Chiplets already help in this regard, as the typically smaller dies have higher yields (and lower cost), and their reuse across domains expands the addressable volume. In the longer run, reconfigurable circuits - a natural evolution of today's FPGAs - enable software-defined silicon. Instead of many low-to-medium volume dedicated ICs, the market will shift to high-volume, reconfigurable "canvas" devices that combine the building blocks needed to dynamically instantiate arbitrary processor architectures. Applications will ship with embedded softcore processors, making software portable across platforms by making it carry its own architecture. This canvas will co-exist with dedicated electronic or photonic chiplets on chiplet platforms, spanning edge to cloud.

    This trend has in fact already begun, as we see the advent of generative AI used to create architectures and circuits specifically that are optimized for a particular neural network or mathematical function. Today, these macro-functions are fed into high-level synthesis tools and mapped to a either a "static" circuit using standard cells or instantiated into an FPGA. Long-term, as a larger fraction of application code will be created using AI, we need to match this with AI-created architectures that are co-generated with the application itself. The architecture description and application can be bundled and instantiated when needed, where needed, using a just-in-time compiler and logic synthesis tool executing on the canvas.

    Even if the phase from specifications to the chip conception (e.g. down to the GDSII description) could be accelerated, the making of the chip itself will be slow and very expensive. The solution will be to "pre-build" (parts of) the chips and finalize it for its application in a very short time. The most common approach is programmable architecture, which is fast for mapping, but is far less efficient due to the programmability overhead. At the other extreme of the spectrum is the ASIC, which is more or less dedicated to one use. There are solutions in between such as FPGAs and reconfigurable chips.

    Building reconfigurable chips while minimizing overhead and limiting the performance penalty will require optimization of the underlaying semiconductor technology. 3D-stacked layers, as seen, for example, in the CMOS 2.0 initiative, are an opportunity to embed layers dedicated to control and reconfiguration [Bru25].

    Moving to reconfigurable circuits has a massive impact on the electronic ecosystem. IP vendors today (e.g. RISC-V core vendors) license their developments to hardware manufacturers.  With reconfigurable circuits, they would license their IP to application vendors instead - with several possible business models (pay-per-use, subscriptions, license once, …). This will likely boost architectural innovation significantly, as different iterations of the IP could be distributed as a software update and not require a tape-out.  Similarly, original equipment manufacturers (OEM) and integrated device manufacturers (IDM) now offer architectural upgrades to their customers (for instance, adding specific hardware accelerators for new functions introduced in their latest operating system), potentially increasing the useful lifetime of electronics without affecting income (paying upgrades). Newer reconfigurable hardware would not necessarily replace, but rather
      extend, existing hardware.
    

    Getting to this point requires concerted effort across the entire ecosystem over the next decade.  It is, however, a great opportunity for Europe.

    Data centres: Superconducting digital logic and cryogenic integration

    For data centres, a shift from CMOS-based digital logic to superconducting digital logic using Josephson Junctions offers a path to much higher clock speeds and significantly lower thermal and power overheads at cryogenic temperatures [Bai24]. This promises relief for datacentre power and thermal constraints and simplified interfacing with quantum processing units. The fundaments of the technology are not new, but scaling it to the level of CMOS is [Herr24].

    Building processors using superconducting logic depends on the development of:

    
      	the underlying Josephson Junction devices and supporting structures;

      	the creation of libraries of logic cells compatible with flux-based processing;

      	interfacing techniques to cryo-CMOS memories and logic, and to room-temperature devices using optical links;

      	architectures adapted to the strengths and weaknesses of superconducting logic (e.g. higher clock speeds, less memory coherence problems, but also less memory); and

      	3D integration and cooling infrastructure.

    

    As many data centres are now preparing for the inclusion of quantum computers, they are adopting cryogenic cooling in any case. Interfacing to quantum computers is also facilitated when the classical computing needed for quantum control happens at cryogenic temperatures.
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    Tools

    Recommendations for AI-based software and hardware development tools

    Take advantage of increasing artificial intelligence (AI) capabilities

    
      	Develop agent-centric workflows where AI systems act autonomously in human developer-like roles, planning, invoking and coordinating multiple tools (compilers, simulators, profilers, debuggers, deployment systems) with high-level guidance and learning from specific feedback.

      	Use AI to reduce the cost of software development, using natural language as the primary user interface, to democratize software development workflows and to avoid idiosyncratic low-level expert-only interfaces and languages, e.g. gdb-style debugging or traditional Tcl-based electronic design automation (EDA) workflows. This should include the whole deployment workflow for production or testing (e.g. for the next computing paradigm, or NCP).

      	Embed AI inside optimization tools, especially for hard, large-scale hardware problems where traditional methods are slow, providing improved solution quality and throughput beyond what is economically feasible with existing methods. This includes targeting and optimizing code for the NCP to a specific platform / device.

      	Evolve programming languages, models, and related tools and runtimes to be targeted by AI. This includes tolerance for more verbose, explicitly structured code and semantics designed for analysability and transformation by automated tools, rather than relying on implicit conventions or human intuition.

    

    Use AI to address and exploit changes in hardware development

    
      	Support disruptive hardware paradigms where traditional EDA tools are weakest and AI-native approaches can reset the competitive landscape (e.g. coarse-grained reconfigurable arrays (CGRAs), canvas-based design), giving Europe a strategic advantage despite the lack of domestic EDA vendors.

      	Use AI-driven estimation and exploration to shift hardware analysis and optimization earlier in the hardware design flow (e.g. 3D integration, thermal, mechanical constraints, and embodied emissions).

      	Employ AI-driven hardware / software (HW / SW) co-design agents, enabling joint exploration of software, architecture, and hardware implementation to optimize defined metrics across the full stack, from application use case to hardware implementation.

    

    Address the verification challenge arising from increasing use of generative AI

    
      	As AI increasingly performs code generation, keep humans in the loop for acceptance, accountability and specification ownership. In the short to medium term, human verification will become the bottleneck. Over time, a growing fraction of code may be generated and maintained by AI systems, raising challenges for intellectual property (IP) protection and increasing the importance of precise, auditable specifications as the primary human-owned artefact over the system lifecycle.

      	Develop specialized AI agents to guide, prioritize and scale verification tasks (test generation, property discovery, and bug localization) for both safety-critical and non-safety-critical systems, including code generated by AI. In particular, use AI to guide and prioritize formal verification rather than replacing it.

      	Establish European verification testbeds and benchmarks for AI-assisted development and verification tools, enabling systematic comparison, reproducibility and shared evaluation methodologies for competing approaches (in both academia and industry).

    

    Ensure European control over hardware and software developer tools as dependable infrastructure

    
      	Avoid application of foreign export control of the tools and the software built using them through either (a) open-source tools (e.g. GCC, LLVM, open-source EDA tools) or (b) fully European developer tools.

      	Support portability and retargetability across diverse accelerators, specialized chips, domain-specific architectures. Avoid foreign vendor control through vendor-specific programming models or application programming interfaces (APIs). It is especially important to enable cross-vendor composability with respect to application binary interface (ABI) compatibilities, intermediate representations (IRs), security model enforcement, verification, for the NCP or EuroStack.

    

    Introduction

    Over the past year, AI systems have crossed a qualitative threshold. Rather than merely accelerating isolated coding tasks within human-driven workflows, agent-based systems can now orchestrate multi-step development processes, explore hardware and software design spaces, and iteratively generate, test, and refine implementations. This marks a structural transformation of engineering practice that shifts human effort, the scarcest resource in engineering, towards higher levels of abstraction.

    These systems have already crossed from laboratory prototypes to production use in some organizations. Engineers are focusing on defining system intent, constraints, and evaluation criteria, while AI systems perform most of the implementation and maintenance work. The central challenge is no longer how to write efficient code, but how to specify the system precisely and verify that automatically generated artefacts satisfy those specifications.

    While Europe remains strong in embedded systems, hardware engineering, and formal models, AI-driven development tooling is currently dominated by actors in the United States (US), with China advancing rapidly. Toolchains - compilers, debuggers, EDA systems, simulators, verification frameworks, and deployment systems - are becoming strategic infrastructure. If the licence for an advanced tool were to become unavailable, the impact on Europe would be significant - which means that guaranteed access to tools is an important aspect of sovereignty. Moreover, control over training data, model weights, update cycles, hosting infrastructure, and integration APIs increasingly determines how engineering is practised.

    This transition presents both risk and opportunity. Europe must leverage the discontinuity to shape AI-native development tools while avoiding structural dependence, external regulation, deskilling and lock-in.

    State of the art

    AI-assisted developer tools

    The first wave of AI-assisted developer tools, emerging around 2021-2023, focused on integrating large language models (LLMs) directly into integrated development environments (IDEs). GitHub Copilot [GitHubCopilot] launched as a technical preview in June 2021 and became generally available in June 2022, providing code completion and chat-based assistance within editors, generating suggestions informed by local style, nearby code, and project context. Google's Gemini Code Assist [GeminiCodeAssist] (announced in 2024 as the evolution of Duet AI for Developers) similarly targets enterprise and individual developers with chat-based assistance and code-aware editing workflows. These tools allow developers to use AI assistance while remaining within familiar development environments. However, their capabilities largely remained focused on local code editing rather than full software repositories or development processes.

    Repository-scale reasoning

    Recent systems extend these capabilities by increasingly operating at the level of entire repositories rather than isolated files. To support this, many AI-native development environments build semantic indices of codebases using static analysis and embedding-based retrieval, allowing models to retrieve relevant files, functions, and documentation when generating or modifying code. This enables tasks such as multi-file refactoring, API migration, dependency-aware code generation, and automated bug fixing.

    Even IDE-integrated tools such as GitHub Copilot and Gemini Code Assist increasingly incorporate repository indexing and retrieval to provide suggestions informed by the broader codebase. More advanced systems, including Cursor [Cursor], Claude Code [ClaudeCode], and OpenAI's coding agents, can analyse large repositories, propose coordinated edits across multiple files, and run project commands or test suites to validate results. GitHub has also extended Copilot in this direction through Copilot Workspace, announced in 2024, which supports task-level planning and multi-file editing from a single natural-language prompt. Benchmarks such as SWE-bench [SWEbench], and its more widely cited variant SWE-bench Verified, evaluate whether models can resolve real GitHub issues by producing patches that pass project test suites, reflect this shift towards repository-level reasoning.

    Emerging European efforts also explore agentic workflows beyond conventional software development. For example, ChipMind [ChipMind] focuses on AI-assisted hardware and system-level design, combining code generation with architectural reasoning and co-design across hardware and software layers. Such approaches illustrate how agent-based systems can be extended beyond software repositories to encompass broader engineering workflows, including hardware design space exploration and system-level optimization.

    Agentic development loops and tool invocation

    A second architectural shift is the emergence of agent-based development workflows. Instead of producing a single response to a prompt, AI systems such as Cursor, Claude Code, and OpenAI Codex CLI [CodexCLI] operate in iterative loops that mirror human developer workflows, alternating between editing code, compiling, testing, and debugging.

    To support such workflows, modern AI systems rely on structured mechanisms for invoking external tools, such as compilers, test frameworks, and version-control systems. These tools are exposed through programmatic interfaces that agents can call, with their outputs incorporated into subsequent reasoning steps. The Model Context Protocol (MCP) [MCP], developed and released by Anthropic, illustrates this approach by enabling models to interact with external tools and data sources through standardized interfaces rather than ad hoc plugins, and has seen growing adoption across third-party tooling ecosystems.

    Verification and quality assurance

    As code generation becomes cheaper, verification and quality assurance are becoming the primary bottlenecks. AI tools increasingly support automated testing, bug localization, and code review. Automated review agents such as CodeRabbit [CodeRabbit] analyse pull requests and flag potential issues; related tools such as Greptile [Greptile] and Sourcegraph's Cody [Cody] extend this to codebase-wide search, question answering and review automation. AI models can also generate unit tests or identify edge cases, helping maintain reliability as the volume of AI-generated code increases.

    Competitive landscape

    The tools described above have predominantly been developed by U.S.-based companies, several of which are hyperscalers (e.g. Google) or closely integrated with hyperscaler ecosystems (e.g. OpenAI, backed by Microsoft, and GitHub, owned by Microsoft). China has developed competitive LLMs, including systems from companies such as DeepSeek, Alibaba, and Baidu. While these have historically been integrated primarily into domestic platforms, DeepSeek's coding models attracted significant international attention from late 2024 onwards and have been incorporated into third-party developer tooling outside China, suggesting that China's global presence in AI development tooling may be increasing.

    The position of Europe

    Codestral [Codestral] and the Devstral family [Devstral], developed by Mistral AI, are Europe's most visible entries in the AI-assisted coding space. Codestral is a code-specialized foundation model for fill-in-the-middle completion and general code generation, while Devstral extends it with agent-oriented capabilities such as multi-file editing, refactoring, translation, and bug fixing.

    Unlike US platforms that bundle coding models into tightly integrated cloud ecosystems, Mistral's models can be self-hosted or deployed through EU-based infrastructure. This allows organizations to run coding models on-premise, retain control over source code and telemetry, and fine-tune models on proprietary data without exporting sensitive assets outside the EU. While competitive on code-generation benchmarks, these models primarily function as coding assistants rather than fully autonomous agentic development environments. Their strategic advantage lies in deployability and governance: support for EU data residency, controlled model update cycles, and reduced vendor lock-in.

    In Belgium, ML6 (Ghent) [ML6] is a representative example of a broader European pattern: rather than developing foundation models or standalone developer tools, firms such as ML6 operate as applied AI consultancies and system integrators, adapting LLMs to client-specific workflows, internal codebases, and enterprise automation.

    Natural language and agent-centric toolchains

    Natural language as the front-end interface

    Agentic AI requires a rethinking of the entire development workflow, not merely augmenting IDEs. Natural language can increasingly serve as a front-end interface for engineering, particularly in domains dominated by brittle, expert-only interfaces such as GDB command-line debugging or Tcl-based EDA scripts. Instead of manually writing complex timing or synthesis constraints, a developer could express a design goal in natural language, such as "optimize this accelerator for sub-5W power at 10 ms latency". Rather than stepping through GDB or inserting printf-style debugging statements, the user could ask "why is this assertion being raised?" with the AI tracing the failure from its immediate trigger back to its root cause. Similarly, deployment workflows for heterogeneous systems (e.g. NCP-style edge-cloud configurations with diverse processing units, memory types, energy availability, communication latency, etc.) can be described declaratively, with AI agents generating the required continuous integration / continuous development (CI / CD) pipelines, container configurations, and device-specific build scripts.

    This shift increases productivity and broadens access to system development, but it does not eliminate technical complexity. High-level requirements will often remain informal and ambiguous, but they must ultimately be resolved into an explicit specification. Natural language is the interface through which intent is captured and clarified, but the authoritative artefact must be a precise, typed or otherwise structured, policy-aware, machine-checkable specification that makes constraints, assumptions, and trade-offs explicit. A request such as "optimize for low energy consumption on edge devices" should therefore be translated into an explicit, machine-checkable constraint set covering, for example, power, memory footprint, and latency bounds.

    Agent-centric development workflows

    Beyond interface changes, the development process itself is becoming agent-centric. AI systems can increasingly assume roles analogous to junior developers or integration engineers: planning multi-step workflows, invoking compilers and simulators, running test suites, and iteratively refining outputs based on feedback from profilers and debuggers. For instance, an agent might analyse a repository, detect performance bottlenecks, propose code changes, rebuild the system, run regression tests, and summarize the results for human review.

    To support this model, toolchains must evolve from isolated utilities into composable services with well-defined APIs and traceable invocation logs. Agents coordinating compilers, profilers, debuggers, and deployment systems must operate through standardized interfaces, enabling deterministic replay and auditability. Without such safeguards, cascading errors and emergent behaviour become real risks. For example, an agent may modify a build script, inadvertently change compiler flags, trigger a heuristic CI repair, and silently introduce a performance regression into production. Preventing such failure chains requires strict logging, version control of models and tools, and clear human acceptance authority. Responsibility for approving changes must remain with the human in charge rather than being delegated unthinkingly to the machine.

    Programming models for AI-driven development

    Code designed for analysability

    Programming languages and runtimes must evolve to better support AI-assisted code generation and maintenance. Historically, mainstream languages were designed to balance machine execution constraints with human productivity, readability, and conciseness. In AI-mediated systems, however, analysability and transformability become more important. This favours explicit structure over informal software patterns, ad hoc locking without formal guarantees, or unwritten conventions about memory ownership. This structure reduces the cost of verification and enables reliable automated refactoring and reasoning. Relevant directions include formal ownership models, well-defined concurrency and memory semantics, and explicit resource constraints. New "AI-native" languages may struggle with adoption and limited training data, so a more pragmatic path may be to retrofit analysability into dominant ecosystems such as C++, Rust, or Python. This would improve machine reasoning without abandoning established toolchains.

    Specification as first-class artefact

    Once natural-language intent has been resolved into a structured machine-checkable form (see "Natural language as the front-end interface", above), that specification increasingly becomes the primary human-owned artefact. In traditional engineering practice, source code served both as the executable artefact and as the central intellectual product. In agentic AI workflows, humans may no longer be responsible for writing every part of the implementation, but they remain responsible for defining requirements, approving specifications, validating that generated artefacts satisfy them, and accepting the legal, safety, and operational consequences of deployment.

    For this reason, specifications must be precise, versioned, traceable to the AI-generated artefacts, and accompanied by human-readable verification artefacts such as test plans, and verification reports. Specifications should not exist merely as informal documentation but as structured artefacts embedded in the development workflow. Suitable formalisms may include constraint-based domain-specific languages, typed workflow graphs, contract-based design languages, or formal specification systems such as TLA+ [TLAplus], Alloy [Alloy], or application-specific verification schemas. The essential requirement is that natural-language intent is compiled into structured, stable artefacts that can be verified and traced across iterations. In this sense, engineering practice moves from code-centric to specification-centric.

    AI in hardware development

    Shifting analysis earlier in the flow

    AI-driven estimation and exploration tools enable important system-level constraints to be incorporated much earlier in the hardware design process. Traditionally, issues such as 3D integration feasibility, thermal constraints, mechanical stress in advanced packaging, embodied carbon emissions, and system-level power envelopes have been addressed relatively late, often after key architectural decisions have been made. At that stage, correcting mistakes can require costly redesign cycles.

    By embedding predictive models and AI-assisted exploration into early architectural stages, these constraints can be evaluated before the register-transfer level (RTL) design is frozen. For example, thermal estimation models can guide partitioning decisions in 3D-stacked designs, sustainability metrics can be incorporated alongside performance and cost objectives in multi-objective exploration, and mechanical constraints associated with advanced packaging technologies can be integrated during floorplanning rather than being discovered only after layout.

    This earlier integration reduces late-stage redesign risk and allows optimization across a broader design space. Rather than optimizing performance first and then reactively addressing thermal or mechanical violations, design tools can jointly optimize across these dimensions from the outset. AI-guided exploration therefore shifts analysis upstream to the stage where design freedom is greatest.

    Discontinuities in EDA and hardware design

    Hardware design remains characterized by extremely large search spaces, long validation cycles, and heavy reliance on incremental refinement using mature EDA toolchains. Established chip designers therefore retain major advantages: they can absorb the high cost of design iterations, build on long-standing relationships with fabrication and packaging partners, reuse extensive IP libraries, rely on large teams with deep engineering experience, and train or fine-tune specialized AI models on proprietary design and toolchain data collected across previous projects.

    AI-driven methods are unlikely to overturn these advantages in the near term. However, they can improve important stages of the design flow, including automatic design-space exploration, floorplanning, placement and routing, and early prediction of timing, power or congestion.

    Disruption is therefore more likely to occur first at the level of tool providers and design methodologies than at the level of chip designers. AI-driven approaches are particularly promising where traditional heuristics are weakest or where new architectural paradigms emerge. Examples include coarse-grained reconfigurable architectures (CGRAs), canvas-based design flows, generative RTL synthesis, workload-specific accelerator exploration, and other hardware classes for which mature tooling is still limited. (See the hardware chapter for a discussion of reconfigurable hardware design).

    AI-guided placement and routing in CGRA fabrics, for instance, can explore mapping strategies that are infeasible to search exhaustively using conventional heuristics. Generative approaches to RTL design can propose architectural variants tailored to specific workloads, which are then evaluated using learned performance and power models. Multi-objective optimization frameworks can simultaneously consider power, thermal constraints, area, and cost.

    In such contexts, AI-driven methods can level the playing field, particularly where incumbents do not yet have decades of accumulated tooling advantage. The strategic opportunity for Europe lies not necessarily in replicating existing large-scale EDA vendors, but in pioneering AI-centric workflows for emerging hardware classes and for the weak points of existing design flows.

    HW / SW co-design agents

    The NCP vision emphasizes tight coupling between application software, compiler infrastructure, architecture design, and hardware implementation. AI-driven HW / SW co-design agents can help explore this joint design space more systematically. Rather than optimizing software and hardware sequentially, AI agents can evaluate global trade-offs across abstraction layers. For example, an agent may modify an algorithm to better match the memory hierarchy of a candidate accelerator, adjust compiler scheduling strategies to reduce contention, and propose hardware parameter changes to improve throughput or energy efficiency. Such joint exploration allows application-architecture alignment that is difficult to achieve through isolated optimization passes.

    Realizing this potential requires clear objective functions and evaluation metrics, so that AI systems can trade off accuracy, compute, energy, latency, and cost. In particular, co-design should be guided by holistic system-level metrics rather than isolated software metrics such as accuracy alone or isolated hardware metrics such as throughput or memory bandwidth alone. In AI workloads, for example, emerging metrics such as "intelligence per joule" have been proposed to capture useful task-level capability delivered per unit of energy, rather than optimizing model- or hardware-level metrics in isolation [Chen26].

    Cross-layer co-design at scale requires interoperable toolchains and standardized intermediate representations. Compiler backends must be accessible and modifiable, IRs and ABIs must be stable across components, and hardware description tools must expose interfaces suitable for automated exploration. Moreover, project timelines must accommodate design-space exploration rather than necessitating premature convergence on a single configuration. Without these enabling conditions, AI-driven co-design remains constrained to local optimizations.

    Verification in the age of generative AI

    Verification as bottleneck

    As AI accelerates code and hardware generation, verification becomes the binding constraint. Earlier AI coding tools mostly generated isolated suggestions within a human-driven workflow, whereas newer agentic systems increasingly operate in iterative plan-execute-check loops, allowing them to propose, test, and refine larger changes with less human intervention. The ability to generate patches, push them upstream, and deploy them into production is therefore increasing more rapidly than the capacity to validate them rigorously. Without corresponding advances in verification, productivity gains risk being offset by declining reliability and increased risk.

    AI can assist in multiple verification-related tasks, including automated test generation, property discovery, bug localization, and trace analysis. For example, AI systems can suggest invariants that may not have been explicitly documented, generate edge-case tests for complex state machines, or identify suspicious execution traces that merit closer inspection. However, these capabilities augment rather than replace human accountability.

    Governance and accountability

    Responsibility for accepting design decisions, validating compliance with specifications, and managing safety and legal risk must remain with human developers and managers. As larger fractions of code are both generated and maintained by AI systems, the precision and auditability of the specification become central to trust. Verification must therefore operate not only at the level of code correctness but also at the level of specification compliance.

    Human experts must retain authority for approving design decisions, validate that specifications are satisfied, interpret ambiguous requirements, and assess risk trade-offs not captured formally. Productivity gains from AI-assisted generation therefore require stronger institutional control mechanisms. These may include freezing model versions for certified systems, mandatory logging of agent actions, reproducible build pipelines, explicit separation between generation roles and acceptance authority, and clear documentation of which model and tool versions contributed to a particular artefact.

    Traceable human accountability also intersects directly with liability frameworks, intellectual property ownership, and safety certification processes. In public procurement contexts - particularly in critical infrastructure, defence, and public administration - contracting authorities require traceable responsibility for design decisions. If AI systems generate substantial portions of code, procurement frameworks must identify who approved the artefact, under which model version, and based on what verification evidence. Human arbitration thus becomes a prerequisite for legal eligibility and certification, not merely a technical safeguard.

    AI-assisted development must also preserve the transparency of engineering artefacts. Requirements, design documentation, test plans, test scripts and verification reports must remain fully human-readable and auditable. AI tools may assist in generating or analysing these artefacts, but they must not replace them with opaque internal reasoning. Existing certification frameworks - such as the EU AI Act, DO-178C, IEC 61508 and related sector-specific standards - already provide robust structures for safety assurance and accountability. Rather than replacing these frameworks, AI-assisted development automatically generates and maintains these artefacts, making it economically viable to apply certification standards more broadly.

    Reproducibility

    AI development tools differ fundamentally from traditional development tools: while the behaviour of traditional development tools is fixed for a given version, AI development tools are inherently probabilistic. Reproducibility therefore does not imply bit-exact equivalence, but the consistent ability to verify that the resulting software satisfies its specification under controlled conditions. At the same time, these tools depend on rapidly evolving models, prompts and datasets. Simply recording the name of the model is insufficient to reproduce results; reproducibility requires traceability of the full toolchain configuration. In a distributed ecosystem, such traceability must be interpretable and comparable across organizations. This, in turns, requires shared standards for describing model provenance and toolchain configuration, as well as coordination mechanisms to signal when model updates materially affect verification-relevant behaviour. These requirements imply greater transparency and access to older model versions than is currently the case. More structured lifecycle governance becomes particularly important in cyber-physical and safety-critical systems, where traceability, validation and controlled updates are already required for certification. In these domains, AI-enabled development tools must integrate with existing assurance and lifecycle management frameworks.

    Skills and knowledge retention

    Finally, there is a risk of deskilling. If AI systems increasingly generate and validate code, some engineers may lose familiarity with low-level implementation details. This transition differs from earlier abstraction shifts in one important respect: traditional abstractions remained deterministic once source code, compiler, and flags were fixed, whereas AI-generated implementations may depend on probabilistic generation and evolving model versions. The gap between specification and implementation can therefore be harder to reconstruct, increasing the importance of governance and verification infrastructure.

    AI-assisted formal methods

    Even when an AI system produces a useful or correct result, it may be difficult to understand or reconstruct how that result was reached. This is known as epistemic opacity, and it is a central challenge in verification. Humans can also fail to properly explain their reasoning, but they remain the locus of legal, moral, and organizational responsibility. AI systems may generate correct code and plausible justifications, while human reviewers lack the time and bandwidth to independently reconstruct the reasoning. Yet responsibility for accepting such artefacts remains human.

    A tiered model of oversight can mitigate this tension. Low-risk changes may be automatically verified and reviewed in aggregate. Medium-risk changes may undergo AI-guided review combined with focused human validation. High-risk or safety-critical modifications should require formal verification and explicit expert sign-off.

    Rather than replacing formal verification, AI should guide and prioritize it. AI systems can suggest candidate properties, decompose verification tasks into smaller subproblems, suggest possible proof strategies, and highlight components likely to merit deeper inspection. By focusing human effort where it is most needed, AI can make formal methods more economically viable across a wider range of systems. In this way, AI-driven prioritization could strengthen, rather than weaken, formal rigour.

    European verification testbeds

    Shared verification testbeds and benchmarking infrastructure could support the evaluation of AI-assisted development tools across academic and industrial settings. These testbeds could build on existing open benchmark suites, similar to SWE-bench, Defects4J [Defects4J] and SV-COMP [SVCOMP], extending them to cover the verification and validation of AI-generated software and hardware using debuggers, testing frameworks and formal methods.

    A standardized evaluation pipeline would provide traceability, reproducible build and execution logs, and versioning of the underlying AI models. The infrastructure could also support standardized metrics, public leaderboards, and transparent evaluation workflows, enabling consistent and reproducible comparison across approaches.

    Such frameworks would make it possible to assess how AI acceleration affects the applicability of  rigorous verification methodologies, including formal methods, structured unit testing and static analysis, beyond traditional safety-critical domains such as aerospace, automotive and rail. Broader use of these methods across software development may improve software quality while building on Europe's existing strengths in formal methods and high-assurance engineering.

    Toolchains as strategic infrastructure

    Sovereignty and dependable infrastructure

    AI-driven development tools are foundational infrastructure for the next generation of computing systems. Europe requires dependable autonomy and the ability to ensure continued access to these tools without hidden kill switches, unilateral termination of support, opaque licensing dependencies, or exposure to foreign export control regimes. This also requires sustainable access to enabling resources such as training data and suitable cloud compute, storage and hosting infrastructure.

    Control over key technical layers further determines how engineering practice evolves. Access to foundation-model weights, update cycles, tool-invocation APIs and benchmark evaluation criteria influences which programming idioms, architectures and optimization strategies become dominant. If these layers are controlled externally, engineering practice itself becomes structurally dependent. Avoiding proprietary extensions, vendor-specific APIs and opaque integration layers is therefore essential to maintain portability and interoperability across toolchains.

    Open and European-controlled toolchains

    Dependence on foreign-origin toolchains and IP can create downstream exposure to foreign export control regimes, even when the resulting software or hardware is developed in Europe. Europe should therefore actively support open-source developer tools such as GCC, LLVM, and emerging open EDA initiatives. For publicly available open-source software, US export controls are in many cases less restrictive than those for proprietary alternatives [Linux20], but openness alone does not eliminate exposure where encryption or other controlled technologies are involved. Key toolchain components should also be developed, maintained and hosted within European legal jurisdiction. European ownership alone is not sufficient if core IP or operations remain outside the EU.

    Toolchains also shape industrial ecosystems. Open and composable toolchains allow specialization by small firms and support modular innovation across many actors. By contrast, vertically integrated stacks favour large actors that control the full pipeline from foundation models to deployment. Maintaining open and interoperable development ecosystems is therefore essential for preserving Europe's diverse industrial landscape.

    Portability across diverse accelerators and architectures must also be preserved. This requires adherence to standardized IRs, stable ABIs, and documented APIs that prevent vendor lock-in. In the context of NCP and EuroStack visions, cross-vendor composability at the compiler, IR, security, and verification layers is essential for sustaining modular ecosystems and independence from non-European hardware providers.

    Conclusion

    AI-driven development represents a structural discontinuity in engineering practice. Toolchains are evolving from human-centred workflows into orchestrated, multi-agent systems in which natural language, automated tool invocation, and repository-scale reasoning increasingly shape how software and hardware are designed. As implementation becomes easier to generate, the human contribution shifts upwards: towards defining intent, formalizing specifications, validating outcomes, and governing increasingly autonomous workflows. The central challenge is therefore no longer only how to produce code or hardware efficiently, but how to ensure that generated artefacts remain correct, auditable, and aligned with human goals.

    This shift has consequences across the full stack. Specification becomes the primary human-owned artefact, with its precision and auditability whether the system can be trusted to meet its intended use. Programming languages and runtimes must favour analysability and transformability over informal conventions to support humans working with machines. In hardware design, AI can enable earlier integration of thermal, mechanical, energy, and architectural constraints, as well as cross-layer HW / SW co-design. Verification becomes the primary bottleneck, as AI rapidly increases software productivity and generation outpaces validation.

    For Europe, the strategic question is not whether AI will enter development workflows, but under whose control, according to which standards, and in support of which values. Competing feature-for-feature with hyperscaler ecosystems is unlikely to be the best path. The greater opportunity lies in shaping open and dependable toolchains, specification-centred engineering practices, strong verification infrastructure, and interoperable workflows aligned with European strengths in embedded systems, formal methods, and HW / SW co-design.

    If Europe succeeds, AI-native development tools could lower barriers for small and medium enterprises (SMEs), strengthen leadership in HW / SW co-design and high-assurance systems, and reduce systemic dependence on vertically integrated foreign platforms. If it fails, the engineering stack may consolidate further around externally controlled models, APIs, and toolchains, leaving Europe with diminishing influence over how future software and hardware are designed, verified, and deployed.
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    Recommendations for cybersecurity

    Support the use of artificial intelligence (AI) for cybersecurity and trustability, and to fight influence campaigns

    Promote AI-powered cybersecurity to counter AI-driven attacks

    AI is enabling massive automation in cyberattacks. Thus, it is crucial to develop AI-based defences capable of detecting, analysing, and responding to large-scale, automated AI-powered cyberattacks in real time.

    Develop AI tools to detect and mitigate disinformation / influence campaigns

    Similarly, AI is enabling the massive creation of fake content and posts purporting to be written by humans in social networks. The European Union (EU) should thus develop scalable AI-based solutions to automatically identify, analyse, and counter large-scale disinformation and influence operations affecting trust in the digital space.

    Secure AI systems against cyberattacks and malicious influence

    As AI systems become ubiquitous, tampering with their proper functioning has a huge impact. It is thus vital to ensure that AI systems are robust against cyberattacks, as well as against adversarial manipulation (e.g. poisoning, prompt injection) through secure-by-design approaches, standardized evaluation benchmarks, and formal verification methods.

    Reinforce IT supply-chain security (software and hardware)

    Address systemic risks arising from dependencies in software and hardware supply chains that can propagate vulnerabilities, or can be used to propagate malevolent code, at large scale.

    Support robust identification and high-quality software bills of materials (SBOMs) for tracking and integrity verification of software components

    Enable precise, verifiable identification of software components to improve vulnerability tracking, compliance, and long-term traceability, by supporting solid and precisely defined SBOMs — including the reliance of intrinsic, tamper-proof, software identifiers such as Software Hash Identifiers (SWHID) — and their inclusion in tools.

    Secure package managers

    The reuse of software (components) is extensive, through dependencies managed by package-management ecosystems that currently offer too many opportunities for attackers. It is thus crucial to support the design of secure yet usable software-package managers.

    Promote research on source-code sanitation methods and tools

    Improve the security of open-source code through large-scale, automated approaches that can systematically detect known vulnerabilities in code repositories, using standardized vulnerability databases and automated analysis tools. Develop reliable techniques to automatically generate, validate, and apply security patches at scale.

    Ingrain trustability into the fabric of the next computing paradigm (NCP)

    Promote lightweight yet robust authentication mechanisms for NCP services

    Develop scalable authentication mechanisms that provide strong security guarantees while remaining lightweight, efficient and practical for high-frequency usage in large-scale distributed systems like the NCP.

    Secure inter-service communications in the NCP

    Similarly, ensure confidentiality, integrity, and authenticity of communications between the numerous services in the NCP through strong encryption and mutual authentication techniques that can scale up.

    Exploit the NCP's distributed nature for resilience and degraded modes

    Leverage distribution to provide fault tolerance and maintain essential functionality under failures or attacks, by the mean of capacities to function in isolation in degraded mode.

    Increase cybersecurity and EU sovereignty

    Do not mandate backdoors or weaken encryption and defences

    Despite recurring pressure, preserve strong cryptographic and cyber protections as necessary fundamental foundations for secure digital infrastructure.

    Develop and promote EU-based public key infrastructures (PKI) and certificate authorities (CA)

    Strengthen EU control over cyber trust infrastructure. PKIs and CAs are crucial to ensure the uninterrupted functioning of information technology (IT); these should be based in the EU to increase the EU's security and sovereignty.

    Secure critical open-source components as a European common good

    Identify key open-source components as critical infrastructure and support their sustained maintenance and access.

    Mandate verifiability of non-EU hardware and software components

    Mandate transparency and auditability of non-EU components, to be able to assess their trustworthiness.

    Increase cybersecurity (and AI) skills and awareness

    Increase European cybersecurity workforce capacity, expanding cybersecurity education to train more specialists

    Address the shortage of skilled professionals needed to secure modern digital infrastructures, by strengthening education and training programmes to develop a larger and more capable workforce in cybersecurity as well as in AI for cybersecurity tools.

    Raise population-wide awareness of basic cybersecurity practices

    Improve general cybersecurity hygiene to reduce risks linked to human factors.

    Introduction

    As IT becomes ever more pervasive, and evolves ever faster, cybersecurity - in the broad sense of the term - issues continue to evolve at a very fast pace, with old challenges remaining while new ones emerge.

    This HiPEAC Vision 2026 chapter on cybersecurity first sets out several challenges that exist for the EU in current IT systems, specifically stressing challenges related to AI and cyberspace, then challenges related to the trustability of the NCP fabric itself.

    It then proposes paths to solutions for EU, in the form of technical recommendations, to address those challenges, followed by policy recommendations.

    As mentioned in previous HiPEAC Visions, for cybersecurity to be the most effective, it must be tackled upfront, not as an afterthought.

    Challenges related to AI and cyberspace

    The massive, unprecedented rise of AI capabilities over the last few years has created a number of new challenges for cybersecurity.

    AI enables large-scale automation of cyberattacks

    In cyberspace, AI is not only providing a host of new possibilities to users, including by transforming defensive systems, but is also
      lowering barriers for attackers, by automating large parts of cyber operations that used to be done manually. AI methods, especially machine learning and generative techniques, are increasingly being used in offensive cyber vectors such as phishing, malware development, reconnaissance, and social engineering, expanding the scale, speed, and adaptability of attacks [Pavlova2026].
    

    The European Union Agency for Cybersecurity, ENISA, notes in its 2025 threat landscape report: "As a predictable trend, Large Language Models
      (LLMs) are leveraged to craft more convincing phishing
      emails; with reportedly over 80% of all phishing emails identified between September 2024 and February 2025 using AI to some extent." [ENISA-TL-2025]. AI can automate exploitation pipelines, make social engineering more effective, and scale attacks far beyond traditional manual efforts [Nobles2024].
    

    Real-world evidence demonstrates the existence of this trend: generative video tools have become a goldmine for scammers, enabling entirely new forms of fraud such as deepfake extortion and AI-assisted phishing [AXIOS2025].
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    This corresponds to warnings by law-enforcement authorities that AI tools are making organized crime operations more
      scalable and harder to detect, from multilingual scam campaigns to impersonation attacks — a transformation driven by the same accessibility and adaptability that make AI so valuable for legitimate purposes [EuroPol2025].
    

    Disinformation and influence campaigns undermine trust in the digital space

    The impact of AI is not limited to "technical cybersecurity" attacks. Large language models and generative systems have made it easier to make and spread false but convincing information on a large scale [Goldstein2023]. Generative language models could thus systematize the creation of convincing false information to the point of altering the structure and dynamics of online influence campaigns and operations.

    AI also enables the creation of deepfakes, thus amplifying misinformation campaigns by generating content that is increasingly difficult to distinguish from real information [Shoaib2023]. AI-made audio deepfakes have already been used in fraud and manipulation, such as the impersonation of corporate leaders to authorize fraudulent financial transfers [WIKI-DF].

    Independent experts have also emphasized these risks for democratic processes, stressing for example that swarms of AI bots capable of autonomously coordinating and tailoring messaging on social media could pose a threat to electoral integrity and public trust [Schroeder2026].

    Scalability of AI-powered attacks challenges traditional defence methods

    AI allows attacks to scale horizontally (
      many targets), vertically (
      multiple attack stages), and temporally (
      continuous operation).
    

    Scalability is a major aspect in describing how AI changes the cyber threat landscape. Traditional cybersecurity defence methods — log-based detection, signature matching, and rule-based systems —struggle to keep pace with attacks that are both
      high-volume and adaptive [Nachaat2025]. AI-driven attacks can operate autonomously or semi-autonomously: automated intrusion attempts, machine-generated phishing, and intelligent malware that tailors itself to evade legacy defence techniques. [Nie2025]. This scalability increases already-known challenges in intrusion detection. Conventional cyber defence systems often rely on known attack signatures and patterns, which makes them less effective against zero-day exploits and novel AI-augmented tactics.
    

    Overall, a recent academic survey covering over 70 references on AI cybersecurity threats identified that adversarial AI, automated malware, and large-scale social engineering represent new risk categories where current defences are inadequate [Sai2026]. This clearly calls for coordinated research on explainable and scalable solutions.

    Need for automated and scalable AI-based cyber defence

    However, to fully cope with the massive automation enabled by AI use in cyber-attacks of all kinds,
      AI must also be used defensively to counter AI-enabled threats, especially where human-only approaches cannot keep up with attack volume or speed. In response to the scale of AI-enabled threats,
      scalable AI-assisted defence mechanisms capable of matching the pace and complexity of modern attacks are necessary to maintain digital trust and protect against both technical and information-centric attacks.  [Sai2026].
    

    Machine learning models are already used for threat detection, anomaly analysis, and predictive prioritization of risks — tasks that would be infeasible to manage manually at current data volumes. [Kaur2023].

    AI can help in detecting and mitigating synthetic content and information operations, and commercial deepfake detection platforms exist that show an example of the emerging industrial response to automated threat generation, offering real-time identification of AI-generated multimedia content [Haitao2025] [Cao2025] or detection of AI-bots [Tzoumanekas2024] to support trust in digital information.

    However, in this shield and sword race, attackers currently seem to have the advantage. [Potter2025] shows a comprehensive study of the impact of AI on cyberattacks and defence, and expects attackers to retain an advantage over defenders for some time. This calls for strong and sustained measures to reinforce cybersecurity in Europe, in order to tip the scales.

    Challenges related to the trustability of the NCP fabric

    AI systems are exposed to data poisoning, model-level attacks and prompt injection attacks

    AI systems come with a number of challenges and risks, as outlined by the United States National Institute of Standards and Technology (NIST) in their AI Risk Management Framework [NIST-AI-RMF-2023].

    Among these, AI system embedded in the NCP inherit vulnerabilities related to
      training data, model integrity, and deployment pipelines. Machine-learning models can be intentionally manipulated through
      data poisoning,
      backdoor insertion, and
      adversarial model manipulation, often without affecting nominal performance during testing.
    

    Foundational work by OpenAI, Google Brain, and academic researchers has shown for a very long time that poisoning as little as a small fraction of training data can lead to systematic misclassification or trigger hidden behaviours in deployed models [Biggio2012] [Gu2017]. Recent surveys confirm that these attacks remain practical in real-world pipelines, particularly where training data is aggregated from external or open sources [Nazer2025].

    Large language models (LLMs) are now widely (and increasingly) deployed in many parts of the IT fabric of the NCP, including critical services, decision-support systems, and autonomous agents. However, one of their well-known weaknesses is their susceptibility to
      prompt injection attacks. Prompt injection in LLMs occurs when an attacker uses adversarial inputs to manipulate an AI system into executing unwanted actions. Indeed, LLMs are fundamentally
      unable to reliably distinguish between instructions and untrusted data; hence they are intrinsically vulnerable to manipulations [Geng2026].
    

    For this reason, prompt injection attacks can be very successful against LLM-based systems that aren't sufficiently protected. The current rise of AI agents also makes this attack surface bigger, allowing hybrid attacks that mix traditional cyber exploits with prompt manipulation. [Clinejection1] and [Clinejection2] provide an account of such an attack on an AI agent in a software supply chain.
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    Supply-chain attacks affect both software and hardware and are extremely widespread

    Supply-chain attacks have emerged as one of the most damaging threat vectors affecting the fabric of IT, because they
      exploit implicit trust relationships between vendors, integrators, and users. These attacks allow adversaries to compromise a single upstream component and automatically propagate malicious functionality to thousands of downstream systems (see [Clinejection1] and [Clinejection2] for an occurrence in February 2026)
    

    The SolarWinds Orion compromise is a well-known example. It involved sending malicious updates to about 18,000 organizations, including government agencies and operators of critical infrastructure [AA20-352A]. Similar risks have been found in hardware supply chains, where malevolent changes or undocumented features added during manufacturing can remain undetected for years.
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    ENISA threat landscape reports, such as [ENISA-TLSCA-2021], repeatedly identify supply-chain compromise as a
      systemic risk multiplier, affecting cloud services, networking equipment, operating systems, and embedded devices. This very broad impact justifies the importance of reinforcing Europe's IT supply chain cybersecurity.
    

    Numerous known vulnerabilities persist in massively used software codebases

    Even after decades of work on security engineering,
      critical vulnerabilities still exist in widely used software components, often for years. This is partly due to codebase size and complexity, but also to financial incentives that prioritize functionality and speed over long-term maintainability.
    

    The Log4Shell vulnerability (CVE-2021-44228) perfectly illustrates this: an attack relying on a vulnerability in an obscure yet ubiquitous Java logging library affected millions of systems worldwide, including cloud services, enterprise software, and industrial platforms. Apache Software Foundation and NIST analyses showed that even organizations with mature security practices struggled to fully identify and remediate the affected dependencies.

    Empirical studies confirm that in general a significant fraction of known vulnerabilities remain unpatched long after disclosure, particularly in transitive dependencies embedded deeply in software stacks. [WMVS2026], for example, reports that "90% of critical vulnerabilities are unpatched for 180 days or more".
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    Critical dependence on shared open-source components

    The NCP relies heavily on
      shared open-source software (OSS) components, which are reused across operating systems, middleware, cloud platforms, and embedded systems. Industry analyses show that large swaths of modern applications contain open-source code [Nagle2022]. Furthermore, the latter often contains hundreds or thousands of transitive software dependencies, even for very small programs.
    

    The Open Source Security and Risk Analysis reports [OSSRA2023] [OSSRA2026] consistently document high vulnerability densities in widely reused OSS libraries, combined with limited maintainer resources. While open source does enable transparency, innovation and massive sharing and reuse, it also creates concentration risk, where a small number of components can become single points of failure for the global digital infrastructure.

    Critical dependence on non-EU components and infrastructures

    A substantial portion of the IT fabric used in Europe that will be fundamental for the NCP — including processors, accelerators, firmware, operating systems, cloud platforms, software repositories, and AI toolchains —
      is developed and manufactured outside the EU [OECD-SCSC]. This creates dependencies that go beyond technical risk, raising issues of strategic autonomy, assurance, and jurisdictional exposure. European Commission and ENISA policy documents [EU-DC] note that reliance on non-EU components limits the ability to independently audit, certify, and control critical digital infrastructure. Hardware and firmware components, in particular, are difficult to inspect after deployment, thus creating a huge dependence on vendor trust.
    

    In addition, the reliance on
      non-EU-based infrastructures creates a dramatic and permanent vulnerability, meaning that any disruption - be it for technical or political reasons - to access to these infrastructures can immediately block tremendous parts of EU IT systems, hence massively disrupt the EU's economy and society.
    

    Technical recommendations

    Support AI for cybersecurity and trustability, and to fight influence campaigns

    AI should be used to fight cyberattacks and fight influence campaigns. Indeed, since the latter are increasingly AI-powered, which provide them with unprecedented efficiency, AI is essential to counter this problem.

    Promote AI-powered cybersecurity to counter AI-driven attacks

    AI and machine learning (ML) methods are essential for modern cybersecurity, particularly to counter increasingly complex and, above all, automated attacks. AI techniques currently make it possible to massively automate simple cyberattacks, and are already helpful for attackers to build elaborate attacks faster; they are likely to be able to fully automate much more evolved attacks in a very near future. As CrowdStrike 2026 Global Threat Report [Crowdstrike-GTR2026] states, in a foreword titled "The Age of the AI Adversary Begins": "In 2025, AI-enabled adversaries increased attacks by 89% year-over-year."

    Consequently,
      AI should also be used as a way to massively automate cyber defences, to cope with the soaring rate of cyberattacks. AI techniques such as deep learning and anomaly detection can substantially improve threat detection and incident response compared with traditional rule-based systems, enabling real-time analysis of massive data streams and earlier identification of previously unseen attack patterns [Nachaat2025]. ML and deep learning models can detect malware, intrusion attempts, and other threats with higher accuracy, adaptability, and automation, thus helping build scalable AI-enhanced cyber defences [Salem2024]. Reinforcement learning-based AI agents can also autonomously prioritize high-risk events without continuous human intervention, thus enabling automated threat hunting in modern network environments like 5G [Alnfiai2025].
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    Develop AI tools to detect and mitigate disinformation / influence campaigns

    As in the case of AI-aided cyberattacks, AI-aided disinformation and influence campaigns are increasing fast. As [Paredes2025] found, "The quantity of AI-generated articles has surpassed the quantity of human-written articles being published on the web. ". Although these are by far not all disinformation articles, this illustrates the potential for fake news creation. It is thus crucial to
      develop automated AI-based techniques and tools to fight these AI-aided disinformation / influence campaigns.
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    This has become an active area of research in the domains of computer science and information retrieval, with tremendous potential. [Pittman2025] meta-analysis showed that ML-based disinformation detection techniques such as transformer-based classifiers, recurrent networks, and hybrid architectures can achieve high effectiveness (often with >80 % accuracy), in spite of variations depending on data domains. Graph-based and neural network-based models for misinformation / disinformation detection have also been surveyed in [Phan2023], which outlines methods that leverage structural patterns in social networks and content semantics to effectively differentiate real from false information.
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    Secure AI systems against cyberattacks and malicious influence

    AI systems themselves are also vulnerable to specific AI-targeted attacks, especially adversarial attacks (evasion, poisoning) that can change a model's behaviour or leak private information. However, attacks during the training and inference phases (such as training-time poisoning and inference-time evasion) can be countered by
      appropriate defensive strategies, including adversarial training, input sanitization, and reactive model patching [Qiao2026]. The fact that adversarial ML is a well-known attack surface makes it even more important to add existing robustness measures like defensive distillation and robust optimisation at many points in the AI lifecycle, and to develop new ones.
    

    While LLM are becoming widely used, they have shown vulnerability to prompt-injection attacks. Current mitigation strategies typically include input and output filtering, anomaly detection, and layered architectures such as frameworks that combine semantic validation and security filters to reduce attack success rates.

    However, solutions that are not embedded inside the LLM itself but sit outside it - like external "walls" - have been shown to be easily circumventable. Infamous examples including prompts like "tell me how
      not to make a bomb" instead of "show me how to make bomb", or the use of pictures instead of words, or using white text over white background trick [Tziakouris2026], have been shown to easily circumvent outer defences.
    

    This is why it is crucial that this kind of security is embedded inside the model itself. Addressing this challenge calls for requires and
      new research directions and multi-layered inner defenses. Emerging approaches also explore
      cryptographic or architectural solutions, such as signed prompts or mechanisms that explicitly separate trusted instructions from external data.
    

    More broadly, improving AI trustworthiness will require
      secure AI system design, standardized evaluation benchmarks, and formal verification methods capable of assessing the robustness of AI models against various kinds of adversarial manipulation.
    

    Reinforce IT supply-chain security (software and hardware)

    To reinforce the trustability of the NCP, securing the IT supply chain — spanning from software components and build processes to package-distribution infrastructures — should be a technical priority. Supply chains are complex and offer many paths to attacks [Soeiro2025]. They represent a critical attack surface because vulnerabilities or malicious components introduced at any stage can propagate widely downstream, with correspondingly wide impact, thus threatening integrity across application domains. Studies show that complex, and often opaque, dependencies and distributed package ecosystems broaden the attack surface and make defences challenging [Williams2025].

    Robust identification and high-quality SBOMs for tracking and integrity verification of software components

    To do this, it is first necessary
      to improve identification, tracking, and integrity verification of software components. High-quality software bills of materials (SBOMs), produced by formally defined and solid software-composition analysis (SCA) tools should be broadly adopted. Indeed, SBOMs enumerate all the direct and transitive components used to build a software artefact, enabling the mapping of potential risks and a fast response when vulnerabilities are disclosed. SBOMs are a key enabler for software supply-chain transparency, vulnerability management and risk assessment (in compliance e.g. with the Cyber Resilience Act), and integrity assurance. However, challenges remain in their generation, tooling, and trustworthiness, since various tools currently provide varying answers, hence the need to support quick and effective research in this domain.
    

    These SBOMs should be based on
      intrinsic, tamper-resistant software identifiers such as the Software Hash IDentifiers (SWHID). Indeed, the latter — which are content-derived and unforgeable hash identifiers standardized as ISO/IEC 18670:2025 [SWHID] — provide precise, unambiguous references to software artefacts independent of external registries or naming conventions [Barais2025]. For SBOMs, these will help prevent the confusion that is currently caused by mutable names or version labels, and will support long-term reproducibility and traceability.  SBOM formats should also be standardized to support intrinsic identifiers and to make tools interoperable, ensuring that SBOM-generation tools integrate with build systems and package managers to produce accurate data.
    

    Secure package managers

    A second necessary step is to promote research on
      secure package managers, because package managers — tools that automate the retrieval, installation, and update of software libraries and dependencies — represent
      critical supply-chain attack vectors themselves, ones which influence virtually all modern software ecosystems and developer workflows. Indeed, adversaries have exploited features of package managers, such as naming ambiguities, unverified metadata, code execution capabilities, and weak distribution integrity, to distribute malicious code widely. Although not all package managers are equally insecure, empirical evidence of vulnerabilities in package ecosystems (npm, PyPI, Cargo, RubyGems, etc.) shows that attackers can abuse community repositories to spread malware through widely used libraries. Thousands of vulnerabilities linked to dependencies across ecosystems exist, and package managers themselves can be abused to distribute malicious artifacts at scale if security controls are not inherent to their design [Duan2021] [GermánMárquez2024].
    

    It is thus crucial to secure these package managers, through cryptographic assurances for package distribution (e.g. signed metadata, secure registries, verifiable update channels) to ensure that artefacts actually originate from trusted maintainers and cannot be tampered with, built-in security semantics to defend against dependency attacks (e.g. version ambiguity, namespace confusion), while minimizing friction for developers and users by balancing strong integrity guarantees with practical workflows, so as to decrease the likelihood that developers bypass safeguards.

    Promote research on software repository source-code sanitation methods and tools

    At the very base of any software supply chain is source code. The reliance on open-source software (OSS) is great for reuse, hence time to market, lowering costs, etc. But from a security point of view, it implies relying on code written and (possibly) reviewed by other parties. Which sometimes means relying on a component that has vulnerabilities, or even in some case malicious code, hidden in it. Given the sheer amount of source code and components, and the complexity of modern repositories in OSS, this results into a
      huge number of vulnerabilities in source code overall. Managing them is extremely challenging due to the scale of the issue.
    

    Automated techniques such as static application security testing (SAST) and software-composition analysis (SCA) are widely used
      to detect known vulnerabilities, with static analysis alone capable of identifying a number of these. These known vulnerabilities come from
      vulnerability databases maintained by institutional frameworks, such as the EU Vulnerability Database (EUVD) maintained by ENISA [ENISA-EUVD], or the National Vulnerability Database (NVD) maintained by the US National Institute of Standards and Technology (NIST) [NIST-NVD]. However, current approaches remain insufficient. Identifying vulnerabilities is not always easy, and
      identifying vulnerability fixes (or patches), i.e. vulnerability-fixing commits in large repositories, is still a complex and labour-intensive task, which motivated the development of machine-learning-based AI techniques and tools [Nguyen2022] [Dunlap2024] [Su2026] that improve detection and / or fix accuracy and reduce manual effort. However, a significant number of vulnerabilities lack explicit links to fixes / patches, thus significantly complicating automated remediation pipelines.
    

    This gap directly motivates research on
      automated software repair, where techniques aim to generate patches automatically. However, although automatic program repair is feasible, it is still limited in robustness and generality. It is thus
      crucial that the EU support advancing end-to-end automated repository sanitization, combining reliable vulnerability detection with scalable, trustworthy automatic patch generation. Achieving this requires further research combining classical code-analysis approaches, as well as new, AI-powered approaches, possibly requiring progress in explainable AI for code.
    

    Ingrain trustability into the fabric of the NCP

    Cybersecurity is necessary to ingrain trustability into the very fabric of the NPC, taking into account its specificities.

    Promote lightweight yet robust authentication mechanisms for the NCP services

    In the context of the NCP, authentication mechanisms become even more crucial, given the intrinsically distributed nature of the NCP, with many components and services interacting in  a large-scale distributed infrastructure. Such authentication mechanisms must balance
      strong security guarantees with operational efficiency, particularly when services must authenticate frequently or operate under constrained computational or network conditions. This challenge is well known in distributed systems and network security, where heavy cryptographic protocols can introduce performance bottlenecks and scalability limitations.
    

    It is thus crucial to have
      lightweight authentication protocols, with carefully designed cryptographic mechanisms that can provide strong security properties (mutual authentication, replay protection, resistance to impersonation attacks) while minimizing computational overhead.
    

    Paths to solutions already exist in this domain [Kumar2022], especially in the context of IoT (internet of things) and distributed services — where resource constraints and scalability are key concerns — for which research on authentication protocols demonstrates that lightweight protocols based e.g. on hash functions, symmetric cryptography, or elliptic-curve primitives can provide strong security guarantees with low overhead [Alsheavi2025]. Other novel approaches exist, such as photonic physical unclonable functions (PUFs) as the hardware root of trust [NEUROPULS2024].

    The very high number of components and services interconnected in the NCP, the fine-level of granularity and high-frequency of interactions it will require for authentication will make the performance aspects even more crucial. This thus calls for even more lightweight, yet robust and secure, authentication mechanisms to be researched and developed.

    Secure inter-service communications in the NCP

    In distributed service architectures such as the NCP,
      secure communication between services is critical to ensure confidentiality, integrity, and authenticity of exchanged data. This is even truer in microservice architectures, due to the very high number and high frequency of communications they imply, which often represent a major attack surface if not adequately protected.
    

    Modern distributed infrastructures commonly rely on mutual TLS [mTLS] and strong service-to-service authentication to protect communications. Implementing end-to-end encryption and authenticated service identities significantly reduces risks such as man-in-the-middle attacks, lateral movement, and unauthorized access within service meshes. However, such systems can have scalability issues. Micro-payments are also both a likely feature and an enabler of the NCP, and will require adapted solutions [Tran-Truong2025] [Tan2025], possibly based on blockchains. Another promising advance is Fully Homomorphic Encryption (FHE), in which data is not only encrypted for communications, but also remains encrypted while being subject to computations [WP-FHE] [Micciancio2025] [Belfort].

    Exploit the NCP's distributed nature for resilience and degraded modes

    As a massively distributed system, the NCP inherently provide opportunities to easily improve
      fault tolerance and resilience, provided its architecture is designed accordingly, with redundancy, decentralization, and replication mechanisms. Replication and consensus protocols allow systems to maintain service availability even under partial failures or adversarial conditions. These techniques should be widely applied in the NCP to support
      graceful degradation, ensuring that essential services remain available even when parts of the infrastructure fail or are compromised, hence improving trust in the NCP.
    

    Policy recommendations

    Increase cybersecurity and EU sovereignty

    Cybersecurity and EU sovereignty must be developed together, as they mutually dependent and reinforce one another.

    Do not mandate backdoors or weaken encryption and defences

    Strong encryption is a fundamental building block of digital security and trust. Policies that mandate backdoors or intentionally weaken cryptographic systems undermine the integrity of widely deployed security mechanisms, and are bound one day or another to become known and used by malevolent actors, with potentially catastrophic results. Security vulnerabilities intentionally introduced into cryptographic systems cannot be limited to legitimate authorities. Security mechanisms cannot realistically distinguish between "legitimate" and malicious exploiters once a technical weakness exists in a widely deployed system.
      Once such weaknesses exist, adversaries — including cybercriminals and state attackers — can exploit them as well.
    

    This has been known, explained and stressed for a very long time, yet proposals to weaken our very defenses keep rising from time to time. It is thus worth restating again and again.

    A landmark analysis [Abelson2015] explains why proposals to introduce exceptional access mechanisms into encrypted systems pose major technical risks. Creating such mechanisms would significantly increase system complexity and introduce vulnerabilities that could be exploited by attackers, while also weakening the security of billions of users. The broader cryptographic community has consistently reached similar conclusions. Cryptographic backdoors would likely introduce systemic vulnerabilities. Even small weaknesses can be exploited at scale since attackers frequently exploit misconfigurations or weaknesses in deployed security protocols to compromise large numbers of systems.

    The EU should thus neither mandate backdoors nor weaken encryption and defences. Strong encryption is a fundamental building block of digital security and trust for EU.

    Develop and promote EU-based public key infrastructures (PKI) and certificate authorities (CAs)

    Public key infrastructure (PKI) forms the backbone of secure communications on the internet by enabling authentication, encryption, and digital signatures. However, the global trust model of PKI currently relies on a limited set of certificate authorities (CAs) whose root certificates are embedded in operating systems and browsers. Compromise, or misbehaviour or simply shutdown of a trusted CA, possibly under political constraint by a state, can thus undermine the security of large portions of the internet.

    Reliance on non-EU certificate authorities or cryptographic trust anchors thus represents a strategic vulnerability for EU. Geopolitical or regulatory changes could massively disrupt access to digital services, by immediately affecting the availability of secure communications and authentication.

    Developing
      EU-based PKI infrastructures and certificate authorities is thus necessary to strengthen EU control over trust sources, and will therefore contribute to EU strategic autonomy, resilience, and sovereignty.
    

    Secure critical open-source components as a European common good

    As explained above in the section related to securing the software supply chain, modern software systems rely heavily on
      open-source components, many of which constitute critical infrastructure used across governments, industries, and research institutions. A limited number of these components are used very widely, thus creating potential systemic risks if vulnerabilities or compromised.
    

    Recognizing this systemic importance, the EU could consider such components as European critical common goods, and thus develop
      EU-based efforts to secure them and ensure they remain accessible through EU-based supply chains and infrastructures.
    

    Mandate verifiability of non-EU hardware and software components

    Modern IT systems rely on complex supply chains involving components produced across multiple countries. Ensuring the
      verifiability and integrity of hardware and software components is therefore critical to protect critical infrastructures. However, it is very difficult to verify the trustworthiness of such components integrated into complex systems.
    

    Hardware Trojans or other malicious modifications can be introduced at manufacturing or design stages. Malicious modifications in integrated circuits can compromise whole system integrity and remain extremely difficult to detect without systematic verification methods. Similarly, software supply chain attacks have increased significantly in recent years, demonstrating how compromised dependencies affect thousands of downstream systems.

    Thus, mandating
      verifiability, transparency, and auditing mechanisms for externally sourced hardware and software components can help mitigate such risks.
    

    Increase cybersecurity (and AI) skills and awareness

    Cybersecurity can only thrive with a sufficiently large workforce skilled in cybersecurity (and AI), and with cybersecurity awareness in the general population.

    Increase European cybersecurity workforce capacity, expanding cybersecurity education to train more specialists

    A widely recognized challenge for cybersecurity, highlighted in previous HiPEAC Visions, is the
      global shortage of qualified cybersecurity professionals, which directly affects the ability of governments and organizations to prevent, detect, and respond to cyber threats. [ISC2-2025] stresses that
      the need for critical skills can be more important than the need for more people. Overall, the two effects combine, with "
      Skills and staff shortages […] raising cybersecurity risk levels and challenging business resilience" [ISC2-2025].
    

    Within Europe, ENISA has long highlighted the growing - unmet - demand for cybersecurity professionals, as digital transformation accelerates and regulatory frameworks such as the NIS Directive and NIS2 Directive require organizations to strengthen their cybersecurity capabilities.

    Increasing the European cybersecurity workforce capacity therefore requires efforts to expand cybersecurity specialists' education programmes and cybersecurity teaching capacities. More cybersecurity teachers will result in more cybersecurity specialists. Cybersecurity training programmes must include workforce training initiatives and incentives to attract talent - both young students and seasoned IT professionals who are not cybersecurity specialists yet - into cybersecurity careers. Training must combine theoretical knowledge with practical skills such as secure coding, threat analysis, and security operations. Hands-on learning environments are crucial, including cyber-ranges and realistic training exercises, which allow students to develop operational skills required in real-world scenarios. Finally,
      training must address the skills needed today and tomorrow, including mastering AI and the use of AI in cybersecurity, to fulfil the first technical recommendation in this chapter:
      "Promote AI-powered cybersecurity to counter AI-driven attacks".
    

    Raise population-wide awareness of basic cybersecurity practices

    In addition to training specialists, improving cybersecurity requires raising
      basic security awareness among the general population. Many cyber incidents exploit human behaviour rather than technical vulnerabilities. For example, phishing attacks often exploit a lack of awareness of basic security practices such as verifying links, recognizing suspicious emails, or using strong authentication methods.
    

    User education and awareness campaigns can thus significantly reduce vulnerability to such attacks. Raising EU population-wide cybersecurity awareness will strengthen EU societal resilience by reducing the overall attack surface available to malicious actors.
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    Recommendations for open source

    Maximize impact with European-led open source platforms

    Open source platforms are a catalyst for collaboration: organizations can focus on building their products and services on top of existing platforms, rather than rewriting software from scratch and duplicating effort. Europe should pool its talents to co-develop industrial-grade, European-led platforms in open source as they have the potential to accelerate standardization and drive adoption.

    The European Union (EU)'s robust research funding ecosystem presents an opportunity to maximize the impact of open source innovation if we embrace longer-term support. Too often, research efforts restart from scratch, and unintentionally result in "abandonware", software that falls out of use when research grants expire. Public funding could be leveraged to reinforce collaboration around open source platforms if organizations are incentivized to extend existing platforms and if funding for new platforms is extended beyond the standard grant cycle to support projects to the point that they are sustainable, which usually requires five to six years.

    Additionally, establishing a European sovereign technology fund could help support existing platforms, promote an "upstream first" collaborative culture, and empower communities to sustainably secure the critical digital infrastructure we all rely on.

    Establish sovereign infrastructure for the software supply chain

    Real digital autonomy requires immediate action to ensure that Europe has freedom of action regarding the software dependencies we rely upon. The current landscape features a critical vulnerability: package repositories and registries are all hosted and legally controlled outside of Europe - specifically, in the United States (US). Every time we build software in Java, JavaScript, Python, Rust, …, we download components from the respective package registries hosted in the US.

    The risk is that if those registries were to become inaccessible, EU software would stop working. Establishing fully mirrored, European-hosted infrastructure for critical dependencies is a necessary step to mitigate geopolitical risks, export controls, and unilateral technology withdrawals. This sovereign infrastructure should be treated as a public utility, funded and maintained to ensure uninterrupted access to the building blocks of the modern digital economy.

    Mandate open source application programming interfaces (APIs) for end-of-life consumer electronics

    To combat e-waste and programmed obsolescence, regulators should mandate that consumer electronics manufacturers open source device APIs and technical documentation at product end-of-life (EOL). When proprietary cloud servers shut down, this requirement ensures devices can still be controlled locally rather than becoming useless. By empowering open source communities to maintain these abandoned systems, functional hardware gains a virtually indefinite second life. Ultimately, this protects consumer investments and leverages open source development to drastically reduce the environmental impact of digital products.

    Bridge the gap between open source software and open source hardware

    While open source software has a reproduction cost of zero, open source hardware faces huge capital expenditures for manufacturing. To support European semiconductor sovereignty, investment should support the creation of mature industry-grade RISC-V based designs, and beyond that, to secure open, end-to-end toolchains from electronic design automation (EDA) design to physical silicon.

    Leverage open source to ensure digital sovereignty in the age of artificial intelligence (AI)

    To ensure true digital sovereignty and prevent "open-washing", policymakers should endorse the Open Source Initiative's (OSI) Open Source AI Definition (OSAID). This requires that AI systems marketed as "open source" go beyond publishing "open weights" by mandating full transparency in training code, and detailed information regarding training data sources and preparation methods. Establishing this rigorous approach ensures that developers can genuinely use, study and modify these AI systems.

    Furthermore, strategic initiatives should support the deployment of AI agents specifically designed to maintain, secure, and manage the growing influx of code contributions within the foundational open source ecosystems that power the AI revolution.

    Background: Open source as an enabler in a software-defined reality

    Fifteen years after venture capitalist Marc Andreessen announced that "software (was) eating the world" [Andreessen], software defines everything: cloud infrastructures, edge and internet-of-things (IoT) systems, automotive, energy grids, healthcare platforms, industrial automation, and even defence systems. In all these domains, the added value and the differentiation factors move decisively into software layers.

    In such a world, relying exclusively on closed, proprietary software stacks for critical functions becomes a strategic risk. Given the European context, HiPEAC advocates open source as the basis for "software defined everything", for the following reasons.

    Open source software is fundamental to ensuring transparency, adaptability, and long-term sustainability. It allows organizations to clearly understand how their core infrastructure operates, tailor systems to specific local requirements, and evolve them independently. With open source, governments and organizations have the "freedom of action" to retain control over critical digital assets, while still participating in global innovation ecosystems. It reduces dependencies on single vendors or jurisdictions, mitigating risks related to export controls, or unilateral technology withdrawal. In summary, open source enables sovereignty and collaboration, allowing international partners to co-develop, audit, and evolve shared digital infrastructures.

    Moreover, in today's geopolitical environment, where software supply-chain audits are an important part of cybersecurity (as noted in the cybersecurity chapter of this HiPEAC Vision), open source provides transparency and collective oversight. Open source enables building on components which can be fully audited, reducing dependency on opaque systems. Managed open source software, backed by strong open source governance supported by open source foundations, enables secure collaboration across partners while preserving control over deployment and security.

    Finally, with software-defined systems, open source can be an effective mechanism to enable interoperability across different vendors and sectors, enabling diverse ecosystems to seamlessly integrate rather than working in silos. The advantage of open source over open standards for interoperability is that with running code, integrators can either directly use the available code, which is the best case, or test their own version against the open source available version. This is particularly relevant for large-scale systems such as in the cloud-edge continuum (essential for the next computing paradigm (NCP) set out in this HiPEAC Vision), data spaces or mobility.

    Licensing: The foundation of the open source ecosystem

    Open source licensing is built upon the "four freedoms" of free software introduced by Richard Stallman in 1984 [Freesoftware], which guarantee users the right to use, study, improve, and share software. This was later formalized for the broader industry in 1998 when the Open Source Initiative (OSI) published the Open Source Definition [OSD].

    Today, while a number of distinct licences exist, the ecosystem has consolidated around a smaller number of heavily utilized standard licences. This makes software compliance far easier, even when components are mixed in a piece of software following licence compatibility.

    Navigating this landscape can be complex, but excellent public resources are available. For instance, the European Commission has built a highly effective tool called the Joinup Licensing Assistant [Joinup], which helps developers, users, and policymakers easily find, compare, and understand the implications of various open source licences.

    The way organizations approach licensing in 2026 is vastly different from how it was done 25 years ago. Selecting a licence can be seen sometimes as a philosophical declaration, but most of the time it follows a strong business and adoption strategy.

    The current landscape can generally be understood through three main approaches:

    
      	Permissive licences (MIT, BSD, Apache License 2.0): These are currently the most popular choices for new projects. They are widely favoured because they are universally accepted by the legal and compliance departments of large organizations, thus making it easier for developers when they want to use a project under such a licence. By imposing minimal restrictions, they ensure that projects can be easily adopted, modified, and integrated into different types of organizations, including proprietary commercial products, without friction.
      

      	Strong copyleft (GPL and AGPL): The role of strict copyleft has shifted over the years. The GPL is used within a few established, powerful ecosystems like Linux and OpenJDK. It is also strategically utilized by governments and public-interest advocates to guarantee the principle of "public money, public code" [PublicCode], ensuring that taxpayer-funded software remains a permanent public asset by requiring any future modifications to be shared back with the community. Similarly, some large community-driven projects may rely on strong copyleft licences to actively shield their collaborative labour from corporate capture. Meanwhile, with the development of SaaS products, the AGPL has found a niche among vendors building open source products. These companies frequently use the AGPL to prevent cloud providers from offering their software as a service without contributing back, while most of the time offering a dual-licensing model to enterprise clients as an alternative monetization strategy.
      

      	Weak copyleft (e.g., LGPL, EPL V2): For development teams who feel that permissive licences are too weak, but who still want to enable companies to integrate their project into products, "weak copyleft" licences serve as a pragmatic trade-off. Licences like the EPLV2 allow the open source components to be integrated into larger, non-open source products, but they strictly enforce the publication of any modifications made directly to those original open source files, thus incentivizing upstream contributions.
      

    

    In addition to those well-adopted licences, the European Union Public Licence (EUPL) is unique because it was created primarily from a public policy and legal interoperability standpoint, rather than emerging organically from a developer community. As such, it remains less famous globally than licences like the Apache Software License that was initially attached to the Apache web server. To promote the adoption of the EUPL, a highly effective strategy would be to adopt dual licensing: by combining the EUPL with more popular licences, projects can appeal to a broader developer base while making the EUPL known to those developers.

    The economics of open source: Platforms vs products

    To better understand the dynamics of open source ecosystems, it is important to differentiate clearly between open source platforms and open source products. The economic incentives, adoption patterns, and strategic viability differ fundamentally, creating distinct challenges and opportunities.

    The platform imperative

    Open source platforms are foundational, infrastructural technologies used by virtually everybody, constituting more than 80% of all applications and digital services. This is the pre-competitive space where industry players can collaborate between peers, creating an open, transparent, and vendor-neutral community of enterprises of all sizes and researchers, all the way down to individual developers or students.

    Technologies like Kubernetes in the cloud-orchestration space represent prime examples of such platforms. Eclipse Software Defined Vehicle (SDV), an initiative where representatives from the automotive industry are collaborating on digital transformation, demonstrates how such an approach can also apply to a specific vertical.

    These platforms typically serve as base components for various types of downstream products, ranging from pure software applications to deeply embedded systems. The primary economic incentives for contributing to such platforms are cost-sharing, shorter time-to-market, and interoperability.

    It is highly efficient for both large organizations and small enterprises to rely on open source platforms, rather than attempting to write a complex software system from scratch. Indeed, shared foundational components drastically lower the barrier to entry for small and medium-sized enterprises (SMEs) and startups, reduce industry-wide duplication of effort, and enable public and private actors to focus investment on unique technological differentiation rather than reinventing the wheel.

    The open source product dilemma

    The situation regarding open source products, understood as complete, deployable applications, is significantly more complex. Such products are either managed and commercialized primarily by a single vendor or considered as digital commons with strong support by governments.

    Government-led digital commons

    An interesting example of seeing governments investing in "digital commons" is happening across Europe, where a growing number of member states are taking active steps toward integrating open source productivity components to provide their public servants with their own productivity suite. France and Germany exemplify this trend, having developed platforms such as LaSuite [LaSuite] and openDesk [openDesk] to serve as sovereign alternatives to proprietary software suites. They are assembling proven open source solutions, such as secure messaging and document collaboration, to provide the services needed by their users.

    One strong requirement is that member states should align to make those alternatives interoperable. This could be reinforced at the European level through the Digital Commons European Digital Infrastructure Consortium (DC-EDIC), which should coordinate national projects from France, Germany, the Netherlands, and Italy and scale their national initiatives into a resilient European digital infrastructure.

    The open source single-vendor dilemma

    If we consider open source products supported by a single vendor, we have observed, in the last 10 years, a number of companies that achieved market success and widespread developer adoption thanks to an open source distribution model before eventually deciding to radically change their business and licensing models to maximize monetization. Noticeable examples include vendors such as Elastic, Redis, and MongoDB who have either abandoned their open source licences or switched to much more restrictive licences to adopt dual licensing approaches.

    This abrupt transition deeply fractured the developer community, and, in most cases, such moves resulted in the creation of a fork hosted by an open source foundation like Open Search and Valkey, for Elastic and Redis respectively.

    Despite these frictions, several European companies building efficient open source products like Nextcloud or Open-Xchange. Nextcloud [Nextcloud] represents the "fer de lance" (spearhead) of this sovereign European movement: the company has reached a significant size by working exclusively in open source and selling annual subscriptions to larger users as well as addressing smaller users with a network of partners.

    There is no one single open source business model

    The fact that Nextcloud has implemented a business model that works for them and is sustainable does not mean that there is a specific "open source business model", a business model that would guarantee an obvious path to revenue for open source companies.

    Many believe that replicating RedHat's business model, by providing enterprise-level support for an open source project, would be the best path. Unfortunately, rather than primarily providing support to Linux users, the RedHat business model, arguably, focuses mainly on managing the significant complexity of the Linux ecosystem. This was illustrated by their "Tried, Tested, Trusted" campaign: the Linux ecosystem represents >50000 packages; Fedora, the free distribution led by RedHat, integrates >5000 packages, and RHEL, RedHat Enterprise Linux, provides >1500 packages that are heavily curated, tested, and packaged, and come with round-the-clock enterprise support, security updates, etc.

    More generally, open source experts claim that there is no open source business model [NoBusinessModel] and position open source as a development and collaboration model, rather than a monetization strategy. Open source is indeed a highly effective methodology for decentralization, providing the legal and technical framework for organizations and individuals to pool resources, co-create running code, and solve shared problems without duplicating efforts. But when it comes to business models, each company has to build their successful business models on top of or around open source projects. Their value proposition can leverage packaging software products, integrating open source software in a "product", from a simple IoT gadget to a car, or offering services in different forms like support, expertise, training, or hosting.

    Three strategic approaches to open source

    As discussed in the previous section, there are many different approaches to open source, depending on the kind of organization, their positioning in the software value chain, and their goals. Below are three distinct operational models that are particularly powerful.

    Industry collaboration to build pre-competitive platforms.

    Industry players collaborate on pre-competitive platforms that support their shared requirements. By
      pooling resources rather than operating in silos,
      companies save massive amounts of money. In domains like automotive (see Eclipse SDV), this is directly helping European actors
      accelerate their digital transformation. Beyond this acceleration, positive externalities include fostering innovation, lowering barrier to entry for SMEs, and showing global technological leadership.
    

    Universities accelerate take-up

    Through open source, researchers can increase industry adoption of their results in three ways:

    
      	they can
        collaborate with large organizations that have mastered the art of using open source software;
      

      	they can
        collaborate with fellow researchers around an open source research platform; and
      

      	they can
        enable collaboration via a
        potential spin-off.
      

    

    In each case, open source facilitates the collaboration on software artefacts without hindering the capability to maintaining close ties between their labs and their partners through contracts intending to get access to unique skills, or to license non-open source assets.

    However, current project-based research funding incentivises the launch of new initiatives over contributing to an existing platform. This sometimes results in
      "abandonware": software projects dumped as open source onto public repositories to satisfy commitments in a grant agreement. To fix this we should
      incentivise contributions to existing platforms, invite researchers to
      embrace and extend existing ecosystems rather than reinventing the wheel, and support the
      evolution and maintenance of established open source platforms through specific funding instruments.
    

    Government supporting digital commons

    As illustrated before, governments can fund digital commons released as open source digital public goods. This can be well adapted to initiatives that intend to provide foundational software for the citizens or public servants. However, the primary strategic risk is the naive expectation that a developer community will magically jump to support these commons. Creating a community requires considerable maturity from an open source project: the project must be usable and useful, and requires significant time and effort until the network effect starts playing a role in driving adoption and supporting sustainability. Governments should take this into account and
      plan to sustain these open source digital commons in the long run, retaining the capability internally or externally to maintain and promote them.
    

    Digital sovereignty and open source supply-chain control

    Open source fundamentally moves the needle away from negotiating restrictive commercial agreements with foreign software vendors and towards developing the technical skills to run, maintain and independently modify the software. The secret power of open source when it comes to digital sovereignty is the ability to "fork" a project, taking a complete copy of the source code and developing it independently, in the event that the geopolitical situation requires this, or if a dominant vendor introduces hostile, extractive licensing changes.

    However, exercising this sovereign capability requires a strong commitment to addressing a few systemic risks. The most important one is certainly the severe geographical centralization of code hosting and software distribution. Most critical open source projects are hosted outside of Europe, and almost all foundational package repositories are hosted and legally domiciled in the United States (US) [DependencyLayer].

    [image: image_1]
    

    When people have in mind the concept of a "kill-switch", they often think that a foreign service provider could be instructed to stop providing their services in Europe. But the fact that literally all software built in Europe relies on components pulled from foreign-hosted infrastructure is an oversight. There are potential scenarios where European industry could rapidly lose access to the daily updates, critical security patches, and raw code libraries critical to build and maintain modern software.

    Real, actionable digital sovereignty, therefore, would likely require immediate, significant initiatives to ensure that Europe has absolute freedom of action regarding all the software dependencies the bloc relies upon. This includes funding and maintaining high-availability European mirrors of the main package repositories. (A discussion of these issues can also be found in the article "Europe's need for digital essentials, individual sovereignty and consumer protection" in the HiPEAC Vision 2023.)
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    Open source as an enabler of sustainability

    Beyond fostering industry collaboration, building solid software architecture and resilience to geopolitical shifts, open source can also play a role in empowering consumers as an enabler of sustainability. Specifically, open source is part of the solution against the ecologically devastating practice of programmed obsolescence.

    As the most effective way to reduce the overall environmental impact of consumer information technology (IT) systems is to extend their operational lifespan, open source enables a community of users and developers to take over the maintenance and operation of a hardware product when this product is formally abandoned by its original producer, or if the producing company goes bankrupt.

    In some cases, perfectly capable physical hardware is instantly transformed into useless plastic bricks, forcing the artificial obsolescence of functional devices, and requiring consumers to purchase replacements to maintain the functionality they originally purchased. However, this is not inevitable. An illuminating contrast in corporate behaviour perfectly highlights this dynamic.

    Google has faced significant controversy [Nest] for deciding to retire older Nest smart-home hardware. By unilaterally shutting down the proprietary cloud servers and APIs required for the devices to function, their smart thermostat was instantly transformed into a simple, non-connected thermostat.

    In contrast, the audio manufacturer Bose took an entirely different approach towards their ageing SoundTouch home theatre smart speakers [Bose]. Recognizing that they could no longer sustain the proprietary cloud infrastructure powering the decade-old product line, Bose actively chose to prevent their hardware from becoming unnecessary e-waste. Ahead of the final end of life (EOL) date, Bose officially published and fully open sourced the SoundTouch Web API documentation, allowing the devices to be fully controlled via local area networks without any reliance on external internet servers. This responsible corporate action triggered a massive influx of open source repositories and community-driven integrations. It allowed developers to seamlessly integrate the ageing speakers into local smart home orchestrators like Home Assistant, writing custom Python libraries to maintain full control over playback, volume, and multi-room grouping.

    By opening the technical specifications, Bose enabled the community to recreate cloud features locally, giving the hardware a functional, virtually indefinite second life. This protected consumer investments and drastically reduced unnecessary embodied emissions. This model proves that open sourcing device APIs at the end of a product's commercial lifecycle is a highly effective sustainability measure that should strongly be considered as a mandated regulatory standard for consumer electronics across the European Union.

    Bridging the gap between open source software and open source hardware

    Despite noticeable momentum, the operational dynamics of open source hardware differs fundamentally from open source software. While software reproduction costs are close to zero, transitioning from digital logic to manufacturing physical silicon chips is exceptionally expensive. A single logic bug discovered post-fabrication requires a physical "re-spin" that can cost millions of euros and delay projects by months. These differences demand that open source hardware is built differently from open source software. While software can be immediately tested in real conditions, open source hardware design must endure robust verifications and simulation phases before production of the first chip can start, a process in itself that can span several months.

    Expanding European Leadership in RISC-V

    The strategic push for European digital sovereignty extends beyond software into the complex realm of hardware. Europe is building a robust open source hardware ecosystem, driven by the rise of the RISC-V open standard instruction set architecture (ISA). Supported by prominent researchers and heavily backed by the European Commission with projects like TRISTAN, Isolde, Rigoletto, and Turandot, as well as the European Processor Initiative (EPI), EUPILOT, eProcessor, and DARE in the high-performance computing space, this ecosystem is rapidly advancing through highly capitalized initiatives. Thanks to these initiatives, open source hardware projects like CVA2 and CVA6 are reaching higher technology readiness levels (TRLs), as they benefit from dedicated resources committed to verification activities.

    This results in industry-grade open source cores, hosted by the OpenHW Foundation, under the auspices of the Eclipse Foundation AISBL, based in Europe - for example, those made available as part of the European Unified RISC-V IP Access Platform spearheaded by TRISTAN. Such RISC-V cores provide designers with a reliable starting point to build sovereign silicon. As part of these projects, the European ecosystem is committed to demonstrate how such cores can be used in automotive use cases, and to provide an end-to-end open source solution from silicon to automotive middleware.

    In this domain, Europe demonstrates that adequate funding, mixed with a strategic open source approach, can support industry by providing technology building blocks that save considerable time and money as organisations move from an idea to a finished product. However, it should be noted that a component like CVA6 is still a low-level component, and is insufficient on its own to produce processors; it is necessary to integrate a few cores with additional intellectual property blocks (IPs) to build a central processing unit (CPU) that can run Linux. In addition to continuing to build such components, it is important to incentivize industry players to create larger open source hardware systems.

    From open source hardware design to producing chips

    To enable the shift from design to testing production, the next practical step is to work in collaboration with leaders of such open source chip designs and production facilities. The entire toolchain should be made available, including encouraging European fabs to open their process development kit (PDK) so that it is easier to process and prepare for actual production of chips in European production facilities.

    This collaborative approach will help ensure that Europe has the skills, and the intellectual property to support and shield its industries from the side effects of geopolitical or trade issues. This is easily illustrated by the late 2025 incident with Nexperia [Nexperia] when a dispute between Nexperia's Chinese subsidiary and the Dutch parent company, initially triggered by Dutch government intervention, severely disrupted the global automotive supply chain that relies on their components. European carmakers are now warning of critical supply shocks, with several manufacturers forced to slow down vehicle production, highlighting the vulnerability of global automakers to the growing regionalization of the semiconductor industry driven by geopolitical tensions and technology restrictions.

    The case for open source EDA tools

    EDA tools are the complex suite of applications required to design, simulate, and verify integrated circuits before fabrication. Currently, open source EDA toolchains suffer from technology limitations and lack the "correct-by-construction" reliability needed for leading-edge, industrial tape-outs. To achieve true semiconductor sovereignty, Europe should strategically invest not only on open processor designs, but also in maturing open source EDA toolchains to bridge the gap with the oligopoly of design tools, the majority of which are from US actors.

    EU procurement also has a role to play in promoting open and diverse hardware in European computing infrastructures. For example, in an open letter [ADRA], ADRA (the European AI Robotics Association) called for the EU's AI Gigafactory initiative to ensure that diverse hardware, including designed-in-Europe chips, can be used in future AI Gigafactories.

    ADRA warns that proprietary toolchains, networking monopolies and optimization layers result in vendor lock-in. Their proposal calls for a "resilience" scoring module in the evaluation of bids, which should favour:

    
      	support for non-proprietary standards such as ONNX, OpenXLA, and SYCL as the baseline for interoperability;

      	the inclusion of open networking as a criteria for evaluation; and

      	bids that include local European partners and onshore supply chains.

    

    The AI frontier: Sovereignty in the age of agents

    AI builds on a strong open source heritage

    The current AI revolution is deeply rooted in open source frameworks. Technologies with a strong European heritage, such as ScikitLearn [Scikit], alongside ecosystems like PyTorch and Python, form the foundation of modern machine learning. We are now witnessing a powerful compounding effect: new projects like OpenClaw [OpenClaw-OpenAI] are being rapidly co-developed with AI assistance, then released as open source to leverage frictionless, global adoption.

    It is interesting to observe that the development of AI infrastructure and tools functions much like traditional open source software projects.

    AI LLMs, specifically those focused on coding, are already having an influence on the development cycle of open source projects, as they drastically reduce the time required to build new tools. Moreover, AI also reduces the cost of contributing to open source - to the point that maintainers are drowning under the amount of low-quality AI-powered contributions they receive for their project. On the bright side, the best AI models in terms of coding are now used to detect security issues in open source projects [ClaudeCodeSecurity] (see the cybersecurity chapter in this HiPEAC Vision for a detailed discussion of AI-powered vulnerability detection and cyber defence).

    Extending these trends, we can see how AI agents could become the "magic community" that helps maintain open source projects, if developers can keep up with the increasing flow of AI driven contributions. AI agents could also enable companies to create private forks of projects, corresponding to slight customization that may not seem useful to the larger community.

    What is open source AI?

    Although the tooling components of AI - which are regular software - are published as open source, this is a bit different for models. Target the widest possible adoption, many models are published as open weights, under an open source licence, enabling free usage. One noticeable exception is Llama: despite being advertised as "open source" by Meta, it was never published under a licence that complies with the open source definition as set out by the Open Source Initiative (OSI) [Meta-License].

    Beyond the open source definition that applies only to software, since 2023 the Open Source Initiative has worked intensively on what it means for an AI system to be open source, starting from the initial principles that users should be able to run a system without restriction, to study it, to modify it, and to share it, to be able to call it open source. This resulted in the publication of the Open Source AI Definition v1.0, which describes the different aspects of an AI system: the code to train and execute the model, the training data, as well as the code and instructions to prepare the training data. The OSAID expects that all software be open source, but for the training data, following a long investigation around copyright considerations for AI data sets, the OSAID requires only the publication of data information, which is the list of data sources, and how the different pieces of data are selected and prepared before training. As AI is evolving fast, and as the understanding of the open source community is maturing, the OSAID definition will continue to evolve in collaboration with the community.

    Reflections on OpenClaw and digital sovereignty

    The recent trajectory of OpenClaw, a highly successful AI agent, is exemplary of the articulation of open source and AI ecosystems. The project was authored with help from AI code generation by an independent Austrian developer and released as open source. After achieving viral global adoption, the project's creator was hired by OpenAI to lead their personal agents division. While accompanying press releases [OpenClaw] promised that OpenClaw would transition into a foundation and still be sponsored by OpenAI, this case highlights the scenario where dominant tech companies can simply absorb top talent through massive financial incentives and therefore de facto take control of the code.

    To ensure the critical technology automating our future remains genuinely independent and transparent, Europe must proactively fund and protect sovereign digital commons, independent foundations, and individual researchers to preserve a truly open AI ecosystem.
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    Recommendations for information technology (IT) sustainability

    Use validated life-cycle models for computing

    Making informed decisions on the environmental impact of IT requires solid data about the impact of products and services. This data is based on a life-cycle assessment (LCA).

    An LCA starts with defining the system boundaries (which emissions are included), makes assumptions (a device is used for
      x years), and is based on the actual emissions of the components of a system (for example, running a virtual machine in the United States (US) will cause more emissions than running the same virtual machine in France where the carbon intensity of the grid is lower). Every individual product or service comes with its own environmental footprint data.
    

    
      	The computing-systems community should be encouraged to carry out an LCA on all the products and services it produces. The LCA should take into account embodied emissions, end-of-life emissions, operational emissions, and if possible, indirect emissions (rebound and enablement).

      	This information should be included in a digital product passport (DPP) containing information about the environmental impact, comparable with the nutritional information on pre-packaged food products or power-efficiency information on household appliances.

    

    Promote sustainability-focused design methodologies and business models

    Accurate life cycle models will help designers or AI-based design tools to make the most effective eco-design decisions. To be effective, design tools should automatically provide the environmental impact of the components and technologies used in the design, without placing the burden on the designer. Incorporating repairability, reusability, recyclability, and end-of-life processing considerations from the beginning of the product development process will also lower the environmental impact of the final design. LCA should be part of a standard design space exploration.

    Inevitably, reducing the environmental impact of a product will have an impact on companies' business models. Designing products that last longer will reduce sales of new products and hence lower the profitability of the company. This can only be mitigated by developing new business models, e.g. based on extra services: maintenance, repair, disposal, … up to completely replacing the ownership of hardware by a service contract. The goal should be to bring services to the market with the least environmental impact possible (which in practice means with the least amount of hardware, and the lowest power consumption).
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    Sustainability is a multi-faceted issue with many factors, including material use, water use, and energy, for example. In this chapter, the discussion focuses principally on the emissions relating to the information technology (IT) sector. Readers are encouraged to refer to the 'Rationale' of the HiPEAC Vision 2024 [RationaleHV2024]  for a detailed discussion of other aspects of sustainability. While the evidence base for this chapter has been revised and updated, given that implementing sustainability in computing is a long-term effort, the high-level recommendations are the same as those from the HiPEAC Vision 2025.
    

    Background

    Experts agree that the current global environmental footprint is too high for the carrying capacity of the planet, as illustrated by the yearly Earth Overshoot Day [EarthOvershoot]. In 2025, it was 24 July (Figure 1), which means that the world's population consumed everything the planet can biologically renew in one year in the space of seven months.

    Over the remaining five months, the population structurally depleted planetary biological resources. The European Union (EU) overshoot day was 29 April 2025, meaning that the EU used everything the EU could regenerate in one year in the space of four months; in other words, if the world population had the lifestyle of an average European citizen, the world's population would need three planets.
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    One can disagree on the root causes: overconsumption, overpopulation, inefficiency, … but not on the effects which are observable: climate change, loss of biodiversity, … If not mitigated, science predicts that there will be serious implications for the future generations; indeed, some of the effects of climate change are already being seen, with devastating effects (as documented in [Valencia2024Nature], for example).

    To bring the environmental footprint back within planetary boundaries, we would have to either go back to e.g. 1970 (smaller world population, less affluence), to adopt the lifestyle of Uruguay (overshoot day 17 December 2025), or find solutions (technical, societal) to reduce the current global environmental footprint by a factor of two.

    The fact that the environmental challenge is only one of the societal grand challenges (with others including the ageing population, scarcity of resources, technological disruption, (geo)political instability, …) means that it has to compete for attention and resources. In practice, governments are searching for a compromise between the triple bottom line: people, planet and profit, each represented by a political family: social democrats, green parties, and social liberals / centre right.

    The consequence is that sustainability has become a political compromise between protecting the planet, supporting economic growth, and keeping it affordable for the average citizen. Every country in the world is struggling with this compromise, and it makes the sustainability transition complex, unless the sustainability solution is also good for people (affordable), and for profit (good return on investment).

    What about climate change?

    The most important action humanity can take to slow down climate change is to reduce the emissions of greenhouse gases (GHGs). The most important ones are carbon dioxide (CO
      2) (caused by the burning of fossil fuels, deforestation, …), methane (caused by livestock, oil and gas extraction, …), nitrous oxide (caused by fertilizers, fossil fuels, industry, …) and fluorinated gases (caused by industrial processes, cooling, electronics manufacturing, …).
    

    CO
      2 has the highest contribution due to its volume, but the other gases are much more potent GHGs, and the electronics industry is a source of fluorinated gas emissions. To simplify the maths, the effects of all GHG emissions can be expressed as their equivalent in CO
      2 emissions, called CO
      2e. This is convenient but also misleading, in the sense that techniques to extract CO
      2 from the air, like planting trees, work for real CO
      2, but does not work for the CO
      2e that is caused by e.g. methane.
    

    In 2018, the Intergovernmental Panel on Climate Change (IPCC) [IPCC2018] concluded that, in order to remain within 1.5ºC of warming above pre-industrial levels, global emissions should be cut 45% by 2030, compared to 2010 levels, and the world should reach net zero by 2050.

    Unfortunately, despite all our efforts over the last 20 years, global GHG emissions are still increasing, albeit at a slower rate than 20 years ago; see Figure 2. With current commitments, the emissions in 2035 will hardly be lower than the emissions in 2020, and the gap between the path towards net zero emissions in 2050 is quickly widening. Continuation of the current policies will lead to a temperature increase of 2.5°C above pre-industrial levels, which will have a catastrophic impact on several planetary ecosystems.
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    One could draw the conclusion that all the efforts of the last 25 years did not have any impact, but the reality is more nuanced. Figure 3 shows that the emissions of Europe and the US are effectively shrinking, while the emissions of Asian countries are increasing. This is even more visible in the emissions per capita graph in Figure 4.
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    All the countries shown in this graph, which has data until 2024, are structurally reducing their emissions per capita except for China and India. One explanation for China's emissions is that China, the world's largest manufacturing economy, is the "factory of the world", and a substantial share of its emissions are embodied emissions for products sold outside China. This puts the reduction of Western countries into perspective too: part of the reduction is the result of their deindustrialization.

    Unfortunately, there is evidence that deindustrialization in Western countries sometimes leads to substitution by less sustainable production processes in another country [García-Alaminos2026]. The Carbon Border Adjustment Mechanism (in effect since 1 January 2026) is a tool to create a level playing field for EU companies when competing with global companies operating in countries with less stringent climate policies than those in place in the EU [CBAM].

    The most up-to-date data suggests that emissions are now stabilizing or falling in China (see Figure 7). India could today be at the point where China was in 1990 and will also increase its emissions as it becomes more affluent. The world should therefore not only work on technologies to reduce the emissions in the western countries, but also on technologies that slow down the growth of emissions in the developing countries (and on solutions that mitigate the effects of climate change).

    Given the fact that the world's population is still growing, it feels discouraging to work on the reduction of global emissions. To motivate people, it is therefore better to use the emissions per capita metric because (i) it is moving in the right direction, (ii) it is meaningful at a personal level, and (iii) there are concrete actions individuals can take to reduce their private emissions.

    Unfortunately, given the fact that emissions reductions so far have consisted mostly of low-hanging fruit, decarbonization won't be easier in 2035 than it was in 2025. Vaclav Smil [HowWeGotHere] argues that full decarbonization of the global economy over the next 25 years is unlikely because the world is built of concrete and steel, both of which require a huge amount of energy to produce, and for which there are currently no economically viable alternatives that can be scaled up to the required volume. In addition, industry needs the molecules of fossil fuels in the chemical industry to produce e.g. plastics and fertilizer, two other cornerstones of modern society.

    Furthermore, major industrial capital investments often have a time horizon of at least two decades. Hence, fossil fuel-based industrial facilities that are built today will still be in use in 2045. The conclusion is that, given that it took more than a century to build a fossil fuel-based industry, it is very unlikely that it can be reconverted into a fossil-fuel-free one in two decades, but that should not stop us from trying. We have to develop fossil-free alternatives, and the better they are, the faster the industry and society will adopt them. Now is the time to search for solutions.

    Direct vs. indirect emissions

    Obviously, the IT industry directly contributes to global GHG emissions. According to [WorldBank], the total emissions of the IT industry ranges between 1.7% and 4% depending on the system boundaries that are used. This is comparable to aviation (2-2.5%), shipping (3%) but less than e.g. cement (7-8%), steel (7-11%), transportation (17%), energy (30%), or food (25-30%). The total estimated emissions for the IT industry of about 1 Gt CO
      2e per year is huge, but certainly not the only or major source of climate change. This is also clear from Figure 3 where aviation and shipping are shown separately.
    

    Besides direct emissions, there are also the indirect emissions, i.e. either increased emissions or reduced emissions caused by IT-enabled processes. These emissions are often larger than the emissions of the IT device itself.

    Figure 4 shows that, in several countries, emissions per capita started dropping around 2000 following the first United Nations Climate Change Conference, which took place in Berlin in 1995. Since 2000, the global gross domestic product (GDP) per capita has grown 68%, while carbon emissions have (only) increased by 14%. In the European Union, GDP grew by 35%, while emissions dropped by 26% [OurWorldInData], which shows that economic growth and emissions are no longer strongly coupled (even taking into account the embodied emissions of imported products).

    Could this decoupling have been facilitated by the use of digital technology to reduce emissions (so-called indirect emissions)? There is a clear correlation between the increasing proliferation of digital technology starting in 2000 and emission reduction in the western countries (Figure 4), but correlation does not automatically imply causation. There is evidence (e.g. [Zhang2024] [Wu2023], [Tao2023], [Liu2025]) to suggest that digital technology contributes to carbon decoupling, although developing a digital economy initially results in increased carbon emissions.

    There are obvious cases in which emissions are reduced by digital technology: videoconferences have replaced a share of business travel, electric cars are replacing cars with internal combustion engines, heat pumps are replacing gas boilers, electric stoves are replacing gas stoves, an increasing number of services are dematerialized and replaced by digital alternatives (press, movies, music, games, …), multiple functions are integrated in one smartphone (phone, camera, navigation system, …), offices have become smaller, and shared because office infrastructure is now portable, and can be used in the office, at home, while travelling, … If it could be established that digital technology resulted in a net reduction in emissions, we could conclude that the IT industry's 1.7-4% share of global IT emissions is an acceptable cost. The problem is that we do not know which part of the 26% reduction is directly or indirectly caused by digital technology, and that it is therefore difficult to prove that digital technology speeds up or slows down decarbonization.

    Life-cycle assessments can help answer this question if the assessment does not only assess the life-cycle emissions of a particular device, but also the indirect emissions from use of that device in other parts of the economy and society. The same system built into a car, train or plane will obviously have a different impact on the indirect emissions of that system. A device or system can contribute to lowering emissions (this is called "enablement" by digital technologies, for example replacing travel by virtual meetings), or it can contribute to increasing emissions (a result of the so-called "rebound" effect, or the use of the digital technologies to accelerate the depletion of natural resources, for example in energy-intensive activities such as space tourism). The indirect emissions sometimes dwarf the operational emissions and hence are important to consider.

    What about the operational emissions of the IT industry?

    Since 2010, the electricity consumption of the EU has remained remarkably stable at 2.8 PWh/year, and it has been declining since 2021 [Eurostat], see Figure 5.
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    This means that the growth in electricity consumption (electric cars, heat pumps) has been offset by savings elsewhere (e.g. the introduction of LED lighting, power-efficient domestic appliances, more efficient industrial processes, deindustrialization, …) and by local energy production (solar panels, in some cases in combination with a home battery). Local energy production and consumption are not accounted for in the region-wide statistics as they are not known to the utility companies.

    At the same time, the carbon emissions caused by electricity production in the EU have halved since 1990 (thanks to more efficient power plants, more solar and wind power; see Figure 6).
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    This trend is also visible in China where the total CO
      2 emissions have been "flat or falling" for almost two years in a row now [CarbonBrief]; see Figure 7.
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    The expectation is that electricity will continue to become cleaner in the coming years, and that electricity will be the cleanest form of energy (even when produced with fossil fuels). A major advantage of electricity is that it concentrates the carbon emissions in factories (power plants for the operational emissions, but also the factories that cause the embodied emissions of the components of the energy system: solar panels, windmills, power plants, …). These emissions are easier to monitor and to regulate. Carbon can be captured and utilized or stored at the source, the waste heat can be sold to third parties. Utility companies can add more renewable energy in the mix to reduce the carbon intensity of the electricity they provide.

    The above is very good news for end users. Today, it is already perfectly possible for households with sufficient income to disconnect from fossil fuels. By switching to electrical alternatives, they immediately reduce their personal emissions, and their future emissions will reduce at the pace the utility companies are phasing out the use of fossil fuels. In addition, for those who can afford it, home electricity generation (which can be coupled with energy storage, electrical heating and electrical mobility) is also a solid investment (see [Vartiainen2023], for example): the final electricity bill is sometimes lower than the combined electricity / fossil fuel bill, the energy price is less dependent on geopolitical tensions, a fossil fuel-free house with solar production is often valued higher in the real-estate market.

    This transition will have an immediate impact on the local air quality (and hence the quality of living) in urban areas. China has proven that the transition can be done in one decade at the cost of building extra coal-based power plants, but the next step is to make them less polluting, use them less and eventually close them.

    Since operational emissions of the IT industry are primarily caused by electricity consumption, the IT industry depends on utility companies to reduce the carbon intensity of the electrical energy (renewables, hydro, nuclear, …). Obviously, the IT industry could also invest in solar or wind energy to help reduce the carbon intensity of the electricity it uses.

    Given that energy consumption is the most important factor in operational expenses, reducing energy consumption reduces both the cost of energy and the operational emissions (assuming that renewable energy is cheaper than fossil fuel-based energy).

    The best way to reduce the operational emissions is therefore to reduce operational energy consumption. There are four ways of doing this:

    
      	Optimize workloads.
        More-efficient algorithms will run faster and hence consume less compute power. In some cases, several orders of magnitude of efficiency can be gained by optimizing algorithms.
      

      	Maximize
        the power efficiency of systems (processing, memory, storage, communications, cooling, …). The lower the energy consumption, the lower the emissions.
      

      	Maximize the load per device. An idle device can use up to 50% of the power of a loaded device. For severs, it is important to consolidate. For non-servers, it is important to invest in energy-proportional systems and in systems with near zero standby power.
      

      	Buy low-emission energy. In the case of data centres, this could determine the location of the facility. Large facilities could also invest in local electricity production.
      

    

    The recent rapid buildout of data centres to power AI applications has led to increased scrutiny on the energy demands of technology infrastructure. The high energy demands of these data centres have been well documented, and the global increase in electricity demand has been partly attributed to this source [IEAElectricity2026].

    This can have an impact at the local level, with stress being added to the local grid, potentially resulting in increased electricity prices for the local community [Blackhurst2025]. Policy has an important role to play in managing the electricity demand of these large-scale infrastructure projects. A permit is a political decision, and some governments have stopped granting permits for large-scale data centres. From a government perspective, it could make sense to make future permits dependent on investments in (low-carbon) electricity production. This could speed up the energy transition while ensuring that datacentre companies mitigate some of the negative externalities they are causing. Given the current direction of US energy policy (as of 2026), this would also be a way for European policy makers to pioneer a sustainable energy strategy to power the EU's AI demand, drawing on lessons from initiatives such as EcoCloud [EcoCloud].

    In conclusion, while the operational emissions of IT are significant, they are not the biggest challenge for IT sustainability. Energy consumption is a good proxy for the operational emissions, there are ways to reduce energy consumption, and we can assume that the current trend in decreasing carbon intensity of electricity will continue in the future.

    What about embodied emissions of the IT industry?

    While it is simple to define a proxy for operational emissions, it is much more complex to define a proxy for the embodied emissions of IT devices and infrastructure. Determining the embodied emissions of a device requires a solid life-cycle assessment. This is a complex process for which every partner in the supply chain has to disclose information about the emissions of the components they provide.

    Recently, hardware vendors have started to disclose information about their devices (so-called cradle-to-gate, that is to say up to the point where they leave the factory). Typical numbers are listed in Table 1.
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    The embodied emissions of servers are much higher than the emissions of smartphones because these systems contain a lot more silicon (processors, memory, …). AI servers have the highest embodied emissions because they are made of cutting-edge technology (advanced technology nodes, lots of high-bandwidth memory, high-speed communication, …). They are frequently replaced because their operational cost is dominant and the next generation AI servers have a lower operational cost per unit of computation.

    From the data in Table 1, we can conclude that the operational emissions for a smart phone are responsible for about 10% of the lifetime emissions of the device. The challenge is thus to reduce the embodied emissions.

    For servers, the situation is different: operational emissions are 75%-95% of the lifetime emissions. Given the trend towards decreasing carbon intensity of the electricity, the fact that data centres need permits to be built, and that governments can impose limits on carbon emissions (they already do so in e.g. steel, chemical, transportation, …), we can assume that operational emissions will go down the coming years, which makes reducing the embodied emissions the next challenge.

    Therefore, the community should work on reducing the embodied emissions.

    There are several potential actions that can be taken by the IT industry.

    
      	First and foremost, it is key to
        use the device for as long as possible. Chips (especially the dies, which are the biggest source of embodied emissions) are difficult to recycle. The best way to optimize the embodied emissions is to use the device as long as possible, e.g. until the device no longer works properly. Lifetime extension is facilitated by:
        
          	The
            ability to repair the device.
          

          	Extended support for software updates. Users should have guaranteed software updates for an extended period (e.g. eight years for consumer devices). The vendor should make sure that in case of bankruptcy, the software is made available to the community to ensure that a device doesn't become useless; see the chapter on open source in this Vision for a detailed discussion of this issue.
          

          	The creation of a
            secondary market of refurbished devices (not only for consumer devices, but also for servers, graphics processing units (GPUs), etc.). Selling an old device should be as natural as selling a second-hand car.
          

        

      

      	Reduce the environmental impact of IT systems by
        rightsizing them. Selecting a device which is more powerful than what is needed to get the job done, has a negative environmental impact, unless the more-powerful device is more reliable and has a longer lifetime. Many of today's consumer devices are too powerful for the common tasks they are used for. For tasks that are more demanding (like video editing), the device could allocate extra resources in the compute continuum. Over-dimensioned devices lead to higher operational emissions and / or dark silicon, which seldom reduces the environmental impact of a device (see for example [Gupta2021]).
      

      	Embodied emissions can also be reduced by
        investing in the end-of-life phase and extracting the valuable resources of the devices that are no longer in use. End-of-life processing can be made more efficient by designing the systems that they are easier to recycle (e.g. easy separation of components, no use of toxic components, maximizing the recyclable fraction, …). The resulting recycled materials can be reinjected in the value chain of new products, hereby reducing the amount of mining needed for new products.
      

    

    What about indirect emissions of the IT industry?

    Some call this the elephant in the room. The IT industry is building a global network of gigawatt data centres, and many people are concerned about the embodied and operational emissions these data centres are producing. There are also concerns about the water consumption, unethical mining practices, etc.

    But it is also interesting to look at the workloads that run in these data centres and who is paying for them. Major sectors include the financial sector, software companies, retail, the public sector, and of course the frontier AI labs like OpenAI, Anthropic, Meta. Data centres and supercomputing facilities are used for myriad use cases, from carrying out climate research to designing new drugs.

    However, there is one that is not often mentioned, and that is oil and gas.

    For years, the world's largest oil and gas companies (known as "Big Oil") have been relying on major technology companies (known as "Big Tech") to find new oil reservoirs based on seismic data, and this dependency has deepened with AI (see [Sharma], [Hao2024] and [Microsoft2021], for example). Technology companies offer dedicated platforms to oil and gas extractors, and in doing so Big Tech is helping Big Oil to stay profitable and operational for longer than they might without them [WoodMac2025].

    At the same time, Big Tech is one of the major consumers of fossil fuels to power their data centres. The indirect emissions of this symbiotic partnership dwarf the embodied and operational emissions of the AI data centres by several orders of magnitude.

    This puts the statement that AI could help solve the climate-change problem into perspective.

    Consumer devices like smartphones are another elephant in the room. The amortized embodied and operational emissions of a smartphone are around 10-15 kg CO
      2e per year, but these direct emissions do not include the indirect emissions generated by the data centres for applications used on that device, such as streaming music, storing media data, generating videos, or launching compute-intensive prompts. The growth of the mobile market (devices, networks, AI-powered apps, …) is fuelling the growth of the data centre market. This is the most important indirect impact of mobile devices.
    

    Hence, irrespective of the platform, the indirect costs are important. However, they are not controlled by the IT industry, but by the user. As such, these emissions should not be attributed to the IT industry, but to the sector they belong to (like the energy industry, in the case of Big Oil).

    Areas where the IT industry can improve sustainability

    The question is what the IT industry can do to improve sustainability in the context where it controls neither the carbon intensity of the local electricity grid, nor the indirect emissions caused by the users. A starting point is to standardize the way the sustainability impact of devices and services is measured and communicated.

    
      	There is need for a
        framework to produce LCAs of products and services. Such an assessment starts by defining the
        system boundaries (which emissions are included), makes assumptions (a device is used for
        x years), and is based on the actual emissions of the components of a system (the same virtual machine running in the US will cause more emissions than running it in France where the carbon intensity of the grid is lower). Every individual product or service therefore comes with its own environmental footprint data.
      

      	There is a need for a
        framework to attribute embodied emissions to the services run on the computing infrastructure. There is currently no agreement on how to distribute the embodied emissions of e.g. a server over the workloads that run on the server. Similarly, there is the question of how to distribute the emissions of the training of a foundation model over the applications that make use of the foundation model. The community should come up with a framework and a process to answer these questions.  Similar questions have to be answered for distributing the embedded emissions and operational emissions of a network over the applications using the network. The latter is important to answer the questions about
        where to execute a workload in the compute continuum.
      

      	Once the life-cycle models are available, and the environmental impact of product and services has been modelled, designers can
        optimize their designs to lower the environmental impact. They can do this to make their products more environmentally friendly, to make them more attractive to customers who care about the environment, to make them compliant with local regulations, or to make them competitive with manufacturers that actively focus on reducing emissions.
      

      	Inevitably, reducing the environmental impact of a product will have an impact on
        companies' business models. Designing products that last longer will reduce sales of new products and hence lower the profitability of the company. This could be mitigated by marketing: products that last longer can also be sold at a higher price point.
      

    

    In addition to the IT industry, society as a whole and policy makers can also take action:

    
      	Civil society could promote
        "digital with a purpose". This requires a lifestyle change: is it necessary for everyone to own the latest and most sophisticated device available or use AI to indiscriminately generate videos?
      

      	Policy makers and regulators could also
        mandate that devices and services automatically publish their environmental impact to help customers make the choices that match their values, comparable to nutritional information on prepackaged food products and go beyond the energy labels that are already in place for electronics [EnergyLabels]. Today, 99% of consumers have no idea about the environmental impact of their choices. The biggest impact of such a mandate is that it will create awareness about the environmental impact of products, and it will encourage producers to improve the sustainability score of their products.
      

      	Public procurers could add environmental constraints to their tenders (e.g. laptops for schools that have less than 200 kg CO
        2e of embodied emissions). This will drive the market towards more sustainability research and innovation, similar to what happened in the building industry (where real estate investors aim for the highest BREEAM certification.
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    Policy recommendations for Europe

    Aim for a target of 100,000 tech-enabled startups per year in Europe

    To grow scaleups, unicorns, decacorns, and even hectocorns, there must be enough startups to start from. European policy makers should set a target and help enable the conditions for the launch of 100,000 tech-enabled start-ups per year. These are not only purely digital start-ups but also include startups that leverage digital technology to innovate in a different sector. The 100,000 startups should be distributed over all the countries/regions in Europe, making each local government responsible to meet their assigned targets. It is important to understand that founders do not need to have PhDs — anyone with an entrepreneurial spirit can start a tech company, even students. The belief that EU research projects should create startups is mistaken. This is because the incentives are not aligned: lead researchers often already have secure positions at research institutions or companies and aren't seeking entrepreneurial pursuits, while PhD students are primarily focused on completing their degrees rather than starting a business. If Europe wants to be the home of more global companies, it must create incentives to create them in the first place and stop hoping that funding research programmes will automatically lead to such companies.

    Build more science and technology clusters

    The EU has only one science and technology (S&T) cluster (Paris, ranked 12) in the global ranking of the 20 largest S&T clusters of the world. Science and technology clusters are ecosystems that help startups to hatch and grow by providing affordable facilities, the proximity of a world-class higher education institution providing a talent pool, incubators and accelerators, growth capital, a favourable legislative framework, and first and foremost a vibrant community of entrepreneurs. Such an ecosystem will attract founders (including from outside Europe), it will create well-paid jobs for young graduates from the higher education institutions, and if it is good, it will keep the scaleups close to the local ecosystem. The fact that Europe has only one such cluster in the top 20 is problematic especially because European companies have difficulties scaling up from startup to unicorn and beyond. Europe should therefore actively promote the creation of European S&T clusters in every major urban area and help them grow to a scale that they can support scaleup companies. The momentum is good: 42% of the top 100 emerging innovation ecosystems are based in Europe [McKinsey].

    Introduce DARPA model of challenges

    DARPA (the United States' Defense Advanced Research Projects Agency) funds high-risk, high-reward projects to generate transformative technologies. DARPA focuses on radical innovation and is willing to accept failure as part of exploring new ideas. Projects are quite short (two to five years) and must show measurable progress quickly. They are led by entrepreneurial programme managers who have a vision for technology breakthroughs, scout for innovative ideas, assemble the best teams and take corrective action if milestones are not met (including termination). This introduces a new R&D culture: fast, milestone-based, competitive, risk-tolerant, visionary, agile. Europe should use a similar model to tackle some of the grand challenges, comparable to e.g. the German SPRIN-D model that believes that "innovations are born from passion". There is a wide agreement that the current zoo of European funding instruments is an ineffective approach to maximize impact with the available financial resources. The challenges in such programmes should not be chosen to improve "middle" technology, but should focus on frontier technology with a clear societal benefit: clean energy, smart mobility, advanced robotics, affordable health care, …

    Invest European, buy European, and stimulate pre-competitive procurement

    There is a lack of venture capital (VC) for European scaleups, but at the same time Europeans invest in US and Chinese companies, because they want to maximize their return on investment. By doing so, they are strengthening the non-European competition for the European companies, and even give them the resources to acquire the most profitable European companies. The biggest problem is not that there is not enough money in Europe, but that it is not used to strengthen European companies.

    Likewise, Europeans seem to trust non-European products and services more than the locally grown ones. Why are Europeans still paying for US-based cloud solutions, while there are equivalent European offers? Why do we pay for US large language models (LLMs) while we could also support Mistral (and by supporting it, make it bigger and better)? How can we expect European companies to grow and scale up, if we do not support them?

    Incentives should be made to encourage investors to fund ventures which start - and stay - in Europe. Policy makers should support European technology by amending public procurement rules to specify European providers. Initiatives which allow companies to scale easily across European borders, such as EU-Inc, should also be supported.

    Pre-competitive procurement is another tool which can help stimulate European innovation. A government orders an innovative product or service that does not yet exist and creates a tender for a company or consortium of companies and universities / research and technology organizations (RTOs) to develop it. This is a very powerful instrument that can be used by European public authorities, and one which avoids the delays associated with the research project cycle.

    This is how the world got COVID-19 vaccines: the first promising results of the phase I human trial were announced on 18 May 2020, that is, 137 days after the identification of the virus. The company was Moderna, a company only founded in 2010 in a sector where it is very difficult to bring a product to the market because it must be clinically tested and approved by governments. Less than one year after the identification of the virus, the vaccination campaign was already rolled out at globally - this is the typical time between launching a call for research projects and the kick-off of the first projects. Pre-competitive procurement not only shortens the execution time of the projects, but it also increases the likelihood of commercialization because the task of a consortium is to deliver a working product or service. In the coming years, investment in defence will increase sharply. This is an excellent opportunity for European countries to try pre-commercial procurement and hence order the innovations they would like to see happening.
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    Background

    In 2024, several reports were published on European competitiveness [DraghiReport, LettaReport, HeitorReport, ScienceEU]. The conclusions are clear: the democratic shift, the restructuring of the global economy, and changing geopolitical relations are reducing the influence of Europe in the world. Since then, the presidency of Donald Trump has only accelerated this process. The world is scaling up quickly, while Europe remains fragmented, leading to a
      stunning size deficit compared to the current global competitors from the US and China [LettaReport]. Despite forming part of the European Union, countries in Europe try to compete with the rest of the world not as a bloc, but as individual countries. In the military domain, it is not Europe as a whole but individual European countries who are supporting Ukraine. If the defence resources of Europe were pooled, they would exceed Russian resources, and they are technologically more advanced. Obviously, the current fragmentation cannot be a successful strategy. This impacts Europe's innovation capacity, productivity, job creation, security, … and in its wake the European political stability and eventually the European societal model.
    

    In his landmark 2024 assessment of European competitiveness, Mario Draghi [DraghiReport] mentioned that there is no EU company with a market capitalization of over €100 billion that has been set up from scratch in the last fifty years, while the US has created several trillion-euro companies from scratch in this period. According to the European Investment Bank (EIB) [Scale-upgap], between 2021 and 2023, the EU had 178 companies valued between $500 million and $10 billion, while the US had nearly 1,500. There are signs that this may change in the future, however: Europe had 27,000 founders in 2025, which is a record number, and the number of startups they created is slightly higher than the number of the US. In 2025, around 27% of all the startups in the world were created in Europe [Atomico].

    The
      stunning size deficit is very visible in the
      automotive industry. While European manufacturers act in a fragmented manner, Tesla and BYD employ a radically different strategy: vertical integration and extreme scale. Tesla has redefined the car as a computing platform. By developing hardware and software entirely in-house, they achieve economies of scale that remain out of reach for fragmented European supply chains. BYD combines this with total control over the battery value chain, resulting in production costs that are 30% lower than those in Europe. The Zhengzhou BYD factory has a size of 130 km², 10 times the size of Tesla's gigafactory in Nevada. When finished it will produce one car every 30s, round the clock, or one million per year. In 2025, for the first time, BYD sold more electric cars than Tesla. The size deficit with Europe cannot be more tangible than in this area.
    

    The
      stunning size deficit is also evident in
      data centres. While the US and China are racing toward gigawatt-class data centres, Europe's digital landscape remains a patchwork of fragmented, sub-scale facilities. US hyperscalers are investing tens of billions of dollars into data centres that integrate custom silicon, liquid cooling, and dedicated energy grids. In contrast, European providers struggle to find the capital and to obtain the permits to invest in such infrastructure. The total investment (CapEx) by the so-called "Magnificent Seven" technology companies (Alphabet, Amazon, Apple, Meta, Microsoft, NVIDIA, and Tesla), surpassed $350 billion in 2025, and might add up to $2-3 trillion by 2030 (which dwarfs the EU's annual budget of less than $200 billion). Without gigawatt-scale infrastructure - or a decentralized alternative that gives Europe the computing power it needs - Europe risks becoming a consumer of "AI-as-a-service" hosted elsewhere.
    

    The
      stunning size deficit is also tangible in infrastructure development. In little more than a decade, China has managed to build more that 40,000 km of high-speed rail while Europe has not yet managed to connect the high-speed railway network in France with that of Italy, or build a high-speed train connection between Brussels and Strasbourg where the European Parliament meets one week per month…
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    But there is not just scale, there is also a growing
      quality deficit.
    

    The progress of China in science and research is remarkable. The Nature Index tracks contributions to research articles published in high-quality natural-science and health-science journals, chosen based on reputation by an independent group of researchers. It can be used as a proxy for research excellence (just one possible proxy out of several). Table 1 shows the number of institutions in the Nature Index 2025 [NatureIndex]. The group labelled "Other" consists of mostly Asian institutions (Japan, South Korea, Singapore), Australia and Canada.
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    China leads the top 10 (80%), the top 50 (50%), the top 200 (36.5%) and the top 500 (29.2%). Only in the top 2,000 and top 5,000 does Europe lead the ranking. This has not always been the case. As we observed in the HiPEAC Vision 2025, in 2016, Europe dominated the Nature Index, see Table 2. Five out of the 10 leading institutions in 2016 were European (Oxford, Cambridge, Max Planck, Leibnitz, CNRS). Today, only Max Planck is left. The US went from three (Harvard, MIT, Stanford) to only Harvard, and it is sinking away in the ranking (and the current US science policy won't help the country to defend its position on the Nature Index).
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    One could argue that the Nature Index is not the most relevant index for computing publications, but submissions to ACM TACO journal (which reviews the papers for the HiPEAC conference and hence is at the heart of the HiPEAC community) show a similar pattern; see Table 3. In 2016, ACM TACO received 38 submissions from China out of a total of 199 (19%), while in 2024 it received 174 out of a total of 301 (58%), and in 2025 it was 258 out of 395 (65%). One could argue that submitted papers are not yet accepted papers, but the acceptance rate for the Chinese papers is today better than the acceptance rate for the US and EU papers.
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    One could also argue that the population in in China is much bigger than that of the US and the EU (the US and the EU combined are 56% of the population of China), but even taking this fact into account, China submitted in 2024 per capita 76% more computing papers to ACM TACO than the US and the EU combined. One observation is that the average number of hours worked per year in China is 2400, compared to 1800 in the US, and 1600 in the EU. Whatever the metric used, China is today quantitatively and qualitatively outperforming the US and the EU in the ACM TACO journal.

    Why is this important? Excellent research feeds the innovation pipeline. Europe has a tradition of research excellence but has proven to be weaker in commercialization of the research (which has often taken place in the US). If Europe is losing its leading position in excellent research, it will inevitably have an impact on the innovation capacity of Europe in the long term. Applied to China, their recent research excellence will obviously create huge potential for innovation and for the commercialization of innovative products.

    China is transitioning from its role as the "factory of the world" - efficiently producing goods designed elsewhere (like the Apple iPhone) - into a leading innovator in different areas. To name a few: electrical vehicles, photovoltaic systems, artificial intelligence (AI), smartphones, wind turbines, … Chinese products are no longer popular because they are cheap, but because they are of high quality. They are now directly competing with leading innovators in Europe and the US. This was one of the goals of the 14
      th Five-Year Plan that ended in 2025. The newly started 15
      th Five-Year Plan will continue these efforts and write "a new chapter in the story of China's miracle". It wants to create a self-sufficient tech-driven economy by targeting the frontiers of science and technology like AI, quantum, biotech, defence and energy. Areas where China will try to become a global leader in the coming five year are: AI, electric vehicles, semiconductors, batteries, biomedicine, 6G, air and space technologies.
    

    [image: image_6]
    

    Meanwhile, as highlighted in the Fuest report [FuestReport], Europe remains a global leader in "
      middle technologies" - such as high-end combustion engines, industrial machinery, and specialized chemicals - but is losing the race in the "frontier technologies" that will define the next century: AI, cloud computing, and advanced semiconductors. European companies excel at incremental innovations within mature sectors where they already hold market share. Although this is important for Europe, it is not enough, and Europe needs more companies that develop frontier technology. When technology is frontier, it often has the power to disrupt existing industries. Obviously, major European companies are lagging behind when it comes to developing frontier technologies that could disrupt their own business. Startup companies do not have to worry about disrupting an existing business, and their existence solely depends on how fast they can innovate.
    

    The automotive sector: An example of the "middle technology trap"

    The most emblematic case of the middle technology trap is the automotive industry. Europe remains a world leader in high-end mechanical engineering and internal combustion engines. However, it is struggling to pivot to the "high-tech" requirements of the future: software-defined vehicles and battery technology. European carmakers invest billions in R&D, but most of it goes into improving 20th-century technologies rather than the AI and autonomous systems where US and Chinese firms (like Tesla or BYD) currently lead.

    This is further illustrated in Table 4, which illustrates private R&D investment in 2024 [EUScoreboard2025]. The top 10 is dominated by US hyperscalers, and there is only one European company (Volkswagen, Germany). In the top 20, there are two more European companies (Roche, Switzerland, and Mercedes, Germany), but these three companies are the ones with the smallest market capitalization in the top 20. This does not only illustrate the scaling deficit, but also the middle technology trap. Following the top 20 are the European companies ranked 21-100, and some global digital players, to put the top 10 into perspective.
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    If we look beyond the top 20, being in the top 100 is still good, with a cluster around position 50-65: Ericsson, Nokia, Tesla, ASML, Airbus and Boeing all invest similar amounts of money in R&D (between €3.5 and €4.5 billion).

    R&D investment by EU companies is, unfortunately, considerably lower than that of US companies in the top 10.
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    Figure 3 shows that European industry almost doubled its R&D investment between 2014 and 2024, but US companies more than doubled their efforts at the same time, hereby doubling the gap between the two. In 2024, US companies invested the more money on software R&D than the EU companies spend on software, hardware, health and automotive R&D combined. Chinese companies increased their investment eightfold over the same period and are currently on a par with the EU.

    One third of R&D investment in Europe originates from automotive companies; the total R&D investment by European automotive companies is more than double that of its US and Chinese counterparts. Despite this, the European automotive industry has not yet produced an operational self-driving car or robotaxi, while such cars are already operating in the US and China. Apparently, automotive R&D resources in the US and in China are spent differently and / or in a more efficient way than in Europe.

    Ironically, Daimler-Benz demonstrated a self-driving car in 1994 by driving 1000 km on a Paris multi-lane highway in standard heavy traffic at speeds of 130 km/h, including lane changes left and right with autonomous passing of other cars. The car was powered by a (European) Transputer [Promotheus]. One could wonder why Europe is not leading the market of self-driving cars.

    The European automotive sector is struggling to compete with the US and Chinese market leaders in electromobility: Tesla and BYD. Tesla was founded in 2003 and sold its first car in 2008. In 2003, it was just another startup. Since 2020, it has been the most valuable car manufacturer in the world. As noted in the HiPEAC Vision 2025, at the time that Tesla was (i) bringing its model S (2012) and its model X (2015) to the market, (ii) went public (initial public offering (IPO) in 2010), and (iii) introduced the Tesla Autopilot (2014), a major European automaker was trying to save its diesel car business by working on a cheat mode in the injection software. Although innovative, this is not the kind of innovation that will make Europe more competitive.

    BYD Auto was also established in 2003. The first plug-in hybrid electric vehicle was launched in 2008, and the first battery electric vehicle in 2009. In 2023 Q4, BYD became the top-selling battery electric vehicle manufacturer of the world, bigger than Tesla. It overtook Volkswagen as best-selling car brand in China in 2023. In 2025, it sold more electric cars than Tesla. At the time of writing, it was the fourth most highly valued car manufacturer of the world, after Tesla, Toyota and Xiaomi, and followed by a series of European companies [JuliePinkerton].

    Investment by European information and communication technology (ICT) companies (hardware and software), are dwarfed by investment by US and Chinese companies. At the current R&D investment levels, there is little chance that European industry will be able to catch up with US industry. The gap is simply too wide, and the resources available are too limited to close it. Furthermore, closing the gap is not sufficient, because this will bring us in five years where the US or China is today. Instead, we have jump over the gap, and do better.

    In defence, Ukraine has shown the capacity to develop new weapons under pressure. For example, Fire Point is a startup (whose co-founder and CEO at the time of writing was around 30 when she joined the company) that produces long-range (3000 km) missiles of the type that the US refused to sell to the Ukraine to avoid escalation of the war. Ukraine has also developed effective counter-drone technology against Iranian Shahed drones. They are now providing the technology to the US and Israeli armies. Nobody can say that the situation in wartime Ukraine was the ideal environment to start a company and innovate, but the Ukrainians have shown the rest of Europe that it is possible.

    The current status of Europe

    The two main weaknesses of the European economy in comparison with the US and China are (i) the lack of scale, and (ii) too much focus on middle technologies. Historically, the US has focused on frontier technologies, and their commercialization has led to the largest global companies of our time. China has focused on manufacturing at scale, investing in infrastructure, supply chains, logistics, and has created a very solid manufacturing foundation, on which they are now adding the pinnacle: homegrown innovations. Europe has historically been a science and manufacturing powerhouse, but after the second world war it has lost its colonies and access to their raw materials, it has lost demographic weight due to the rapid population growth in other continents, and it has failed to integrate politically like the US or China.

    Europe, however, possesses several notable strengths: it boasts some of the world's most liveable cities, it enjoys a very high gross domestic product (GDP) per capita, it has some of the best work-life balance, it is home to the "happiest country in the world" according to [WorldHappiness], it has among the lowest rates of poverty globally [OWIDPoverty], its citizens benefit from top-tier education, and it is a top cultural and tourist destination. Additionally, Europe's emphasis on social security has helped build a stable society where quality of life is a value, and it is one of the last bastions of diversity, equity and inclusion. Renowned research institutions are driving global scientific progress, while a diverse workforce contributes a broad range of skills and perspectives. It is also the largest open consumer market; it has benefitted from a yearly brain gain since 2016 (see Figure 2), and at the time of writing, it had more founders of startups than the US. Moreover, European countries regularly top the list of "most innovative economies" in the Global Innovation Index published by the World Intellectual Property Organization (WIPO); in the 2025 edition, Switzerland was ranked no.1 and Sweden no. 2, while Finland, the Netherlands and Denmark also featured in the top 10 [WIPO-GII-economies].

    Europe has also had notable successes when it has pooled resources. To cite a few examples: Airbus was created in response to the dominance of US companies in aerospace [WikipediaAirbus]; the European Centre for Medium-Range Weather Forecasts (ECMWF), created in 1975, is acknowledged as a world leader in numerical weather prediction [NatureECMWF]; and EuroHPC has helped deliver a network of world-class supercomputing facilities across Europe [EuroHPC].

    For all the above, Europe is not only one of the best places in the world to live, but also to start a business. Europe holds three of the five most productive science and technology clusters per capita, and 11 in the top 20 (see Figure 6). And yes, Europe is not the home of one of the "Magnificent Seven", its public debt is high, and its population is ageing, but that does not make Europe a regressing continent. It will only become regressive when its population starts to believe that it cannot compete with the rest of the world anymore.
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    Still, there is a sense that Europe lacks the optimism that exists in other parts of the world. Rather than lamenting its evolution from a collection of imperial powers to a coalition of countries without global dominance, perhaps Europe should accept that the world has changed. Perhaps it should recognize that the European Union represents only 6% of the world's population, that much of the world has a different world view to Europeans, that it is maybe a good thing that a European minority no longer holds a predominant influence in global affairs (for example, why should Europe have four seats + one for the European Commission in the G7 when it would be more logical to have one for the European Union as a whole and one for the UK?). Furthermore, it is reasonable that populations in developing countries seek a more equitable share of the world's resources, leading to a smaller gap between the global north and the global south, and probably also resulting in less growth in the West, or maybe negative growth. The rest of the world might even consider this a fair thing to happen.

    Maybe Europe should start by rightsizing itself, give up some of its privileges that are outdated or are just too expensive to maintain, reflect on its values and its future role in the world, make a plan and start working on it with confidence and be proud of the results. For example, it would be good if Europeans could contribute to a definition of what it means to be European, set out what 21
      st-century "European values" are, and be able to defend them. Maybe Europe could espouse common values which may not require Europe to produce the best-selling robotaxi or have the most powerful supercomputer in the world. Instead of maximizing GPD per capita, it could also try maximizing the GNH (gross national happiness) like Bhutan does and make Europe the best place to work and live. In the computing field, this could translate into the development of "digital with a purpose" computing industries.
    

    The innovation pipeline starts with startups

    To escape from the middle-technology trap, Europe should invest more in startups and scaleups as they bring new innovations to the market, and they can do it faster and cheaper than large companies.

    As shown in Figure 5, countries that are innovation leaders maintain a balanced pipeline of companies in the complete venture-capital ladder. Small / medium enterprises (SMEs) and scaleups are crucial to fuel innovation, and the share of these companies is considerably larger than in moderate innovators. If European wants to regain its position of lead innovator, it should start by creating more startups.
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    Figure 6 illustrates that in the US, large companies invest 90% of the total R&D budget, with the remaining 10% of the R&D investment by startups and mid-caps (and that there is a balance between large companies (55%) and smaller companies (45%)). This is quite different from the situation in Europe where the large companies spend 97.5% of the R&D budget, and only 2.5% is done by the startups and mid-caps (and the total R&D budget in the EU is considerably lower than that of the USFurthermore, the share of smaller companies participating in R&D is much smaller than in the US: 12.6% vs 45%. Unfortunately, this is the group from which the large companies grow.
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    Therefore, on top of the EU-INC company format and the "28
      th regime", we propose that Europe also reaps the benefits from it by encouraging its member states to creating 100,000 tech-enabled startups per year, spread over all the European countries, and that individual countries are tasked to work on their own targets: France 20,000, Germany 20,000, The Netherlands 7,000, Belgium 4,000, … This will unleash the full innovation potential of Europe, a potential suggested for example in 1994 when Europe created the first self-driving car powered by a Transputer.
    

    Startups become scaleups in science and technology (S&T) clusters

    For startup companies to be founded, and once they are viable to scale up, they need an ecosystem in which they can find all the resources to grow: talent, infrastructure, investors, and a thriving entrepreneurial community. According to WIPO [WIPO-ClusterMethodology], in 2025, the European Union had one science and technology (S&T) cluster in the global top 20 (Paris, ranked 12; Europe as a whole has another S&T cluster in the top 20 - London, which is ranked 8).

    The fact that only Paris appears in the list is no real surprise. The metric used for the ranking is the share of the global patents plus the share of the global publications, hence the larger the metropolitan area, the higher the number of patents and publications. Other large metropolitan areas in Europe (Barcelona, Berlin, Madrid, …) are about half the size of Paris. Given the fact that most fast-growing cities with lots of young people are located outside Europe, the chance is low that Europe will be able to improve its position in the top 20 of global S&T clusters.

    The situation changes when looking at the metrics per capita; see Figure 7. In that case 55% of the top 20 is populated by European cities, which means that the quality of the European S&T clusters is very high; they are only missing the scale of the global ones.
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    The European ecosystems could learn from Silicon Valley, which is a vibrant ecosystem that sustains and renews itself. Founders get inspired by the role models in the ecosystem, and once started, they are also supported by the ecosystem (with investments, advice, talent, …). Large companies invest in startups and scaleups, and they also acquire smaller companies. Knowing that there is a possibility for a startup to eventually be acquired by a big player makes it more attractive to invest in it. The large companies are providing venture capital for the small companies, and the serial entrepreneurs help create new startups. The ecosystems should not only provide technical talent, but also business talent (like people who know how to grow a company, how to run a unicorn, how to do an IPO, …).

    Knowing that S&T clusters are essential for startups to grow and thrive, Europe should actively encourage the creation of a multitude of medium sized S&T clusters in major urban areas. These will not land into the top 20, but they will be local innovation engines, creating well-paid jobs, preventing brain drain and providing opportunities for the young generation. This is especially relevant for countries in Southern, Central, Eastern and Southeastern Europe who suffer from brain drain towards the Western and Northern European countries.

    Europe should aim for hundreds of such ecosystems. Ecosystems should be specialized, and they should have the ambition to become global leaders: London already has a fintech ecosystem which is a global leader, Paris is creating an AI ecosystem (with Mistral), Zürich is a robotics and AI hub, Berlin is creating a creative tech ecosystem (gaming, media), Eindhoven has an information and communication technology (ICT) ecosystem (with ASML as large company), Amsterdam and Barcelona specialize in life sciences, Munich in automotive, and increasingly also in defence tech (which can benefit from collaboration with the automotive industry).

    Besides creating a small number of large hubs, hundreds of small hubs should also be created, distributed throughout the EU. Companies can use this network of hubs to expand their business in other countries, especially since the introduction of the EU-INC company format and the "28
      th regime". Europe has all that is needed to become the startup continent of the world (indeed, arguably, it already is). The bigger ecosystems like Paris will also attract bigger projects, like AMI, founded in 2026 by Yann LeCun with an initial valuation of €3 billion. Such projects cannot start in a place without an S&T cluster ecosystem. It is proof that ecosystems work.
    

    It is, however, important to realize that ecosystems cannot be created overnight; they need time to grow and become productive, and they are always the result of joint efforts between different stakeholders.

    
      	Local schools and universities must invest in research areas that are relevant for the local economy and they must also develop entrepreneurial skills in their students. This combination will result in spinoffs and startups, and it will also result in graduates that are ready to work in the local ecosystem (and attractive jobs in the local startups can stop them from looking for a job elsewhere). The schools and universities will also benefit from the ecosystem: contract research, company internships, and the ability to attract talented students who would like to work for one of the ecosystem companies. A local business school is also an asset to help skilling up the staff of scaleups.

      	Local governments should offer ample space for high-tech companies to build the infrastructure they need and have a fast and pragmatic permitting policy. They should not only provide office and lab space, but also arrange for affordable housing, an international school, efficient urban mobility and a liveable city. Building such infrastructure can take decades.

      	The (national and/or regional) government can create incentives to attract companies to designated areas (tax incentives, subsidies, …).

      	Local companies must organize themselves too to make the infrastructure provided by the government into a vibrant and welcoming community in which all companies can learn from each other, help each other, celebrate successes, and especially grow the ecosystem, by e.g. investing in incubators, accelerators, ecosystem marketing, etc. It is important that the companies create their own ecosystem, and that they run it, not the local governments. They know better than anybody else what is needed in order to thrive.

    

    All the above needs time, but if all stakeholders (city, schools/universities, government, companies, …) in an area are willing to create such an ecosystem, align their plans and investments, it can be built, and become the engine of economic development in the area. It takes time to produce the first big success stories (e.g. a unicorn), but once it reaches that level, and with the right marketing efforts, it will automatically attract talent and investors, and its growth will accelerate. All current large S&T clusters once started small. As a reference: it took Silicon Valley 20 years to go from it first startup (HP, 1939) to the first Silicon producer (FairChild, 1959); see Figure 8.
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    The conclusion is evident. While Europe may not have companies as large as those in the US or China, various indicators suggest it is steadily catching up. A European model characterized by plentiful startups and strategic innovation clusters distributed across the continent can drive innovation, while strategically pooling resources and simplifying cross-border collaboration can help local innovators make an impact globally. Europe needs to educate a new generation that believes in its ability to transform the world and create an environment in which innovation and growth can thrive. The only thing standing in Europe's way of reclaiming the lead is its failure to believe that it can.
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