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Javana,
vertical Instrumentation

Intercept [VM  Intercept memory
events accesses
O I pushl %eax
O . | |movl $1,8(%ebx)
' call 4(%ebp)




Javana,
vertical Instrumentation

Intercept JVM
events
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RVM <

Intercept memory
accesses

pushl %eax
movl $1, 8(%ebx)
call 4(%ebp)

Handle low
level
events and
bookkeeping



DBI Is quite usetul.
Diota has been used for...

Exact memory leak tracing

Vertical instrumentation

Breaking obfuscation

Breaking software diversity schemes

Recording basic block vectors
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[Traditionally, most optimization

effort has gone Iinto the compller.

source code

object files
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Add whole-program optimizer

for global optimizations.

source code
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Diablo Is an
optimizing linker.

source code object files
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Diablo Is an
optimizing linker.

source code object files
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Need inspiration’?
Diaplo has already been used for:

optimization for code size/speed/energy usage
OS kernel compaction & specialization
Instrumentation

steganography

code obfuscation

program diversity

debugging

software security

instruction set randomization

synthetic benchmark generation

code compression



What we are working on

Software diversification
Improving PowerPC/PowerPC64 support (with UPC)
Improving Cell SPU support (with UPC)

Supporting other people using Diablo



Diota & Diablo may be
useful to you.

Diota; Linux/i386

Diablo: Support for 4 architectures
ARM, i386, PowerPC, PowerPC64 (Cell SPE under development)

Freely available as GPLv2 software

http://www.elis.ugent.be/diota
http://diablo.elis.ugent.be/

Contact
jmaebe@elis.ugent.be
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